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Abstract

The current electricity grids experience a transition from the traditional centralized paradigm towards
the decentralized smart grid architecture, with the application of blockchains. This, which is also referred
as Smart Grid 2.0 (SG 2.0) is its preliminary stages of implementation while blockchain integration in en-
ergy grids has not been exploited to its maximum potential. The integration of blockchain technologies to
facilitate distributed, decentralized and autonomous operations of SG 2.0 face challenges of new dimensions.
Achieving scalable blockchain based solutions for SG 2.0 applications, implemented on a de-centralized plat-
form, offering secure communication, control, transaction management, and data processing are identified as
challenging issues. However, challenges encountered in blockchain integration in SG 2.0 are seldom analysed
in the existing work. The survey aims to discuss the applicability of blockchains to envisaged SG 2.0 and
elaborating on the applications proposed in the literature. Thus, this study attempts at filling the identi-
fied research gap and perceive alternatives to achieve decentralized, secure and scalable future energy grids
operating on blockchain based platforms.

Keywords: Internet of Energy, Future Smart Grids, Distribute Energy Resources, Blockchains, Integration
Challenges, Security, Scalability, De-centralization

1. Introduction

Smart grids have been identified as an attractive initiative towards integrating renewable energy gen-
eration technologies to the grid. This enables efficient and reliable access to energy with the integration
of digital computation and communication technologies [T}, 2, [3]. Concerns related to conventional fossil
fuel-based generation over its high contribution in environmental pollution, depletion of resources, degraded
power quality and heavy losses due to long distance power transmission have been directing the power sec-
tor towards green energy alternatives over the past decades [4, [5] [6l [7, [8]. Utilization of Renewable Energy
Sources (RES) in large scale has introduced new dynamics and challenges in smart grids, thereby demanding
a paradigm shift from a centralized grid system towards a decentralized, automated system. This has been
further facilitated by the introduction of Smart Grid 2.0 concept, also referred to as Energy Internet (EI)
in some literature. This aims at sharing both energy and information, with transparency thereby enabling
seamless renewable integration to the grid, depending upon the demand [9, 2].

The evolution of SG 2.0 can be summarized in an illustration as given in Figure
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Figure 1: Iterations of development in electricity grids: Evolution of smart grids from conventional top-down hierarchy to
future Smart Grid 2.0

The introduction of SG 2.0 has revolutionized the conventional power network and at the same time
evolved the first generation of smart grids [5, [4]. The first generation of the smart grid was enabled with bi-
directional information exchange by incorporating Information and Communication Technologies (ICT) [5].
This facilitated a centralized authority (i.e. Transmission System Operator (T'SO)) to remotely monitor and
control the energy exchanged between the power producers and consumers. The monitoring and control were
achieved through sensors located in the electrical network for data acquisition and smart meters that were
installed at the load centres for Demand Side Integration (DSI) [10]. Introduction of the smart grid concept
stimulated enhancement of the features of the electrical network, thereby promising a fully automated grid
infrastructure in future.

SG 2.0 offers seamless integration of a variety of power generation sources including large scale RES inte-
grating at transmission level, incentive-driven, small-scale solar Photo Voltaic (PV) installations connecting
to the grid at the load centres [I1], 12} 2, 4] as well as intelligent loads. This grid infrastructure would
facilitate Machine-to-Machine (M2M) communication with no intervention of a third party to regulate the
operations which else would compromise security, privacy and elevate trust issues at the cost of a middle-
man fee. Consumers would get the freedom of selecting the economically best option from local microgrids
while paying concerns on the environmental impact of their choice. Electric Vehicles (EV) [B] 13| 10, 4]
with charging stations that are dispersed geographically in a wide area [I0, 13, [I5] and the next genera-
tion of modern transportation, the Autonomous Vehicles (AV) and Unmanned Aerial Vehicles (UAV), and
smart cities [I6] would be benefited by the capability to locate the closest charging pile offering the best
price for the electricity traded for improving e-mobility. All energy exchange transactions will be executed
autonomously through automated contracts, upon meeting defined pre-requisite conditions. The operation
of future electricity grids would reach the level of autonomy where Internet of Things (ToT) sensor nodes
obtain real-time measurements, process them in a distributed manner using edge computing and transmit
data to the Energy Management System (EMS) based on cloud computing. Artificial Intelligence (AI) for
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Table 1: Summary of important acronyms.

[ Acronym Definition Acronym Definition
Al Artificial Intelligence AMI Advanced Metering Infrastructure
AR Augmented Reality AV Autonomous Vehicles
CDN Content Delivery Network CHP Combined Heat and Power
CcT Current Transformer DDoS Distributed Denial of Service
DER Distributed Energy Resources DG Distributed Generators
DL Deep Learning DLT Distributed Ledger Technique
DSI Demand Side Integration DoS Denial of Service
DPoS Delegated Proof of Stake DSO Distribution system Operator
ECC Elliptic Curve Cryptography ECDSA Elliptic Curve Digital Signature Algorithm
EI Energy Internet ESE Energy Storage System
EMS Energy Management System EV Electric Vehicles
FBA Federated Byzantine Agreement FDI False Data Injection
ICT Information and Communication Technology IoT Internet of Things
1P Internet Protocol MEC Multi-access Edge Computing
ML Machine Learning M2M Machine-to-Machine
PBFT Practical Byzantine Fault Tolerant PKI Public Key Infrastructure
PLC Power Line Communication PMU Phasor Measurement Unit
PoAc Proof of Activity PoAu Proof of Authority
PoB Proof of Burn PoC Proof of Capacity
PoE Proof of Energy PoET Proof of Elapsed Time
PoS Proof of Stake PoW Proof of Work
PV Photo Voltaic P2P Peer-to-Peer
QoS Quality of Service RES Renewable Energy Sources
RTU Remote Terminal Unit SCADA Supervisory Control and Data Acquisition
SDN Software Defined Network SG 2.0 Smart Grid 2.0
SLA Service Level Agreement TEM Transactive Energy Market
TSO Transmission System Operator UAV Unmanned Aerial Vehicles
vT Voltage Transformer V2G Vehicle-to-Grid
va2v Vehicle-to-Vehicle ZKP Zero Knowledge Proof
5G Fifth Generation 6G Sixth Generation

big data analytics, utilizing Deep Learning (DL) [I7] and Machine Learning (ML) techniques [I§] would
formulate control algorithms for self-resilient grids. Further, it can be observed that the rigid, hierarchical
grid topology, which was governed through monopoly markets is undergoing drastic changes in terms of
authority and operation and shifting towards a delegated system [T [19] 20} 21].

The major challenge to overcome in the shift towards a distributed system is the centralized topology of
the existing smart grids where all power system components rely on an intermediary for energy transactions,
billing, communication monitoring and control [9}[10,13]. The involvement of a third - party compromises the
trust, scalability and the expandability of the smart grid for large scale integration of distributed generation
imposes a heavy computational burden upon the central node and raises the risk of single point failure [T}
9]. The current smart grids, which are controlled through a central authority hinders the seamless RES
integration at transmission and distribution levels and at consumer end. This further restricts harnessing
of the full potential offered by SG 2.0.

Delegating authority among all or a selected set of participants of the electricity network will facili-
tate ensuring energy security, improving power quality while reducing transmission losses by connecting
Distributed Energy Resources (DERs) close to the consumer loads and allowing prosumers/consumers to
actively engage in energy trading [2]. However, this gives rise to security concerns and trust issues.

Different technological approaches have been proposed to facilitate the paradigm shift from centralized
to a distributed architecture, which have proven their applicability in sectors including finance, supply
chain management, healthcare, telecommunication and manufacturing industry. Processing large data sets
could be delegated to trusted nodes through cloud and edge computing, thereby improve the transaction
throughput[22, @]. Measurements, electricity pricing, control signals and transaction information could be
transmitted in real-time using the 5G and upcoming 6G technologies [23]. The efficient management of
the SG 2.0 and obtaining self-resilience through fault recovery have been performed utilizing AI and ML
techniques with the incorporation of big data analysis[24] [1].

Among the Distributed Ledger Technologies (DLT), Blockchain has exhibited promising results through
the applications in the EI grids and facilitate co-ordination of communication, control and data analytic
technologies while offering the benefit of security, anonymity and trust establishment without the regulation
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of a central authority[25]. Blockchain will be the spotlight of this study, and the section followed by would
provide a briefing on how this DLT facilitates the realization of EI grids.

1.1. Blockchain and Smart Contracts

Blockchain architecture; a distributed ledger technique which is inherently immutable, transparent, se-
cure with less involvement of trust issues, auditable and resilient, has created new avenues in the energy sector
by addressing the concerns elevated by the future smart grids embedded with SG 2.0 [26], 27, (28], 29, [30], [31].

DLT is one among the most successful mechanisms existing for decentralizing processes, with the guar-
anteed authenticity of information and minimal intervention of a third-party authority. This eliminates the
additional transaction cost incurred in a centralized system and the risk of single point failure [I3], 10, [30, 29].
As proposed by Satoshi Nakamoto in 2008 [32], blockchains emerged through its application in cryptocur-
rency named Bitcoin. The immutability of this structure facilitated establishing the trust between two
unknown parties who are willing to engage in a transaction. Further, this mechanism is highly transparent
and traceable as copies of the current ledger is broadcasted among all participants in the network. Therefore
it is less subjected to issues including alteration of data, double spending and theft [33] [30, [34]. These key
features of blockchains soon propagated its applications in numerous other fields including the energy sector,
agriculture, banking and finance, and health.

Blockchains connect blocks containing information related to a transaction and arranged them in the
chronological order. This ledger contains all the transactions which took place till the present state and
is shared among all peers, referred as nodes; for transparency. Each block is connected to the preceding
block through a cryptographic hash. This one-way mathematical function generates a unique output for a
set of input data which is thus used as the reference to the previous block. The slightest change made in
the input data would result in a different hash function, making blockchains immutable and secure. The
inherent features of blockchains facilitate delegation of authority among trust-less stakeholders without the
supervision of a third-party entity [13, 28]. Blockchains implemented with the Public Key Infrastructure
(PKI) would enable the verification of user authenticity and preserve data privacy [35].

A block created by a node needs to be validated before it is added to the chain. This will be selected from
the prospective blocks proposed, upon the consensus of all the participating nodes [33,[36]. Several consensus
mechanisms have been utilized in the current context of blockchains which include Proof of Work (PoW),
Proof of Stake (PoS) [37, B8], Delegated Proof of Stake (DPoS), Proof of Authority (PoAu) [39], Practical
Byzantine Fault Tolerance (PBFT) [40, 4], Federated Byzantine Agreement (FBA), Proof of Elapsed Time
(PoET) [42], Proof of Activity (PoAc) [43], Proof of Burn (PoB) [44] [45] and Proof of Capacity (PoC).

The expansion of blockchain applications beyond cryptocurrency led towards the development of an-
other vital technology referred to as ‘Smart Contracts’. A smart contract is an executable code shared
in the blockchain network, which will initiate a process if predefined conditions stated in the contract are
fulfilled [33], 10]. This could automate the transactions that are implemented among nodes and verify their
validity at the same time. Smart contracts have gained attention in the energy sector, facilitating the trading
of electricity in microgrids and the grid integration of DERs [I].

1.2. Role of Blockchain in SG 2.0

SG 2.0 that incorporate numerous energy transactions in a decentralized architecture offer great prospects
in blockchains. Pee-to-Peer (P2P) energy trading between prosumers and consumers in the local microgrids
is facilitated to be performed in a distributed architecture with non-repudiation. All transactions will
be recorded in an immutable manner and transparent to all participants with an updated copy held by
each node [I3]. Besides, user authentication and data integrity are guaranteed through the cryptographic
encryption [35].

Smart contracts facilitate the automatic execution of programmed scenarios which can be utilized in P2P
energy trading, charging of unmanned vehicle, electricity trading in microgrids, seamless grid integration of
renewables, grid automation and distribution network management [20]. Blockchains provide user discretion
at the benefit of security, transparency, non-repudiation and autonomy, creating the next level of energy
markets.
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Figure 2: Evolution of blockchain for Smart Grid 2.0 [46] [13} [47].

Blockchains further facilitate the successful integration of edge computing resources for distributed pro-
cessing, offering trust establishment between the edge nodes and the grid operator for reliable data transfer
with data integrity [22]. Predictive analysis performed on the collected data would be enabled with au-
thentication facilities through the integration of blockchains. Energy data management would be advanced
through blockchain integration for secure and privacy-preserving, cloud-centric storage [19].

The timeline which depicts the evolution of blockchains for SG 2.0 is illustrated in Fig.

1.3. Paper Motivation and Our Contribution

Table 2] summarizes important surveys related to the SG 2.0 and the applicability of blockchains to
facilitate the requirements of the envisaged grid architecture. However, these studies, being more focused on
the application aspect have not quantitatively addressed the integration challenges to achieve the key features
of a blockchain enabled SG 2.0 such as decentralization offered in unison with security and scalability. This
indicates the necessity of a survey analysing the persisting integration challenges.

Further, the technological improvements facilitating the envisaged smart grids would pose unforeseen
issues relevant to blockchain implementations. 5G and 6G technologies which enables efficient, ultra-reliable,
Massive Machine type Communication and multi-access node processing along with edge computing would
elevate the future electricity grids to the next level. The integration of these technologies with blockchains
would develop new dynamics needing research focus [55, 56]. AI and ML predictive technologies utilized
on big data management and development of algorithms would pose novel security vulnerabilities with the
integration of blockchain and smart contracts [24].

To the best of our knowledge, there is not a single survey which addresses a broader range of challenges
encountered in blockchain integration with SG 2.0. The solutions proposed in the literature does not favour
exploitation and effective utilization of the key features of the blockchain technologies in unison, including
distributed operation, scalability and security [57]. The distributed operation of blockchains facilitates the
decentralized and scalable operation of future smart grids, ensuring security through immutability while
better gain could be achieved when these features contribute in conjunction. The contributions of our paper
are listed below:

e Study of SG 2.0 and the applicability of blockchain platforms to enhance performance:
The paper includes a brief introduction to the envisaged smart grids along with the role of blockchains
in the envisaged electricity grids.

e Investigating the benefits of integrating blockchain technologies in the future energy
grids: This survey highlights the features of blockchains to be exploited which would benefit in the
realization of opportunities identified in SG 2.0 architecture.
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2] H L L L L L A presentation of the road map of the transition from traditional smart grids to
SG 2.0 which also includes a detailed discussion about the system architecture and
challenges that are presented.

ncludes a concise comparison between first generation smart grid and secon

4 M L L L L L Includ i i b fi i id and d
generation of it, which is the EI grid.

n elaboration of future electric power distribution systems which is ideal for

[ M L L L L L An elab i f f 1 i distributi hich is ideal f
plug-and-play interfacing of renewable energy and distributed storage devices.

[48] H L M L L L A comprehensive study of SG 2.0 which includes the evolution from smart grids,
network architecture and requirements to be met for successful implementation
and challenges to be addressed.

[49] M L M L L M Presents a holistic review on the evolution of the SG 2.0, benefits and challenges
of its implementation on large-scale distributed grids.

[50] M L L L L M A comprehensive survey on IoT based smart grids.

9] M M M M Elaborates how blockchains could be utilized in order to overcome the current
issues pertaining in EI grids & discussed in concise technical challenges and open
research issues in designing blockchain based SG 2.0

511 L L M L L M This paper proposes an edge-computing system for SG 2.0 to overcome current
drawbacks in the cloud-based power grids.

10l 52] M M M H L L Blockchain application in distributed energy systems, optimized energy commod-
ity trading processes, convenient electric vehicles, smart device connection and
intelligent control are discussed concisely.

[13] H H L H L M Blockchain based SG 2.0 applications covering the aspects of decentralized energy
trading, e-mobility, grid management and automation and smart asset manage-
ment are discussed

[20] M H M H L L Applications related to P2P energy trading, EV charging, security and privacy
preserving techniques, power generation and distribution and secure equipment
management of SG 2.0 is elaborated with use cases.

28] L M M L L L P2P energy trading and demand response initiatives based on blockchain platforms
have been proposed.

53] L L H M L M The blockchain integration challenges in technological, economic, social, environ-
mental and institutional dimensions.

[ M M H M M M Describes the future direction and challenges of applying blockchain to solve smart
grid security issues. These integration challenges have been classified as blockchain
specific and smart grid centric issues.

[54] M M H L M M | Describes six key technical directions that blockchain can be applied to improve
operation of Energy Internet (EI) systems.

This Paper H H H H H H Describes the applicability of blockchains to envisaged SG 2.0. Moreover, it elab-
orate on achieving scalable, secure and reliable blockchain based solutions for SG
2.0 applications and the integration challenges.
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e Discussion on the opportunities anticipated in blockchain integrated SG 2.0: A compre-
hensive elaboration of blockchain based SG 2.0 applications is included in this paper with a concise
discussion on the existing and proposed approaches.

e Comprehensive view on challenges encountered in integrating blockchain and smart con-
tracts to SG 2.0 Emphasis is given to barriers identified as constraints impeding the future expansions
of the electricity grid with the increasing attention of different stakeholders. Further the study high-
lights the significance of implementing blockchain based solutions which offers decentralization and
scalability encompassed with security and privacy preservation.

1.4. Organization

Section 2] elaborates through the evolution of SG 2.0 and compares between the first and second gen-
eration of smart grids. The former is the conventional smart grid architecture in which the smart meters
communicate with the Distribution System Operator (DSO) and the latter refers to SG 2.0 where data
transfer is conducted through the Internet. Benefits that could be obtained by integrating blockchain tech-
nologies and smart contracts in SG 2.0 are discussed in Section [3| while applications discussed in literature
integrating blockchains and SG 2.0 are detailed in Section[d Section [5] discusses the challenges encountered
in the integration process of blockchains in envisaged grids and propose prospective scalable solutions to
achieve decentralized and secure network architecture.

The list of acronyms used in the paper is given in Table

2. Smart Grid 2.0 (SG 2.0) or Energy Internet (EI)

SG 2.0 is gaining attention in the context of integrating more and more DERs. The following sections
elaborate the evolution, main features of SG 2.0 and a summarised comparison with its predecessor, the
first generation of smart grids.

2.1. Evolution of SG 2.0

The concept SG 2.0 (i.e. EI) emerged as a facilitator to the efficient grid integration of renewable energy
sources. The first generation of smart girds, which currently emerge are capable of bidirectional energy
routing and communication between the DSO and the consumer, enabled through the smart meters that
are installed [3]. This was readily compatible with the existing top-down infrastructure of the electricity
grid with upgrading the conventional energy meters to communication enabled smart meters being the only
modification required [B] 58] [12].

However, with interest being shifted towards renewable energy integration to overcome issues related to
the conventional power generation technologies, large, small-scale and domestic solar and wind power plants
are emerging with incentives to encourage sustainable energy usage. Additionally, consumers are demanding
the capability to decide the type of energy source, from which they are willing to buy electricity. These
complexities have created the requirement of a P2P network where energy trading is made possible between
any two nodes, without the intervention of a third party such as the DSO. Further, the rapid increase in
the use of EVs and their stochastic energy consumption patterns with the charging stations being dispersed
across a large area have resulted in an explicitly dynamic power grid [58].

Managing of a grid with P2P energy trading incorporates large data sets related to electrical measure-
ments (voltages, currents, active and reactive power exchanged), energy trading information between nodes
and among the DSO and consumers, control signals for balancing the supply and demand, power plant data
for the grid integration of renewable energy, and the power flow data of the interconnected transmission and
distribution network [49].

A change in grid paradigm was evident with decentralization and delegation in order to share resources to
overcome the computational burden of a single entity controlling the entire grid. These new requirements of
the future smart grids are facilitated through the deployment of the IoT which includes sensors for advanced
monitoring, smart meters for collection of energy data, big data management and cloud computing for data
analysis and efficient data management, and cybersecurity for ensuring data security and privacy [5} [ [9].

7
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The term ‘Energy Internet (EI)’, widely referred as ’Smart Grid 2.0’ officially came into use with an
idea proposed by an economic theorist, Jeremy Rifkin, in his book titled ‘The Third Industrial Revolution’
published in 2011[59]. This book discusses on how the technological and scientific changes could impact the
economy and the energy sector being one paradigm in it. This envisioned an electricity grid which integrates
a great diversity of energy sources and intelligent loads, while their supervision and control being handled
over internet-based protocols is referred to as SG 2.0. This envisions converting future power grids to be
autonomous (self-controlled, self-optimized and self-healing). The basis behind the concept of SG 2.0 is to
share energy and relevant data seamlessly as it is the case with information sharing over the World Wide
Web [2, 5, ].

2.2. Smart Grid 2.0

SG 2.0 refers to the next generation of smart grid technologies, integrating heterogeneous energy sources,
which are monitored and controlled over the internet-based P2P networks [T}, [5] [6]. This facilitates the grid
integration of renewable energy sources and energy storage systems, plug-and-play interfacing of EV charg-
ing, real-time monitoring/control of power grids, acquisition/management of energy data and automation
of energy balancing services in future smart grids [I} 9], B, 33]. The first generation of smart grids enabled
bi-directional flow of information through advanced ICT whereas SG 2.0 aims at the exchange of energy
and monitoring data and control information through Internet Protocols (IP) [5 [4].

Bi-directional energy flows are created through the integration of DERs at the distribution level, thereby
enabling the electricity consumers to play the role of a power producer [58]. This new category of electricity
producer/consumer is referred to as a ‘prosumer’. Prosumers being dispersed across a vast geographical
area, maximizes the utilization of resources, while enhancing the energy security. SG 2.0 encourages the
utilization of resources (i.e. solar, wind) that are available in abundance around us and fulfil the energy
demand in its close vicinity [49]. This would contribute in reducing the losses that are incorporated in long
distance power transmission and at the same time improve the power quality at the consumer end [10].

SG 2.0 grid architecture can be detailed as four layers namely;

1. Physical component layer

2. Communication and control layer
3. Application layer

4. Data analysis layer

The schematic in Figure [3] illustrates the basic components of each layer.

The physical component layer comprises of sensory devices which facilitate data acquisition for real-
time monitoring and decision making process such as, IoT devices including smart generation technologies,
smart loads, smart sensors, smart meters, Phasor Measurement Units (PMU), Remote Terminal Units
(RTU), Current Transformers (CT) and Voltage Transformers (VT). The Wireless Sensor Network (WSN)
communicates the sensor information. The information is required in various SG 2.0 applications incorpo-
rating financial transactions related to energy trading, grid integration of distributed generation, network
and load management.

Communication infrastructure and the internet-based protocols facilitate sharing of the acquired data
and information for real-time monitoring and control of the SG 2.0 [47]. The communication and control
layer facilitates fast, reliable and real-time communication among devices (M2M) with minimal involvement
of a third-party service provider.

Microgeneration and large scale power plants incorporating renewable power generation, battery stor-
age, EVs trading with charging station through P2P energy-financial transactions, automated, efficient,
reliable transmission/distribution networks facilitating bidirectional energy routing, smart buildings and
smart homes with smart meters for better load scheduling are the progressive developments of the appli-
cation layer of future smart grids [42].

SG 2.0 incorporate large data sets which contain information related to instantaneous measurements of
the electrical grid, energy consumption data obtained through smart meters for energy trading and billing
and control signal data for balancing the supply and demand. Data management, secure data routing,

8
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Figure 3: Layers of Smart Grid 2.0.

privacy-preserving and reliable storage are thus part and parcel of the SG 2.0 infrastructure [36] [49]. The
data analysis layer provides assistance in cloud-centric data management, predictive analysis of trends
and underlying control of the grid.

Advanced Metering Infrastructure (AMI) acquires synchronized smart meter measurements at prosumer
and consumer locations, connects with the communication network and performs data management, hence
spreads across all the above layers.

2.3. Comparison of Smart Grid 1.0 and 2.0

Having evolved from its predecessor, first generation smart grid technology; the SG 2.0 share the common
objective of elevating the power system architecture to facilitate real-time operations. SG 2.0 however,
incorporate a significant change in architecture which contradicts with the existing topology.

The implementations of Smart Grid 1.0 focus mainly on the smart meter communication, using the
advancements in ICT. Bi-directional communication enables active supply-demand coordination through
DSI initiatives.

Smart Grid 2.0 facilitates further consumer participation in supply-demand matching, through the con-
tribution made in distributed power generation as a prosumer. Microgrid operation with seamless integration
of RES and peak demand catering with V2G interactions at dispersed locations are facilitated through the
decentralized architecture. Distribution network management is automated, which eliminates the roles of
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Table 3: Comparison of Smart Grid 1.0 and 2.0 grids [4], [5] [60].

Domains

Smart Grid 1.0

Smart Grid 2.0 / EI grids

Bulk generation

Centralized or distributed generation including
large-scale renewable energy and battery storage

Centralized or distributed generation including
large-scale renewable energy and battery storage

Transmission

Routing of energy generated in bulk to geographi-
cally diverse locations

Routing of energy generated in bulk to geographi-
cally diverse locations with effective asset manage-
ment and fault recovery

Distribution

Integrate limited types of energy resources at the
distribution level including prosumer side genera-
tion and energy storage options

Integrate heterogeneous energy sources including
distributed generation incorporating RES with en-
ergy storage, electric vehicles and charging piles
Offer the benefits of grid automation better re-
silience and efficient asset management for distri-
bution networks

Consumption

Self-management of energy consumption patterns
through smart meter data

Autonomous Demand response initiatives providing
incentives for sustainable energy consumption pat-
terns

DSO and the customers upon the current power grid

Market Dependant on an intermediary Promotes self energy generation and peer-to-peer
energy trading without the intervention of an in-
termediary

Operations Energy trading and information flow between the Energy trading and real-time information sharing

among prosumers through plug-and-play interfacing

Energy and infor-
mation transfer

Bulk generation, transmission, distribution and con-
sumption domains are connected with power and
communication networks while market and opera-

Each layer of the grid is connected for power delivery
in a peer-to-peer manner and information exchange
over the Internet Protocol

tions are connected only through two-way commu-
nication channels

the trust-less intermediary stakeholders. Improved data acquisition and secure storage would enable precise
decision making algorithms.

Thus a comparison is made between the features of the first-generation smart grids and the envisioned
future electrical networks as given in Table

3. Benefits of using Blockchains in Internet of Energy

SG 2.0 discussed in Section [2| drives the electricity network towards an automated, decentralized, self-
healing, distributed and democratic architecture where each node participating is equally important [54].
On the other hand SG 2.0 requires;

1. Distribution of generation sources to integrate more renewable energy.

2. Encourage individuals to contribute in power production and trade surplus electricity among peer
nodes.

3. Automate energy trading and billing in a transparent mechanism with real-time pricing.

4. Fast decision-making protocols for efficient grid management.

5. Efficient energy data analysis and secure, privacy-preserving data storage.

6. Autonomous, self-healing grid operation.

Further more as the number of stakeholders increases, the management of bulk data by a single point
will require fast computational capabilities to process a large amount of data at the central node (i.e. DSO),
which increases its vulnerability to failures. The involvement of an intermediary would result in additional
costs that will limit the minimum amount of transactions executable in order to maximize the benefits of SG
2.0 [6I]. Decentralization however, compromises the trust and will be vulnerable towards grid security [9].
The successful implementation of SG 2.0 thus demands new tools which facilitate trust management while
decentralizing the grid topology.

DLTs have made their breakthrough in electronic payments by establishing trust between unknown
entities without the intervention of an intermediary; with blockchain being the most successful adoption [10}
13| 28]. Blockchain is 1) distributed, 2) immutable 3) transparent, 4) trustworthy without an
intermediary and 5) secure thus applicable as tool in the successful grid transformation from Smart
Grid 1.0 to Smart Grid 2.0 [9] [J.
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Figure 4: Layers of SG 2.0 and blockchain applications in different layers.

Energy blockchains are gaining interest in the past few years as the inherent features facilitate the
successful integration of future envisaged power networks. Self-controlling, self-healing and reliable power
grids could be achieved with the incorporation of blockchain techniques which can expand the diversity of
energy resources that could be shared among the peers in the network including electricity, heat and gas.
Future grids would no longer confine to separate grid infrastructures for the distribution of each individual
form of energy, thereby increasing energy security [9].

The applicability of blockchain technologies to each layer of the SG 2.0 discussed in Section[2]is elaborated
in Figure 4] in a high level approach. Blockchain and smart contract are applicable to many applications as
elaborated in Section 4] which would facilitate the operations and process control with minimal third-party
interference. Further, the application of blockchain based big data management and AI and ML based
predictive data analysis would facilitate enhanced grid operations through the elimination of impeding
factors including erroneous information and data silos [56].

The suitability of blockchains to be applied in order to maximize the benefits obtained from SG 2.0 could
be summarized as in the comparison given in Table

The below subsections elaborate on the benefits of applying blockchain technologies to the electricity
grid focusing on maximizing the utilization of features offered by SG 2.0.

3.1. Facilitate Distributed Energy Networks with Grid Integration of Diverse Resources

The reshaping of the energy sector is driven by factors including decarbonization, distribution, decen-
tralization and digitalization [62]. Decarbonization is achieved through encouraging more RES, including
solar and wind electricity. However, the electricity grid and the market need to adapt to integrate the dy-
namics of these intermittent production profiles. The prominence of integrating DERs at the grid edges has
increased resulting in distributed generation. Small solar PV units, wind turbines and microgeneration are

11



Table 4: Role of blockchain to satisfy the requirements in future SG 2.0 [29} 27].

Requirement

Description

The support of Blockchains

Decentralized archi-
tecture

The increase in integration of DGs including re-
newable energy sources, electric vehicles and bat-
tery storage schemes; which are highly scattered ge-
ographically can can be controlled with a limited
degree of freedom and managed through a single,
centralized entity.

The operation of a blockchain is inherently de-
centralized with the associated trust factor being
replaced by cryptographic proof

Open structure

Any party who fulfils the requirements for grid in-
terconnection could be permitted access to exchange
energy and information.

Public blockchain is open to all nodes that are
connected and a copy of the ledger is maintained
by each participant, thus highly transparent. Pri-
vate blockchains permit authorized nodes to ac-
cess the stored data.

Peer-to-peer trans- Exchange of energy and information will be per- Blockchain as initiated with the intention of per-
fer formed between a prosumer (consumer/prosumer) forming transactions among two parties without
and a consumer without the intervention of a cen- the involvement of a third-party whose role is con-
tral authority. sidered to be establishing of the trust.
Autonomous DERs such as renewable energy sources, and energy Smart contracts are automatically executable
storage systems require to be integrated in a plug- programmes which contain a set of instructions,
and-play manner in order to achieve a self-operating pre-authorized upon the consensus of all nodes
grid architecture. Further, generation dispatch for participating in the blockchain, once the condi-
supply-demand balance, fault detection and isola- tions stated are met.
tion, and grid control require automated procedures
with minimal intervention of the central authority.
Interconnected SG 2.0 forms a decentralized and distributed grid ar- Participating nodes can perform transactions

chitecture as opposed to the conventional top-down
network hierarchy. Consumers turned into produc-
ers resembles a network where all the nodes should
possess the capabilities of being connected to other
consumers and utility grid.

among one another which are transparent and im-
mutable.

Shared databases

Autonomous grid operation requires to be facili-
tated with real-time energy data exchange related
to electricity pricing, energy consumption require-
ment and real-time measurements of parameters;
encrypted for security and accessible by authorized

Blockchain is a distributed ledger which contains
transactions arranged in their chronological order
and shared among authorized nodes.

personnel.

Transparent The transactions which take place in the energy grid Blockchain offers transparency with anonymity
needs to be accountable and information should be through distributed ledger techniques and
shared in a transparent yet secure and immutable | pseudonyms.
manner.

Equality Smart grids have converted consumers to prosumers | Authenticate the user identification and facilitate
and at the same time facilitated consumer discretion | grid integration of any interested stakeholder hav-
in selecting the energy source which they are willing ing minimum requirement that the entity to be a
to pay. This has created a level playing field for all trusted party.
stakeholders who participate in energy trading.

Loss of Governess The authority should be delegated with no sin- Each permissioned node holds a copy of the ledger

(Or Loss of Total
Ownership of Net-
work)

gle owner. This will preserve the privacy of data
(user information, energy usage information, loca-
tion data) which at the same time prevents single-
point-failure.

however appending of it is permitted upon reach-
ing at a consensus. Operation of blockchains are
carried out in an autonomous nature with dele-
gated authority, yet ensuring security, reliability,
integrity and anonymity.

New Stakeholders

Incorporates heterogeneous energy sources of differ-
ent capacities that are connected at different levels
of the power grid.

Cryptographic features (PKI, cryptographic
hashing, digital signatures) that are incorpo-
rated in blockchain technology have enabled
secure connections and perform transactions
among trust-less entities with no intervention of
middle-man.

New Services

Microgirds which execute peer-to-peer energy trad-
ing could be incorporated to fulfil the local en-
ergy demand and facilitate ancillary services such as
voltage regulation and reactive power compensation
which would reduce the transmission and distribu-
tion losses.

Blockchains would provide a secure trading in-
frastructure for electricity supply as well as an-
cillary services.

12




310

315

320

325

330

335

340

345

350

355

changing from their passive role into active prosumers which can be exploited to acquire ancillary services
and cost reductions. In the current centralized grid architecture, these small-scale contributions are usually
impeded due to non-convenience caused by high latency and a higher number of intermediaries causing a
cost escalation [63]. SG 2.0 thus facilitates, scaling the network to integrate a large number of small-scale
electricity prosumers which can be exploited to the fullest potential through the decentralization of the
market mechanism. The centralized energy management mechanism impedes the prosumers from directly
engaging in energy transactions, reducing higher degrees of freedom while the intermediaries disrupt the
benefits received through real-time electricity pricing [63]. Finally, the decentralization of energy network
management is strengthened by digitalization which increases the computational capabilities of the individ-
ual distributed devices and M2M communication for sending and receiving preferences and control feedback
respectively [64].

3.1.1. Role of Blockchain

Blockchain platforms enable decentralized participation of distributed electricity prosumers in the energy
market. This is managed through a decentralized approach with minimal third-party interference, and
facilitated through communication and computation enabled devices [63]; eliminating the latency, inefficiency
and embedded costs associated with the intermediary.

Energy information related to an instantaneous imbalance between supply and demand will be acquired
through the smart meters and broadcasted to all authorized nodes [65]. The power producers would place
their bids to trade the renewable energy generated. Blockchain will record all these transaction information
in the form of blocks and add in a chronological order of occurrence, upon reaching consensus of the
participating nodes [66]. This can be utilized to reduce the gap between scheduling and real-time dispatch
and further facilitate decentralized coordination of millions of distributed devices.

Inherent features of blockchain, including pseudo anonymity and immutability further ensure the identity
authentication and accountability for the transactions, respectively performed by the direct participants [63].
Smart contracts, which encode market rules can facilitate process automation at the individual prosumer
and microgeneration levels, which enable imbalance management through economic dispatch at real-time
electricity pricing. The complex electricity network can be segmented with direct participants, independently
operating while supervised and coordinated without a third-party involvement.

3.1.2. Existing Research Work

Attention has been driven towards the grid integration of RES to overcome the issues arising in the social
and environmental dimensions due to fossil-fuel based generation. Seamless integration solar PV and other
renewable generation facilitated by smart contracts and blockchain is discussed in [67, 53, BT [68], 10, 69} T3]
70]. These literature discuss the applicability of features of blockchains for autonomous connectivity and
efficient utilization of distributed generation which includes renewable energy sources (microgrids and large
scale) and energy storage envisaged by SG 2.0. Reference [28] discusses the traceability and controllability
of the renewable energy integrated grids by utilizing blockchains whereas [71] proposes energy blockchains
for the grid integration of a variety of DERs including microgrids, energy harvesting networks and Vehicle-
to-Grid (V2G) networks.

The way forward towards fully renewable electricity grids is to provide incentives and funding for green
energy projects transparently on an open platform with the utilization of blockchain technology as proposed
in [9]. Smart contracts can be incorporated in the management of ownership and awarding incentives for
prospective renewable energy prosumers.

Addressing the dynamics introduced to the existing grid by charging and discharging of EVs is discussed
in [31), 10, [69] in which blockchain architecture is utilized in facilitating the connectivity of the EV with a
charging station of the user’s preference, located close by and offers the lowest price. Smart contracts are
executed to broadcast the real-time electricity prices to the network and energy trading is performed in an
open and standard platform.

Grid balancing using V2G energy transfer has been gaining attention as a focus area where the trading
mechanism is made transparent through the application of blockchain [I, @] [72]. A secure consortium
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blockchain architecture for V2G and Vehicle-to-Vehicle (V2V) electricity trading is discussed in [20] which
is scalable to multiple nodes.

3.2. Enhance the Reliability of Power Supply

Distributed energy generation demands a decentralized trading mechanism with minimal intervention of a
third-party intermediary, which improvises issues related to the reliability of power supply [73]. Allowing any
authorized party to participate in electricity generation and trading in P2P manner through the operation
of microgrids increases vulnerability towards double-spending and privacy threats, issues related to the
authenticity of transactions, repudiation, and revocation during the exchange of energy [9]. These factors
affect in maintaining a reliable power supply to the end consumer as the intervention of the central authority
has been minimized or eliminated in the way forward towards fully autonomous grid infrastructure. A
mechanism which ensures the verification of the authenticity of transactions occurring within the SG 2.0, at
the benefit of distributed energy trading is of a timely requirement.

3.2.1. Role of Blockchain

Smart contracts can be incorporated to ensure the reliability of the power supply and verify the authen-
ticity of the energy exchange. Electricity transactions once initiated will be autonomously deployed using
the information collected regarding the available capacity of generation and the bids offered by the prospec-
tive buyers of electricity. The aggregated information will be broadcasted across the nodes participating in
the blockchain. The highest bid in the auction will be selected, and the relevant funds will be transferred
from the buyer to the seller’s account. The transaction, followed by a verification performed in consensus
of the participants will be added to the blockchain, which is immutable as each node maintains a copy of
the distributed ledger [74]. Further, smart contracts can be utilized to authorize payments after successful
completion of energy delivery, to eliminate double-spending, repudiation and revocation.

3.2.2. FEaxisting Research Work

Previous work-related to blockchain enabled energy trading utilizes smart contracts while the transaction
information is recorded in the distributed ledger upon verification for the authenticity by all nodes through
a selected consensus mechanism [74 [75] [67]. However, it is not explicitly discussed how smart contracts
contribute in offering a reliable power supply to the end user. Meanwhile, the delay incorporated with
the confirmation of transaction authenticity is addressed through a credit based payment scheme proposed
in [7I] which would contribute towards enhancing the reliability of power supply by minimizing the gap
between service request and delivery. PriWatt system proposed in [76], utilizes a digital signing algorithm
for user authentication, thereby improving the reliability of the energy exchange through the verification
of the authenticity of the source of energy. Beyond the applications in energy trading, smart contracts are
utilized in demand response for validation and verification of transactions related to energy balance [TT].
Further, the PKI used for the pseudo anonymity of the buyer and the seller of an electricity transaction
contributes equally in privacy-preserving and improving the reliability [9].

3.3. Improve Trust Management by the Secure and Transparent Trading Mechanism

The key feature envisaged by SG 2.0 is trading of energy between unknown parties in a P2P manner,
where the trust is established with minimal intervention of an intermediary. Trading could occur in variations
of prosumer-to-prosumer (Business-to-Business or B2B) and prosumer-to-consumer (Business-to-Consumer
or B2C) [T1]. The conventional energy grids possessed a simple trading mechanism with the utility having
the sole ownership and authority over the sale of electricity. At the same time, the consumers were not
given access to information related to energy exchange. However, with the consumer liberalization in energy
markets, an open platform needs to be created, allowing any interested party to collaborate, followed by
verification for authenticity. The grid integration of solar PV installations and wind power have been sig-
nificantly increased, driven by electricity price incentives offered for green energy production. This converts
the energy trading structure from centralized to decentralized.
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The shift in paradigm from centralized to distributed has created the necessity of instating trust between
the buyer and the seller, which has been the role of the third party intermediary (i.e. DSO) in a vertical
grid arrangement. However, such intermediaries would incur additional costs and scalability issues, as the
number of nodes that participate in trading increases [9]. Routing the signals through a central entity
would not only increase its computational burden but also increase the vulnerability to cyberattacks. As
the trading of electricity has diversified to P2P level, sharing of price information among trust-less entities
would further lead to security concerns [9].

3.3.1. Role of Blockchain

Blockchain is incorporated to instate the trust between the entities that participate in decentralized
energy trading. This eliminates the requirement of the supervision of an intermediary to ensure the trans-
parency in the sales of electricity at the added benefit of security due to the inherent immutability of
blockchain. Further, the adaptability of blockchain in electricity trading across various platforms including
microgrids, V2G, G2V and large scale renewables signifies its applicability in implementing EI grids [71].

The open, decentralized and tamper-proof architecture of blockchain facilitates management of shared
databases with access to real-time trading information by authorized nodes, enabling direct interactions in
a P2P manner. Blockchain instates the trust between the parties who engage in energy trading, thereby
eliminating the requirement of a third-party agent at an additional cost.

3.3.2. Existing Research Work

With the successful operation of Bitcoins, the blockchain structure utilized for financial transactions has
been adapted in electricity trading where cryptocurrency-based energy tokens are transferred to the seller’s
wallet by the buyer in exchange of the electricity traded [71], [78] [75, [79, 80, BT 13, @]. In addition, [78]
proposes a trading mechanism based on cryptocurrency NGRcoins, in which locally produced energy is
continuously fed to the grid and payments are being made based on the actual usage. This is in contrast to
the matching of orders for predicted energy levels as proposed in [67, [74] where a token based transaction
framework utilizes contracts that contain information of the buyer’s order. The NGRcoins can be exchanged
for its real-time monetary equivalent value in the open market. However, the system proposed in [78] does
not eliminate the role played by the DSO considering its importance in supplying the demand deficit which
may not be fulfilled through the local energy market. A Bitcoin based decentralized energy trading system
PriWatt is proposed in [76] which incorporates smart contracts, multi-signatures and anonymous messaging
to implement secure and privacy-preserving electricity exchange.

Secure trading of electricity using blockchain technology at different levels of the energy market is
discussed in [71], [68] 82, 27] [83] [70, 13]. Further, [82] focuses on local energy markets where prosumers
trade electricity generated by domestic solar-PV installations directly with consumers within the commu-
nity. [68] elaborates its practical implementation, the blockchain-based Brooklyn microgrid energy market.
Blockchain manages the market mechanism and the payment function, offering near real-time pricing and
supply-demand balance.

3.4. Enhance Security of Future Smart Grids

Grids are envisaged to be decentralized and distributed rather than centralized and vertical with the
incorporation of IoT devices for state estimation of the network operation, IP for sharing of information in
real-time, and cloud computing for management of energy databases. Information security, cybersecurity and
network security play a vital role in ensuring confidentiality, assuring integrity and securing the availability
of information that is shared among the entities within the network thereby creating a level playing field.
Security threats to which SG 2.0 is vulnerable can be categorized as physical attacks, software related threats,
network based attacks, threats targeting control elements, encryption related attacks and Al and ML related
attacks [84]. The components that are mostly targeted by the attackers include metering and data access
points, processes including billing and information exchange, control elements (Supervisory Control and
Data Acquisition (SCADA)) [85] and the EMS of the cyber-physical system [24]. Figure 5| illustrates a
summary of the cyber-physical threats present in Smart Grid 2.0.
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Figure 5: Classification of cyber-physical threats.

1. Physical attacks: This includes tampering of sensor nodes, smart meters to obtain sensitive infor-
mation [86], node jamming in the wireless sensor network by denying communication, malicious node
injection, injection of a malicious code/algorithm for interception of data and False Data Injection
(FDI) [87] that affects the accurate state estimation of the operating point of the power network [84].

2. Software attacks: This comprises of phishing attacks, which compromises the authenticity of the
participating node, malicious software (viruses), which result in outcomes such as theft of information,
tampering of data, Denial of Service (DoS) [88] and Distributed Denial of Service (DDoS) [88] where
the controller and the participating nodes are restricted from communicating back and forth. [84].

3. Network attacks: Predominantly includes traffic analysis attacks which gives access to confidential
information, unauthorized accessing of data which compromises the authenticity and confidentiality
of the participating entities, DoS attacks and modification of information through re-routing the
communication channels [84].

4. Attacks to the controller: DoS attack, FDI, injection of a malicious control algorithms, scripts
which affect the stable operation of the network, unauthorized accessing of EMS in order to sabotage
the control operation and data cloning [84] could be classified as attacks related to the controller.

5. Encryption related attacks: Cryptanalysis attack which compromises the confidentiality of the
information that is exchanged has instilled a challenge in the envisaged smart grids.

The capabilities of SG 2.0 are exploited by leverage Al and ML technologies for predictive data analysis
and algorithm computation. The integration of these next generation technological tools provoke the poten-
tial adversary of AI and ML related attacks [89, [90]. These attacks predominantly comprise of fraudulent
data sets and flawed algorithms which would affect the accuracy of the outcomes obtained from the system.

Cyber attack on the SG 2.0 can be further categorised as availability attacks, integrity attacks and
confidentiality attacks. Availability of energy data is highly compromised through DoS and DDoS attacks
while integrity of the information exchanged and authenticity of the participating nodes can be challenged
through message modification, FDI and impersonation attacks. A breach of confidentiality is observed in
SG 2.0 through unauthorized accessing, traffic analysis threats and masquerading attacks [91].

As the future smart grid expands in the number of access points, it attracts more hackers and the
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vulnerability to cyber attacks for which a fault-proof mechanism should be implemented in order to secure
the reliable operation of the electricity network [92), [7].

3.4.1. Role of Blockchain

For the efficient and secure implementation of features of an SG 2.0, security measures should be incor-
porated for the exchange of information with confidentiality, integrity of the data exchanged and the parties
involved and availability of data which facilitates a reliable power supply [84]. Blockchain offers a variety of
solutions when integrated with different platforms to enhance the security of the SG 2.0 architecture.

Blockchain based PKI will facilitate the access control and identity management of the heterogeneous
energy sources which are connected with the network [I3]. Verifying the authenticity of the certificates issued
for the RES, battery storage systems, EVs and their charging piles, which are registering with the grid and
revocation of them could be managed over blockchain, with minimal intervention of an intermediary. This
would facilitate seamless integration of devices from diverse stakeholders at transmission or distribution
voltage levels of the grid, with minimal centralized governance.

The immutable and transparent features inherently present in blockchain based platforms through the
cryptographic hash functioning process and public key cryptography based message authentication help in
preserving the integrity and the confidentiality of the information exchanged [65]. The vulnerabilities resulted
by availability attacks on SG 2.0 are conveniently eliminated through distributed ledger implementation of
blockchain based approaches with the mitigation of DDoS attacks, and data tampering.

Further, the storage of aggregated energy related data in cloud services and distributed processing
of information through edge-computing platforms involve a Service-Level-Agreement (SLA), which acts a
legally binding contract obligating the service provider, to comply with the agreed Quality of Service [93] [94].
Trust establishment between the consumer and the service provider, ensuring compliance with the SLA while
protecting the integrity of data is a complex task, which can be conveniently achieved through blockchains
and smart contracts [95, [90].

Table [5] summarizes the value addition created by the blockchain integration to SG 2.0 to mitigate
security breaches.

3.4.2. FExisting Research Work

The blockchain based solutions proposed by Guardtime [65] and PriWatt approach [76] exploit the digital
signature-based verification techniques for message origin authentication and to preserve the data integrity.
The former incorporates a key-less signature infrastructure through hash-function based cryptography and
has been identified as a scalable solution. The latter utilizes the Elliptic Curve Digital Signing Algorithm
(ECDSA) with a multi-signature approach.

Anonymous messaging proposed in [76] and the Lightning Network and Smart Contracts (LNSC) which
leverages blockchains in [I00] preserve the confidentiality of the users participating in energy exchange in
microgrids and EV charging transactions respectively.

Enhancing the reliability of power supply through Rainbowchain, which comprises of blockchain enabled
authentication mechanisms, thereby reducing the impacts of availability attacks is discussed in [T10T].

DoS and DDoS attacks launched by a single entity or several parties in collaboration would overwhelm
the system by causing overloaded traffic and resulting in non-delivery of service. The use of switch state
stored in the block along with the time-stamp is proposed in [20] to restore the system followed by a DoS
attack. Elimination of the risk of IoT nodes in the network being utilized as a botnet for the execution of
DDoS attacks, the authors of [99] propose a blockchain platform with a Software-Defined Network (SDN)
architecture [102] while [I03] elaborates the use of agents (software) installed at the network gateways of each
installation to relay the traffic information in a tamper-proof, immutable, P2P manner using blockchain to
overlook the vulnerability of DDoS attack. The study in [I04] has discussed the implementation of a Content
Delivery Network (CDN) which uses a private blockchain for bandwidth sharing and award tokens for those
who donate their resources to overcome the DDoS attacks of the network. Even though no literature was
identified which explicitly describes how blockchains can be incorporated with the intention of mitigating
the DDoS attacks in SG 2.0, the approaches that are proposed for IoT can be adapted for enhanced security.
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Table 5

Mapping of cyber-physical attacks with the possible blockchain based solutions [97]

Attack

| Description

[

Blockchain based Solution

Physical Attacks

Exploiting the hard- Smart meters and sensor nodes of the AMI could | The tampered nodes (smart meter/sensor) can be identi-
ware [24] [73]. be interfered by hackers with the intention of re- | fied and blacklisted

trieve sensitive information.
Node jamming and Deliberate disruption of communication from the Use of off-chains to store and forward the transaction de-
Denial of  Service sensor nodes and smart meters. tails in scenarios where the network experiences disrup-

(DoS) [88) [T, [73]

tions in communication.

Malicious node injec-
tion

Intermediate hardware installed as a middle-man
with the intention of modification and theft of
information [24].

Digital signatures used in blockchains could authenticate
the origin of the information and its integrity [35].

False
tion [87]

Data  Injec-

Modification of smart meter readings and senor
measurements either manually or using malicious
software or deliberate errors [88].

Transaction blocks being connected to one another in a
chronological order with their immutable cryptographic
hash address prevents modification of data and inclusion
of invalid entries [35].

Software Attacks

Phishing [91]

Gaining access to confidential data by meter
spoofing.

Asymmetric cryptography incorporated with blockchain
architecture ensures the private key of a participating
node. cannot be derived through the public or shared
key eliminates the risk of spoofing [35].

Malicious  software/
scripts [84] [73]

Extracts of codes or programmes which could
steal data, tamper nodes and create a denial of
service.

Cyrptographic hash functions and digital signatures
would protect the integrity of the data that is
exchanged [35].

2-4
Denial of Service [88]
97)

Attackers could deliberately send service requests
repeatedly to overwhelm the control server in the
case of a centralized control architecture thereby
denial of accepting authentic requests from users.

Blockchains being a Distributed Ledger Technology does
not subject to single point of failure. Further the inherent
distributed nature allows for sharing of resources among
nodes thereby increasing the bandwidth of the compro-
mised node.

2-4 Several attackers collaborate at the same instance Deploying of a DDoS attack on a blockchain based plat-

Distributed Denial of | attack a single point using malicious software and form would be heavily resource intensive due to the dis-

Service (DDoS) [88, | algorithms to. tributed nature of the system architecture.

91, [73], [98]

Network Leyer Attack

Traffic Analysis [91] Attackers can analyse the traffic of the informa- Cryptographic hash functioning and digital signing pro-

24) tion being exchanged and determine the energy cedure using the private-public key pair would make it

usage patterns and render sensitive information. impossible for the attackers to render information posing

as a middle-man.

Unauthorized ac- Lack of proper authentication enables attackers | Public Key Infrastructure (PKI) restricts unauthorized

cess [34] to access, modify and delete data. access by authenticating the parties that engage in trans-
actions [13].

DoS Mainly targets resource consumption which in- A single point of the system would not be compromised

cludes memory and bandwidth and overwhelm
the system through service requests.

through the de-centralized architecture while enabling
sharing of resources for self-healing of the network under
a DoS attack.

Data modification [88]

A middle-man can intercept the information,
modify and transmit to the receiver.

Transaction blocks being connected to one another in a
chronological order with their immutable cryptographic
hash address prevents modification of data and inclusion
of invalid entries [35].

Control Layer Attacks

DoS [99] Hijacking of connected devices such as sensors Blockchains could be utilized in order to detect and pre-
and smart meters to launch attacks on the control vent nodes of the SG 2.0 being a part of a botforce at-
system of the network tack [99]

FDI Modification of control signals transmitted, man- cryptographic hash address prevents modification of data
ually or using malicious software or deliberate er- | and inclusion of invalid [35].
rors

Unauthorized ac- A middle-man can intercept the measurement Cryptographic hash functioning eliminates the risk of

cess [24] data and control signals exchanged, modify and | data modification by a middle-man.

transmit to the receiver.

Malicious code/ algo-
rithm/ command in-
jection [84] [73].

Executing malicious scripts which would lead to
a complete shutdown of the systems.

Cryptographic hash functions ensure the integrity of in-
formation in a blockchain system.

Encryption Attacks

Cryptanalysis [24] [84]

Utilization of cyphertext to reveal the keys which
are used for encryption of information that is ex-
changed.

PKI ensures that the private key of a user cannot be re-
vealed from the public or shared key [35].

AI and ML Attacks

Fraudulent data
set [89]

modifica-
set used

Injection of  false data or
tion/manipulation of the sample
for algorithm generation

Blockchains could ensure immutable storage for the ag-
gregated data

Flawed algorithms [90]

Use of inaccurate processes for the computation
of algorithms which would result in inaccurate re-
sults

Smart contracts and blockchains can be utilized to pre-
programme the functions related to the operations of the
power system.
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3.5. Mitigate privacy issues

SG 2.0 incorporates data collected from various access points including smart meters of the AMI and
the measurement nodes of the network comprising of PMUs, RTUs, CTs and VTs of the pole mounted
interrupters. The number of access nodes keeps increasing as the network expands with the attraction of
more and more stakeholders. Handling of a massive amount of data in a centralized topology would be
vulnerable to single point failure, which would compromise the confidentiality of the user data, leading to
privacy concerns [13].

Distributed energy grids, which preserve the privacy of the participating nodes have been identified as a
solution to overcome attacks depriving confidentiality and anonymity. Nonetheless, considering decentral-
ized energy grids, information related to patterns of energy production/consumption, amounts of electricity
being traded, respective pricing information and the identity information of the users should remain anony-
mous [I05]. Continuous monitoring of the energy consumption patterns might reveal the lifestyle of the
user, which will further provide information regarding the behavioural patterns, posing a threat towards the
security of the property. In addition, the true identity of the user has to be secured while trading energy
such that sensitive information such as the location of the user has to be masked from hackers.

Privacy related issues identified in SG 2.0 can be classified according to [I06]:

1. Revealing of energy usage patterns of a consumer to the prosumers of the network -
In contrast to communicating the energy usage request with the centralized DSO, distributed grids
utilizes an open model where energy trading takes place between prosumers and consumers, revealing
the energy consumption patterns to unknown and unreliable parties. This would further lead to a dis-
aggregation attack where malicious users would attempt to profile the customer’s energy consumption
pattern [88].

2. Stipulate the energy demand of a consumer through past transactions-The energy transac-
tion history can be utilized to stipulate the energy demand of a particular consumer. This, on the other
hand, would reveal private information such as the daily routines of the occupants of the household.

3. Revealing the identity of the prosumer-The transaction information and energy consumption
patterns can be used to derive the personal identity of the consumer. This could further lead to de-
pseudonymization attacks which compromise the identity of the smart meter at the consumer premises,
meter spoofing and ID spoofing attacks/impersonation attacks [L07] where the attacker replicate the
smart meter ID and impersonate as a legitimate participant, sybil attack in which the adversary creates
many fake identities in an effort to improve its influence within the network [107] and key attack where
the attacker can use a private key which has been exposed due to its long time usage.

4. Lack of data control- Unlike in centralized grid architecture, the data collection procedure is not
controlled by a single authority having the total ownership of the end-to-end communication since
different stakeholders aggregate the information and store them in their cloud platforms. Secure
and privacy-preserving management over the collected data has created issues with the delegation of
authority, resulting in the trading of the information to external parties without the consent of the
owner. Sensitive information stored on a cloud platform will be revealed to unreliable and unknown
entities at a cost without the knowledge of the consumer which is a critical breach of the privacy
objectives. In order to eliminate these issues, the cloud platform selected for data storage has to
be trusted by both the data owner and the user which will accumulate costs and involvement of a
third-party service [108].

3.5.1. Role of Blockchain

Blockchain, through the PKI offer the benefit of pseudonymity [13], which allows concealing the identity
of both the seller and the buyer. Asymmetric cryptography protocols including Elliptic Curve Cyrptogrphy
(ECC) and Elliptic Curve Digital Signature Algorithm (ECDSA) will preserve the anonymity of the user
through two numeric or alphanumeric keys referred to as public key and private key. This will conceal the
true identity of the accessing node (i.e. prosumer or consumer) as the user will be known to the other nodes
of blockchain only by its public key while the private key is utilized for decrypting the information encrypted
using its counterpart.
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At an instance a transaction (i.e. P2P energy trading, control information exchange, EV charging
request) being initiated by a sender, the data transferred across the blockchain network will be encrypted
using the receiver’s public key which at the other end can be decrypted using his private key [I3]. Such
mechanism would preserve the confidentiality of the information exchanged in a distributed environment
there by minimizing the privacy related attacks which could else compromise the security of the user data.
An intermediary who does not have access to the private keys of either parties will not have the capability
of decyrpting the information exchanged in the open blockchain platform which will eliminate the risk of
reveling the energy usage patterns and stipulating of energy demand of the consumers in a distributed
market.

Blockchains has the capability to control the sharing of data in a transparent manner with minimal
involvement of third-party cloud platform services through run-time dynamic smart contracts which are
established between the data collector and the end user.

3.5.2. Euxisting Research Work

Concealing the identity of parties involving in the energy trading process has been achieved in [20]
and [109]. The former uses a blockchain based Zero Knowledge Proof (ZKP) mechanism while the latter
implements a one-to-many account mapping mechanism in conjunction with the Token Bank. Meanwhile
Privacy-preserving Energy Transactions (PETra) [106], [105] is a technique proposed for the identity preser-
vation as well as ensuring communication anonymity which makes it impossible for a malicious attacker trace
back to the user. User anonymity has been achieved through an approach similar to [I09] by distributing
the assets of multiple prosumers among multiple addresses that are randomly generated by the users thus,
eliminating the risk of de-anonymization attacks. The unique identifier included in the data can be used by
interested stakeholders to communicate with the user without revealing the real identity.

Alternative methods of preserving anonymity during energy transactions include masking of non-content
data as implemented in PriWatt [76] and random generation of public and private keys for each session as
proposed in Lightning Network and Smart Contract (LNSC)-based security model [100].

The control over the IoT data collected and stored in cloud platforms is supposed to be achieved through
the execution of run-time dynamic smart contracts which further uses a proxy re-encryption scheme and
implemented on an Ethereum based platform. In such approaches data will be visible only to the data owner
and the user, who will be engaged in the smart contract [10§].

3.6. Enhance the Scalability

SG 2.0 is gaining attention with its inherent capabilities to facilitate integration of RES, EVs, charging
piles and microgrids comprising of a variety of electricity prosumers. However, as the number of stakeholders
increases with these grids gaining popularity; communication of energy data and control signals with a central
control authority would face the challenge of exceeding the bandwidth, which leads to high latency. This
restricts the maximum utilization of the benefits which else could be achieved from the SG 2.0 [22]. The
factors impeding the scalable expansion of SG 2.0 are 1) Increase in the number of devices connected, 2)
Aggregation of a large amount of data to be processed, and 3) Backhaul connectivity. The concept of
distributed generation aims at electrifying rural communities through local generation sources within the
background of the communication connectivity in these areas remaining at an unsatisfactory condition. The
intermittent connectivity observed would limit the amount of data that can be transferred over the available
communication links thereby restricting the scaling up to the envisaged levels of the future smart grid.

3.6.1. Role of Blockchain

Scalability ensures that the implemented mechanism is capable of dealing with the growth of the system
in an efficient manner without degrading its performance [I10]. Integrating blockchain with the SG 2.0
infrastructure would enable distributed control and trust among unknown network participants. Smart con-
tracts can be instated to automate subscription, identity management and revocation of the heterogeneous
devices requesting to connect with the network.
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Blockchain could further facilitate distributed edge computing where local processing of raw data col-
lected is authorized at the nodes and, high level information is broadcasted to reduce the usage of commu-
nication bandwidth. This would further reduce the delays incorporated with heavy traffic of information
exchange. Blockchain offers the advantages of orchestration at the edge without compromising the security
of the grid [22] and establishing a trusted communication platform with these edge entities.

Blockchain based solutions offer better alternatives to address the scenarios with intermittent connec-
tivity, which inhibits the collection of the required data for real-time, autonomous grid operation. Local
blockchains that are operated by a trusted entity can be utilized in such cases to record the information
collected in an immutable manner and forward to the control centre. Mechanisms including sharding,
side-chains and off-chains/state-chains offer the benefit of distributing the transaction processing among
secondary chains, thereby reducing the throughput and the latency of the network.

Even though blockchain provides scalable solutions for the successful implementation of SG 2.0, there
exists further scope for research related to improving the scalability of the blockchain-based energy archi-
tecture, which has gained attention in recent years.

3.6.2. Existing Research Work

The scalability issues similar to that are identified in smart grids have addressed through blockchain
implementations based on an Ethereum and Hyper Ledger platforms in [25], which can be adopted in SG
2.0. Among the two platforms, it is identified that the Hyper Ledger approach tackles the scalability issues of
the grid in a better manner comparative to the Ethereum implementation. PETCON architecture proposed
in [20] for EV trading is being identified as a cost-optimized and scalable approach which is resilient to
cybersecurity attacks. NGR-X-Change is a novel, scalable mechanism based on NGRcoins; a cryptocurrency
introduced for the local renewable energy trading [78]. It is further discussed that the implemented approach
being decentralized in nature, does not increase its complexity as new agents join the network.

A delay-tolerant payment scheme to be utilized by banks and financial institutions for unreliable networks
has been proposed in [I11], which is deployed with the assistance of a community-run base station provid-
ing reliable local connectivity and intermittently connecting with the internet to exchange data. Inherent
distributed verification of blockchain guarantees the authenticity of the transactions while smart contracts
execute secure service management. A similar approach can be adopted for secure energy trading in SG 2.0
implemented in rural communities with intermittent connectivity.

4. Blockchain enabled Smart Grid 2.0 Applications

SG 2.0 is gaining attention in the current context and Figure [] illustrates a comprehensive analysis of
its use cases which have resulted in a paradigm shift while Table [] highlights the technical competencies
required for the successful implementation of each application.

Characteristics associated with each application could be summarized as given in Table [7]

4.1. Peer-to-peer (P2P) energy trading

Concerns raised on the environmental impact and depletion of resources for power generation have
boosted households, small and large scale power producers to be engaged in contributing towards sustainable
energy initiatives [I12]. Consumers also have become proactive to purchase electricity from sources for which
the carbon footprint is minimal. In order to facilitate such trends, the grid infrastructure would have to
shift towards a decentralized mechanism where a node can be either a consumer or prosumer at a given
time [9]. This gives a consumer the freedom to pay over the energy, produced around his vicinity, which
he is willing to buy rather than routing electricity from conventional generation through long transmission
networks [36].

Trading energy in a P2P manner with the involvement of a third-party would require trust establishment
and result in cost additions for the services obtained. The liberalized consumer discourages the intervention
of an intermediary pertaining to trust issues and these cost additions [113]. However, alleviation or complete
elimination of this intermediary from the equation might raise security and privacy issues in energy trading

21



Plug - and - play Interfacing of DER

* Seamless grid integration
* Real - time monitoring and control
* Grid resiliency

° Energy Data Management

* Real - time control and operation
« Real - time monitoring of demand
¢ Generation optimization

Demand Side Integration

* Real - time electricity pricing
* Fast information exchange
¢ Demand scheduling

' Transmission
network

icrogeneration

o)
* Minimize CO2 emissions ﬁ
* Reduce transmission losses

Power Flow

Information Exchange

Electric Vehicles and Energy
Storage Systems

Smart Meter

Distribution Network Management

* Post fault recovery
« Asset management and
maintenance

Conventional Generation

eer - to - Peer Energy Trading Grid Automation

« Improve grid stability and reliability
« Faster fault recovery
* Generator dispatch optimization

« Generate and trade electricity in
the close proximity

¢ Consumer turned to into a

prosumer

# ‘ ”!
Prosum:-’ "
EEEER

Figure 6: Applications of Smart Grid 2.0.

Table 6: Technical requirements for the implementation of Smart Grid 2.0.

SG 2.0 Application

Technical improvement required

Automation of
conventional grid

network [I3] [30]

Advanced IoT based sensor technologies
Low-latency communication network infrastructure
Fast-responding control algorithms

Microgeneration [71]

Reliable and secure communication network for information exchange
Remote monitoring and control mechanism
IoT sensory devices and smart meters enabled with fast communication

Peer-to-peer
energy

trading [I3}, [78]

Trustworthy and transparent energy trading mechanism

Smart metering and advanced sensor technologies

Reliable and secure communication network for information exchange
Remote monitoring and control mechanism

Plug and play
interfacing

DER [13]

Real-time generation capacities of renewable power plants
AMI to facilitate in obtaining real-time measurements for grid synchronizing of the plant without
delays

Supervisory control through continuous monitoring to ensure reliable and stable power supply

Demand Side
Integration [77]

Smart metering
Security and privacy of the exchanged energy information which includes consumption patterns

Energy data
Management [9] 1]

IP based communication with data encryption

Cloud based platforms for real-time data analysis and data storage
Quick responsive decision making process for the control of the grid
Security and privacy of the stored data

Distribution
network
management [I3]

130, 20]

Advanced metering equipped with IoT sensors

Competent decision making structure for grid controllability
Reliable and low-latency communication infrastructure

Fast fault recovery algorithms

Security and privacy of the stored data
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as trust-less parties will be collaborating in a P2P manner. An efficient, secure, privacy-preserving and a
trustworthy mechanism is a necessity in achieving this target [13].

4.1.1. Role of Blockchain

Blockchain evolved from Bitcoin, which is a cryptocurrency-based, next generation digital payment
scheme that has no intervention of a third-party such as a financial institution. This is an exemplary
solution to establish a secure connection for the trading of electricity generated, at the discretion of the
consumer [83]. The blockchain based P2P energy trading architecture can be deployed over existing local
grids where the renewable energy generation is the main focus, thereby maximizing the utilization of available
resources [83] and minimizing the adverse impacts on the environment.

The secure infrastructure offered through blockchain based trading platforms provides many benefits.
This includes authentication of information that is exchanged, immutability with non-repudiation of trans-
actions, and ability to engage in transactions between trust-less parties, that are traceable [I15]. The appli-
cations lie in the area of utilizing different cryptocurrencies for local and microgrid energy trading. Further
smart contracts incorporated with the blockchain will provide added advantages, offering autonomous energy
exchange operations eliminating the role-play of the DSO [83].

P2P energy trading has its applications varying from microgrids and local energy market for renewable
energy generation, to energy exchange among EVs and charging piles [IT3]. The mobility and decentralized
nature of EVs and the geographically dispersed manner of charging piles create prospects for the implemen-
tation of DLTs such as blockchain and execution of smart contracts [13].

4.1.2. Exzisting Work
Applications of blockchains in P2P energy trading can be categorized as [83)

e Cryptocurrency based solutions,
e Smart contracts deployed for autonomous energy exchange,

e Use of big data and predictive task automation for envisaged autonomous energy grids.

Cryptocurrency based solutions

Cryptocurrency being the well established application of blockchain has received attention towards its
applicability in the energy market as energy tokens [13]. Energy token-based market trading provides value
addition to renewable energy generation, which can be utilized as a rewarding system. Ethereum based
EnergiTokens by Energi Mine [116], EECoins by EnLedger [117], NGRCoins by Eneravails [78], Jouliette by
Spectral Energy [I18], Pylon-coin by Pylon [I], Bankymoon [I19] and GRID tokens by Grid+ are instances
of cryptocurrency being utilized to trade renewable energy and incentivize sustainable behaviour.

Smart contract based solutions

Smart contracts have facilitated several projects, which focus on P2P energy trading in local energy
markets and microgrids [83]. The Brooklyn microgrid initiated by the US-based startup TransActive Grid,
partnered with LO3 Energy facilitates solar PV energy trading among community members of a microgrid
by utilizing an Ethereum based blockchain platform and smart contracts [68]. This has been recognized
as the first energy exchange model implemented on a blockchain platform. A similar approach has been
adopted by Power Ledger an Australian startup, which facilitates residential P2P energy trading among
prosumers and consumers in the local community using smart contract based platform named POWR
with the exchange of the energy token Sparkz [120, [12I]. Oursolargrid, Conjoule, Switzerland Hive Power;
based on Ethereum blockchains and smart contracts and Power-ID are similar P2P energy trading projects
deployed with the intention of facilitating locally produced renewable energy exchange among prosumers
and consumers [I3]. A blockchain based electricity trading platform, which combines bilateral contracts
and self-organized electricity pool market is proposed in [I122]. A model and operational framework for
crowdsourced energy systems (i.e. solar panels, batteries and shapeable loads) is proposed in [123], which
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Table 7: Characteristics of different SG 2.0 application[4] [114].

Application| Types of data IoT devices No. of devices No. of trans- Connecti- Latency
actions vity
Peer-to- Electricity Price Smart meters One smart meter each at <10 transac- Realtime Intraday schedul-
peer energy Bids for demand the prosumer and con- tions per single ing within min-
trading Available  sup- sumer premise energy exchange utes and Day-
ply bids ahead scheduling
Consumer/prosunjer within days
authentication
Plug- Demand re- Smart meters One smart meter or ad- In the range of | Realtime Within minutes
and-play quests Smart sensors equate number of smart 10-20  transac-
interfacing Availability PMU/CT/VT sensors for each RE | tions per single
of DER data generator/ESS and ade- DG integration
Pricing/incentive quate number of CT/VT and energy
schemes or a PMU in the distri- trading
Authentication bution network
information  of
the power pro-
ducer/charging
pile and con-
sumer
Micro- Bids for demand Smart meters One smart me- <10 transac- Realtime Intraday schedul-
generation Bids for supply PMU/CT/VT ters at each  pro- | tions per single ing within min-
Pricing/incentive sumer/consumer energy exchange utes and Day-
mechanisms premises and adequate ahead scheduling
number of CT/VT or a within days
PMU in the distribution
network
Demand Energy con- Smart meters One smart meters/smart <10 transac- Realtime Day ahead plan-
Side Inte- sumption data Smart sensors sensors each at consumer tions per single ning
gration Availability of | PMU/RTU/ premise and adequate | DR initiative
supply CT/VT CT/VT or a PMU for
Incentive mech- the distribution network
anism monitoring
Grid  Au- | Real-time volt- | PMU/RTU One PMU/RTU for a | In the order of | Realtime Within minutes
tomation ages and current CT/VT predefined wide area | thousand trans-
values Smart sensors network or adequate actions
Real-time real number of CT/VT in
and reactive the distribution network
power demand
Equipment out-
age information
Distribution | Demand data Smart meters One smart meters at | In the order of | Realtime/ | Within  seconds
network Grid constraints Smart sensors each consumer premise thousand trans- Offline for fault recov-
manage- Electrical mea- PMU/RTU and Distribution Sub actions ery and within
ment surements CT/VT Station, a PMU/RTU hours for asset
for  the distribution management
area or adequate num-
ber of CT/VT in the
distribution network
Energy Energy con- Smart meters A smart meters for each In the order Realtime/ | Within  minutes
data man- sumption data Smart sensors prosumer/consumer, of millions of | Offline in realtime and
agement Electrical mea- PMU/RTU one PMU/RTU for a | transaction within hours in
surements CT/VT pre-determined area offline operation
Pricing/reward or adequate number of
strategies cT/VT

Control signals
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enables P2P energy trading with Optimal Power Flow (OPF) routines in the distribution network and is
implemented using the IBM Hyperledger Fabric platform.

The implications of P2P energy trading over the existing grid are seldom considered in implementations
presented in the literature. Authors of [I24] have emphasized on the importance of accounting for gird
constraints while engaging in P2P electricity markets, thereby prevent voltage and capacity problems. The
survey presented in [125] provides a comparison of the existing power routing algorithms and highlights key
challenges faced in the implementation of P2P distributed energy trading. DeepCoin proposed in [109] is
a blockchain based P2P trading network, implemented using Practical Byzantine Fault Tolerance (PBFT)
as the consensus algorithm and a DL based scheme using a Recurrent Neural Network (RNN) to mitigate
network attacks and fraudulent transactions.

Blockchain has further attracted the attention in the EV charging applications. Share&Charge is a
public Ethereum platform which utilizes e-wallets to obtain real-time information of energy pricing and
smart contracts for automatic execution of automated payments [126]. JuiceNet developed by California
eMotorWerks enables owners of charging stations to lease the charging piles to the EV users for a specific
time frame, which has the equivalent effect of increasing the number of charging posts [127]. TenneT in
the Netherlands coordinates a pool of EVs and charging piles [128]. Grid Singularity aims at moving a
step ahead from energy trading and offer analytical capabilities including energy data analysis and bench
marking [129].

Use of big data and predictive task automation

The most promising future application of P2P energy trading is considered as the deployment of blockchain
with big data and predictive task automation, which will facilitate the real-time operation of SG 2.0 for
accurate demand forecasting [83]. Several pilot projects have initiated addressing this area of research.
Enervalis deploys Al algorithms for monitoring along with predictive analysis for demand forecasting and
control of distributed generation while Jouliette platform utilizes Al algorithms for the prediction of en-
ergy production and consumption [I18]. Energo Labs of China expects to control the energy consumption
through AI and mobile applications [I3]. Energy Bazaar of India aims at developing the blockchain tech-
nology to incorporate smart software agents, Al for demand forecasting and game-theoretical market design
for providing incentives to parties who collaborate in matching the supply and demand.

Lessons Learnt and Summery

P2P energy trading initiatives are promoted through the association of blockchain technologies that facil-
itate three different aspects of its successful implementation. Cryptocurrency based energy trading platforms
have eliminated the necessity of the involvement of an intermediary in the context of a financial institution
or a systems operator, to trade electricity and balance the supply and demand in the locality. Automatically
executable smart contracts have further facilitated the functioning of these energy trading platforms with
programmed scripts to evaluate and coordinate the supply and demand bids, authorize financial settlements
through cryptocurrency, which can be later exchanged to the equivalence of fiat currency, and monitor
energy delivery. The envisaged features of future P2P energy trading platforms, which play a significant
role in SG 2.0 align with the characteristics of the Blockchain 3.0, elevating electricity markets to the next
level. The predictive technologies developed through AI would create the essence of automated grids where
demand forecasting would be followed by automatic balancing of supply and demand, through plug-and-play
integration energy resources. This however, would require secure, privacy-preserving and most importantly,
scalable administrative approaches to cater to the increasing number of stakeholders connecting with the
grid involving a massive data set.

4.2. Plug-and-play interfacing of DER

AMI, deployment of IoT sensors and internet-based controlling have facilitated seamless integration
of DERs including solar PhotoVoltaic (PV), wind, Combined Heat and Power (CHP), EVs and battery
storage[I2, [5]. The intermittent nature of these value additions to the grid have to be addressed through
a proper mechanism. SG 2.0 integrated with distributed generation would enable better energy security,
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optimized utilization of local resources leading towards a sustainable behaviour [I, @ [49]. Integrating
heterogeneous energy sources will offer the consumers the benefit of the freedom to select the source of
electricity, which they pay for, thereby contributing to the green initiative [10} 58], [I3].

4.2.1. Role of Blockchain

Blockchain could be utilized to incentivize renewable energy generation projects, which offer benefits to
both the prosumer and the consumer of electricity. Investors can be attracted by rewarding cryptocurrency
tokens, which can be converted to fiat currency or used as assets to create new markets [I3]. Additionally,
cryptocurrency rewards earned through renewable energy generation can raise funding for mining other
cryptocurrencies. This would contribute towards reducing the carbon footprint associated with the electricity
generation required in the mining process [13].

Secondly, the seamless integration of DER would be facilitated through the execution of dynamic smart
contracts. Registration of an energy source/device and secure payment scheme using cryptocurrency/fiat
currency, based on real-time electricity pricing and with no middle-man intervention are the benefits offered
by dynamic smart compared to the static counterpart. Through the deployment of transaction schemes
based on blockchain platforms, more control could be achieved over the payments made, with the minimal
involvement of an unreliable third-party. Further, the inherent transparency of blockchains enables fraud
prevention while pseudo anonymity helps to conceal the user identity and location.

Integration of EVs and charging piles have created a discussion over the recent years with e-mobility
gaining attraction as a sustainable mode of transportation. The V2G interaction however, results in new
dynamics with the high mobility and decentralized nature of the EVs and charging piles respectively, where
blockchains fit in well [I3]. Further V2G interaction, through the EV’s battery storage capability can
be utilized to reduce the supply-demand imbalance [72]. Blockchain’s transparent yet secure mechanism
achieved through the immutability plays a significant role in the coordination of EVs and charging piles
in a decentralized manner, without the intervention of an intermediary. Alternatively, the EV users could
utilize the V2V interaction to balance the supply with demand and earn incentives [29]. However, due to the
privacy concerns EV users are reluctant in discharging their vehicles thereby, contributing towards supply
deficiencies within the grids [20].

4.2.2. Ezisting Work

Cryptocurrency can be used as a token system to reward prosumers who generate electricity with the
least-carbon emissions [I3] and at the same time consider them as an instrument for investment. Such
initiatives include KWATT energy tokens that are awarded to waste-to-energy power plants [13], SolarCoin
by SolarChange for solar PV installations [I30], EverGreenCoin and Green Tokens by Greeneum [I31].
These energy tokens can be exchanged for fiat currency or retained as a long-term asset and used as an
investment tool.

Sun Exchange has deployed a blockchain and cryptocurrency based platform, which facilitates prospective
investors of solar PV projects to maintain the records of their asset ownership and revenue in an immutable
and transparent manner [78]. A similar arrangement where renewable energy generation is tokenized to
be subsequently traded to purchase electricity or to be exchanged for cryptocurrencies or fiat currencies is
deployed by WePower [132]. Dooak in Brazil, Assetron Energy in Australia, XinFin in Singapore, Solar
DAO and PROSUME [133] have deployed similar blockchain platforms, which bring together investors who
are interested in commissioning solar PV projects and the producers, for asset sharing.

E-mobility initiatives are encouraged through blockchain and smart contract based solutions, which
could offer the benefits of automatic payment handling and fraud prevention, with no intervention of an
intermediary. A ‘Smart Plug’ facilitates plug-and-play interfacing of EV charging piles to the network [78]
while ChargCoin blockchain platform enables crowdsourcing of EV charging [I]. This blockchain platform
facilitates EV users to find charging stations, thereby enabling everyone in the network to share their charging
piles, giving the benefit of trading energy within one second. Green Energy Wallet utilizes blockchain
based platforms for leasing of residential storage devices including home battery systems, which are used
for storage of excess renewable energy generation and EV batteries. EnLedger facilitates management of
DERs, including renewable generators and EVs for metering data validation and automated tracking for
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the availability of the energy resource. In order to eliminate the stress caused through uncoordinated EV
charging, [134] proposes a permissioned-blockchain based scheme, which utilizes secure smart contracts and
optimized based on contract theory to fulfil the individual needs of the EV users while maximizing the
benefits for the utility. A similar approach is proposed in [I35] for blockchain enabled smart grids, which
utilizes an adaptive algorithm to match the smart grid electricity charging and discharging demand.

In order to overcome the trust issues raised in V2V interactions, [136] utilizes a consortium blockchain
based platform PETCON, which is established on Local Aggregators (LAGs). The work proposed in [72]
utilizes a consortium blockchains with edge computing, which will offload the heavy computational burden
of the consensus algorithm. A Local Energy Aggregator (LEAG) would manage all the transactions at
a moderate cost while computational resource allocation is implemented through two-stage Stackelberg
leader-follower game and the optimization of strategies through backward induction approach.

Lessons Learnt and Summery

Blockchain has facilitated seamless integration of DERs such as solar PV, wind, CHP, EVs and ESS
through the deployment of smart contracts, which offer cryptocurrency tokens, rewarding the sustainable
behaviour with a reduced carbon footprint. However, the applications are restricted to local energy markets
where the integration of DERs are of the microgrid scale. As concerns are being raised towards minimizing
the fossil fuel based electricity generation, large scale conventional power plants will be replaced by DERs
of large capacities, which introduce new integration challenges that have not been focused in these studies.
Alternatively, the large grids can be considered as a collection of individually controlled microgrids, which
at the same time would result in issues related to the synchronized operation and mutual interactions of
the network dynamics. Scalability is an important aspect, which needs to be addressed while preserving
security of the data, privacy of the user identities and delivering a reliable power supply.

V2G and V2V interactions can be exploited to maintain the supply-demand balance through the local
energy resources thereby, ensuring a reliable power supply at a reduced cost. EV users can be incentivized
for their contribution in providing ancillary services for the grid operation. This has to be facilitated through
a secure and a privacy-preserving mechanism, which is scalable to incorporate the rising demand for EV
charging with the attention shift towards green transportation.

4.8. Microgeneration

Through the introduction of the SG 2.0, consumers are benefited with the capability to trade the excess
power production within their neighbourhood, converting the consumer to a producer (i.e. prosumer).
Further, this facilitated maximizing the utilization of solar and wind potentials in micro, mini and small
scale [I0, 49]. Microgrids integrate DERs, which include solar PV and wind energy generated locally,
ESS such as battery storage, smart appliances and loads, which are distributed in nature; and requires
decentralized operation and control [137]. Further, microgrids which include a prosumer and consumer base
would reduce the challenges the utility would otherwise face while integrating DERs [2I]. However, high-
levels of un-coordinated DER, penetration would create energy surpluses and deficits thereby, driving the
main grid into unstable operation [IJ.

SG 2.0 has boosted roof-top solar PV installations of domestic scale and small solar, wind farms in both
urban and rural area. The interconnection of a large number of prosumers in close proximity has created a
microgrid infrastructure, which enables rural electrification and islanded operation to maintain a continuous
power supply during a fault in the national grid. The incentive programmes targeting small-scale power
producers in combination with the development of SG 2.0 technologies will boost the number of microgrids
in near future [6] [42].

4.8.1. Role of Blockchain

The integration of heterogeneous DERs in a microgrid platform would require demand-based control and
optimized operation where blockchain technology has prospects of providing benefits and profits for all stake-
holders of the SG 2.0 [I]. The prosumers will have to enter into an agreement to trade the locally produced
energy in the neighbourhood where they will be rewarded for compliance and penalized for violation of the
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terms in the contract by failing to deliver the agreed amount of energy. Blockchain provides a decentralized,
trustworthy and secure platform to manage these resources and the associated data. Management of the
prosumer agreements, secure payment handling with more control obtained over the transactions performed,
with minimal intervention of an intermediary, immutable and transparent data storage, and recording the
amount of energy produced and traded for fraud prevention are identified as the benefits achieved through
the integration of blockchain in the operation of the microgrids.

4.3.2. Existing Work

The Brooklyn microgrid [68] is a blockchain platform, which has enabled trading of self-produced energy
in a P2P fashion while providing incentives for the renewable generation plants and ensuring the supply-
demand balance locally.

The operational constraints related to microgrids have been addressed through an Alternating Direc-
tion Method of Multipliers (ADMM) in [I38], which carries out an optimal dispatch scheme without the
intervention of a trust-less intermediary or an aggregator. A proportional-fairness control strategy based on
smart contracts executed on blockchain platforms is utilized in [139] to incentivize the microgrid prosumers
who would voluntarily decrease their power output in the instances where the high DER penetration results
in overvoltages in the power grids. The provision of ancillary services such as voltage regulation [140] to
maintain grid stability is incentivized through blockchain based payment schemes.

Lessons Learnt and Summery

Microgrid based microgeneration has been discussed over several years, and the implementations are
moving beyond the demonstration stage to real operations [68]. This has deemed new requirements including
coordination of DERs to cater the peak and off-peak electricity demands while maintaining grid stability with
varying levels of penetration. This would enable self-resilient, standalone grid operation while contributing
to the main grid in the context of power restoration during outages, supply-demand balancing and providing
ancillary services such as voltage regulation.

Microgrids offer numerous prospects in the future electricity grids where cyber-physical security mea-
sures and scalable solutions will facilitate the maximization of the benefits offered. Various challenges in
terms of security, privacy and scalability have to be overcome in the way forward towards the successful
implementation of microgrids incorporating significantly large amounts of heterogeneous energy sources.
The Brooklyn microgrid has considered expanding its architecture from the preliminary stage towards ben-
efiting more prosumers and consumers in the locality [68], hence focusing on scalable options. Even though,
security and privacy-preserving have not been sufficiently addressed in this literature ,whereas vulnerability
to cyber-physical attacks elevates as the number of participants increases.

4.4. Demand Side Integration Programmes (DSI)

Demand Side Integration (DSI) aims at optimal load distribution through the planned utilization of
electricity resources [9]. This further offers the benefits of improved efficiency through better utilization
of assets, facilitate penetration of RES, secure the stability of the grid in the face of the intermittent
incoming generation, peak-load reduction, which reduces the operational costs and enables future capacity
expansions [9]. DSI in traditional electricity grids is achieved through a two-fold approach, which either uses
dynamic pricing or direct demand control [9]. SG 2.0, with its internet based communication facilitates the
exchange of energy related information such as real-time electricity prices and available energy resources.
The consumer thus, can adapt their electricity consumption patterns to match with the time of day with low
energy prices as well as to utilize more electricity produced by the RES [B [I, [9]. Incentives are awarded to
consumers who exhibit sustainable behavioural patterns. The integration of RES, specifically in microgrids,
have resulted in complexities in DSI due to the inherent intermittent nature of these sources of energy [141].
DSI, with accelerating the integration of intermittent generation sources to the grid infrastructure would
require non-conventional, intelligent and autonomous approaches [I41]. Further, due to the rapid increase
in the number of stakeholders participating in the energy market, implementation of direct control over the
generators would be impractical, and management of their own resources through demand response schemes
have thus gained more attention [2§].
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4.4.1. Role of Blockchain

DSI has been identified as a key to real-time supply-demand balancing in which the consumer plays an
important role [29]. Many stakeholders being connected with the SG 2.0, energy data is distributed among
different parties who are reluctant to engage in mutual sharing of information, resulting in the problem
of data silos. This inhibits visualization of the big picture which would facilitate better generation/load
scheduling in order to achieve optimal power flow. Blockchain could facilitate DSI initiatives through its
secure, transparent and immutable data recording capabilities to prevent injection of fraudulent data. Smart
contracts would enable execution of secure payment schemes as a return on investment for the energy data
set. All stakeholders could benefit through trusted real-time energy data exchange while achieving the
common goal of attaining economic generation utilization.

Blockchain can be utilized to establish trust among stakeholders and facilitate the management of the
energy data collected from each prosumer, in a tamper-proof and traceable manner [(7]. Further, the self-
executing smart contracts would facilitate meticulously stipulating of the expected consumption profile for
an individual electricity consumer [77]. Meanwhile, smart contracts can enforce transparent and auditable
incentive schemes based on the real-time prices to reward electricity consumers who follow sustainable energy
usage patterns and utilize local, renewable energy generation sources for fulfilling their demand. Figure
depicts the related process and the role of blockchain integration in it.

4.4.2. Ezisting Work

The security, transparency, distributed features of blockchain and autonomy of smart contracts have
been exploited by the novel SG 2.0 in implementing efficient DSI strategies without the reliance on a
trust-less intermediary. The authors of [I42] propose an Automatic Demand Response (ADR) scheme for
balancing of supply and demand in the local network through the V2G interactions of EVs and stationary
ESS while [77] implements a blockchain based approach to achieve a dynamic electricity pricing scheme
for rewarding or penalizing compliance or non-compliance with the expected sustainable behaviour, which
is executed through smart contracts. A decentralized DSI model is proposed in [I41] to align the supply
with the demand within the microgrid while accounting for the supply constraints, the complexity of the
individual consumer’s utility and the integrated performance. A framework for M2M interactions in the
context of demand requests is proposed in [143], in which blockchains are used to record data derived from
power flow calculations and price customization while the smart contracts are autonomously executed to
store transactions data and transfer assets. The approaches presented in [I44] and[I45] have exploited the
possibilities of utilizing the V2G interactions towards minimizing the supply-demand mismatch. The former
is implemented as a privacy-preserving, incentive-compatible, consortium blockchain oriented, secure energy
trading platform, whereas the latter incorporates smart contracts and edge computing.

Lessons Learnt and Summery

DSI has been utilized along with conventional electricity grids in order to manage the scarce resources
to cater the increasing demand. However, SG 2.0 utilizing communication over the internet has enabled
autonomous implementation of DSI programmes in a transparent, secure and an economical manner. DSI
schemes incorporate massive data sets, which include customer electricity consumption profiles, location
information of the user, stipulated electricity demand of each individual and pricing/incentive schemes;
whose processing would demand high computational capacities. Managing this information in a distributed
architecture and processing them through delegation could reduce the vulnerability towards a single-point
failure and computational burden on a central entity. Scalable DSI solutions hence will have to explore
privacy-preserving and secure alternatives for their successful implementation in SG 2.0.

4.5. Grid Automation

The existing grid topology comprises of a high density of conventional generation, which includes thermal
and hydropower. Generation dispatch and control is overseen through the SCADA system and the utility
has the ownership of the grid [36]. Integrating SG 2.0 to the conventional network will further enhance grid
performance by automating generation dispatch, fault detection and isolation, post-fault recovery through
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Figure 7: Demand Side Integration.

fast-acting protection schemes, management of power purchase agreements, long and short-term generation
planning, fuel management and consumer complaint management [10} 2].

SG 2.0 envisages a fully-autonomous, self-healing infrastructure with less involvement of a grid opera-
tor [42]. However, for the successful compilation of the grid automation process, complimentary services
including metering, communication and control operations need to collaborate while the capacities of each
facility are required to be expanded to cater the massive data sets resulting from the rapid increase in the
number of stakeholders [I3]. Further, utilities face the issue of management of this extensive data sets and
preventing cyberattacks that could result in information theft, DoS and data modification, which could
affect adversely on the exchange of control signals [20].

4.5.1. Role of Blockchain

Even though AMI plays a significant role in facilitating the grid automation process, it could be comple-
mented and enhanced by incorporating the blockchain and the related technology platforms. A potential has
been identified in adapting DLTs in the wholesale energy trading, which is the primary transaction occurring
in the conventional grid [I3]. This eliminates the necessity of the involvement of an intermediary thereby, re-
duce the latency due to processing delays and the related cost additions. Blockchain would further facilitate
the consolidation of all transaction related information, which otherwise would have been stored at dispersed
locations. This would lead to increase in data processing time and at the same time increase vulnerability to
cyberattacks and events of compromised privacy [20]. Utilizing blockchain, the generating units can directly
engage with the retail supplier or the consumer itself to execute autonomous energy transactions using smart
contracts thereby, making the role of the trust-less intermediary obsolete [13]. Transaction details can be
stored in a transparent yet tamper-proof manner using the distributed ledger, increasing the accountability.
Real-time electricity prices are computed based on stored data that relates to the demand for energy and the
transmission capacity available for the region from the generation plant [I46]. Such an arrangement would
not compromise the level of security and privacy of the information exchanged by utilizing cryptographic
hash functioning and encryption techniques. This further enables the seamless integration of distributed
energy resources [13]. Moving beyond the traditional top-down hierarchy for the delivery of electricity, con-
sumers can participate in the operations of the grid by providing ancillary services such as voltage support
to the network using the distributed generation resources. Blockchain could be involved in recording the
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transaction details while smart contracts can be used in executing financial settlements autonomously for
the service being delivered [146].

Smart contracts executed upon blockchain aggregate and store the generation availability, energy usage
and diagnostic data in an immutable and distributed form, which will be utilized for billing and determination
of real-time electricity prices, demand response management, monitoring and troubleshooting [I]. The
incorporation of blockchain would restructure the existing grid to be converted into a self-resilient and
autonomous architecture.

4.5.2. Emisting Work

PONTON is a pioneer in deploying blockchain based energy trading in regional markets [147]. It has
partnered with a large number of a utilities and energy trading firms in Europe for the development of P2P
wholesale energy trading platforms. Apart from the electricity market, blockchain has been implemented
in gas trading where Austria’s largest utility Wien Energi has partnered with BLT, a startup to exploit the
prospects of blockchain for the automation of the processes including confirmations, actualizations, invoice
generation, auditing, reporting and verification of regulatory compliance [I3]. Several other organizations,
including BP, Shell, Statoil, Platinum Energy Recovery Corporation in Singapore and PetroBloq in Canada
have initiated the process of developing blockchain based digital platforms for trading of energy commodities.
A similar approach could be adopted to automate the existing electricity grid infrastructure to achieve
efficient transaction with the highest possible level of transparency and security.

Lessons Learnt and Summery

The automation of the grid architecture offers benefits to the existing as well as the envisaged SG 2.0.
Consumers would be liberalized from the monopoly top-down grid arrangement allowing energy trading in
a similar manner to a microgrid. Further, from the utility perspective, management of the grid is converted
to a less complicated process with all required information and measurements being stored in an immutable,
distributed and transparent form utilizing blockchain and executing the necessary control commands through
autonomous smart contracts for the operation of the grid.

The aggregation of massive data sets related to wholesale energy trading would raise security and privacy
concerns over the information being stored and shared in the blockchain, which needs to be addressed
qualitatively. The literature however, has focused on the DoS attacks, pertaining to the centralized grid
architecture, causing blackouts in the grid [20]. SG 2.0 eliminates the adversary of the single-point-of-failure
through the decentralized architecture. Yet, blockchain could be utilized for mitigation of several other
cyber-physical attacks pertaining in the decentralized electricity network, which has not been explicitly
addressed in the existing literature.

4.6. Distribution Network Management

Conventional distribution networks can be elevated to new heights through SG 2.0. AMI using smart
meters, efficient communication networks and Augmented Reality (AR) technologies will improve the asset
management, fault detection and isolation, periodic maintenance, control and operation of the distribution
networks [10], 148 (149, [42]. Improved supply-demand balancing, better coordination between the transmis-
sion and distribution networks, reduced costs for the utility and consumer, automated grid asset verification
and the efficient management of grid connected distributed resources through improved accountability are
some of the management functions that are emerging or under research [13].

Autonomous asset management has received attention in the context of SG 2.0, with pertaining issues
related to capacity expansion in order to cater the increasing demand. Better asset tracking and management
would lead towards enhanced efficiency during regular operation and self-healing capabilities in the event of a
fault. Further, this would contribute in reducing transmission and distribution costs within the network [13].

The integration of DERs to the existing distribution network incorporates new dynamics in technical,
economic, social and environmental dimensions hence needs to be addressed through an appropriate ap-
proach [2I]. The introduction of distribution markets facilitates the participating entities to buy and sell
energy at a time-varying price based on their location [146].
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The management of the distribution network assets would benefit the operational efficiency of the grid
through real-time scheduling and dispatching of resources as a solution for grid congestion [13].

In addition to automation of the system architecture, Power Line Communication (PLC) will need to
be strengthened with fast, secure and reliable communication technologies that will facilitate real-time data
transfer for smart grid implementation [49].

4.6.1. Role of Blockchain

Blockchain is identified to have beneficial prospects in distribution network management. This distributed
platform could be utilized to help the simulation of future processes for real-time grid management. Further,
records related to the distribution network assets can be utilized to overcome the grid constraints during
network bottlenecks [13]. The availability and the flexibility of the grid resources can be broadcasted using
the DLT while preserving security and transparency. Further, blockchain based initiatives are utilized as
low-cost supply-demand balancing measures by integrating of locally dispatchable DERs [13]. Figure
illustrates the benefits of blockchain integration in the management of existing distribution networks.

4.6.2. Existing Work

Gridchain software based on the blockchain technology developed by PONTON has the capability to
simulate future events in a power system and coordinate with the TSO and DSO to facilitate real-time grid
management while overcoming grid congestion [I47]. A similar real-time dispatch approach is proposed by
TenneT of Netherlands [I128] and Sonnen from Germany, which aims at utilizing ESS including residential
batteries to overcome grid constraints [I]. An algorithm which involves the DSO for the verification of the
non-violation of the grid constraints during day-ahead scheduling for bulk energy transactions and incentive
based real-time grid operation is proposed in [123].

Distribution asset management plays an important role in this aspect, for which several initiatives have
been proposed in the literature. PROSUME aims at reducing the network costs through improved load
balancing using transmission exchanges and ESS [133] while EvolvePower, Electron and Filament have
developed blockchain based solutions which offer greater visibility of the distribution assets and better control
over the associated data [13]. Studies presented in [I50] and [I5I] propose a consortium blockchain based
data aggregation mechanism, equipment maintenance and diagnostics scheme respectively. The automation
of these procedures through the execution of smart contracts eliminates manual effort involved with the
maintenance of distribution networks and fault diagnosis and rectification.

Blockchain will further facilitate the elimination of the cyber-physical attacks, to which SG 2.0 is vulner-
able [20]. Time-stamped data blocks broadcasted in a secure, distributed manner can be utilized to identify
nodes which are compromised due to an attack, thereby reinstate the system to its previous equilibrium
operating condition. A secure, sovereign blockchain based smart grid monitoring scheme is proposed in [152]
which prevents data modification and offers transparency. Cyberattacks targeting the AMI are proposed
to be prevented through a light-weight security solution and a blockchain based provenance as discussed
in [I53]. The scalability of the SG 2.0 can be preserved through such light-weight approaches.

Lessons Learnt and Summery

Blockchain can be used effectively for asset management in the distribution network, which benefits better
co-ordination among electricity transmission and distribution, fault resilience, recovery and integration of
DERs for the imbalance settlement of supply and demand. This could be further facilitated by incorporating
AT technologies for predictive analysis which stipulates the supply requirement while accounting for the grid
constraints, AR for asset management and maintenance and secure and fast communication platforms for
efficient information exchange. Efficient planning for future capacity expansion to overcome pertaining
grid constraints becomes feasible through the incorporation of blockchains. However, facilitating seamless
P2P energy trading and the integration of DER to the distribution network without the involvement of
the DSO to verify the non-violation of grid constraints has research prospects yet to be addressed. The
scheme proposed in [123] requires the assistance of a third-party to ensure that grid constraints are taken
into account and not violated in P2P transactions which would inhibit the decentralized and autonomous
operation of the distribution network.
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Figure 8: Distribution network management.

Blockchain further serves as the security layer for future grids through its transparent yet immutable data
storage structure with distributed processing to eliminate detrimental consequences led by a total blackout.
The mitigation of the cyber-physical attacks of the envisaged self-resilient, autonomous distribution network
pertains as a demanding aspect. This has not been qualitatively discussed in the proposed solutions other
than in [20] where the authors have implemented a blockchain platform for the elimination of DoS attacks
on the switches of traditional distribution grid, which could result in a major blackout.

4.7. Energy Data Management

SG 2.0 involves large data sets comprising of real-time measurements of voltages, current, real and
reactive power flows, electricity prices, real-time demand for electricity, control signals for dispatch of RES,
and energy trading data for EV charging [42]. The exchange of information is performed through IP
communication networks, while data analysis and storage are achieved through cloud based platforms.
Real-time control of the energy grid and optimized supply-demand balancing can be achieved through IoT
based measurement techniques. Load data is obtained through the smart meters installed at the consumer
premises [49].

4.7.1. Role of Blockchain

As the number of stakeholder increase, the number of transactions being processed could overwhelm
a centralized system, which would not be desirable for the envisaged SG 2.0. Information exchange and
data aggregation thus require secure and scalable solutions, which are offered inherently through blockchain
based platforms. Further control over the aggregated data could be achieved through blockchain platforms,
which would prevent the cloud services from engaging in unauthorized trading of data, compromising the
privacy of the user. Blockchain offers the benefit of trust establishment among different stakeholders for
fast, dynamic and real-time data sharing through the use of smart contracts thus, eliminating the data silos
problem.

Blockchain offers the capability of recording all the transactions in an immutable, automated, decentral-
ized and distributed ledger [9]. This would reduce the computational burden on a single entity which could
be further supported and strengthened through edge computing where distributed processing is facilitated in
a secure platform [22]. Security features of blockchain facilitates to obtain clean and unmodified data from
the authentic sources of information [35]. Phase 3.0 of blockchain is expected to facilitate predictive task
automation alongside with big data analysis [83], [154]. Blockchain is the key to the coordination of IoT, big
data, Al and distributed computing capabilities, which are complementary components for the realization
of the SG 2.0 [9, [155].

4.7.2. Ezisting Work
Clustering based, efficient data aggregation schemes implemented through blockchain platforms are pro-
posed in [I56] and [I57]. Such approaches would reduce the computational burden of the control unit

33



1120

1125

1130

1135

1140

1145

1150

1155

1160

through distributed edge computing while security is preserved by recording all transaction in a distributed
ledger. A consortium blockchain based data aggregation scheme is proposed in [I50] where multidimensional
data acquisition through multiple receivers would facilitate different users of this information.

A hybrid blockchain storage platform, Block Static Storage (BSS) is proposed in [I58] which utilizes a
private blockchain for the verification of the accuracy of the energy transactions while a public blockchain
to ensure the integrity of the exchanged data.

Jouliette platform, Energo Labs and Energy Bazaar are some initiatives to facilitate P2P energy trading.
These platforms are looking into the horizon to integrate AI technologies in analysing the aggregated data
for stipulating production and consumption patterns [I59].

Lessons Learnt and Summery

Energy data management could be identified as the key element of SG 2.0 where the aggregated infor-
mation is analysed and stored for the flawless operation of the grid. The processing of data can be offloaded
to distributed nodes and utilize edge computing to reduce the computational burden of a single entity. The
envisaged SG 2.0 desires reliable communication platforms, fast processing capabilities as well as secure
platforms for processing and storing of information. 5G and 6G technologies have prospects in the former
while the latter could be explicitly addressed through the implementation of blockchain as proposed in the
literature. Collaborating future technologies in communication infrastructure, predictive analysis and data
processing would create new avenues and prospects for further research which is discussed in depth in the
following sections.

The level of impact of the benefits identified in integrating blockchain platforms to each individual
application is highlighted in Table

5. Integration Challenges and Future Works

Blockchain integration in the domain of SG 2.0 applications offers benefits to all participating stakeholders
through the inherent immutability, transparency, trustworthiness and distributed nature. Nevertheless, the
challenges to be addressed in this process have not received qualitative research interest in the current
context. Thus, the last section of this study focuses on blockchain integration challenges in the envisaged SG
2.0 while proposing solutions and future research directions. An illustration of these integration challenges
is given in Figure [0

5.1. Integration of large-scale and heterogeneous DERs at different voltage levels to the existing grid and
settling the imbalances between the supply and demand

SG 2.0 concept revolutionizes the existing grid architecture where new dynamics are incorporated through
the integration of heterogeneous energy sources. The conventional grid possessed a hierarchy, in which
large-scale generation is integrated at the transmission level whereas small, mini and microgeneration units
are connected at the medium or low voltage level. The authority of the former was governed either by
the utility itself or assigned to an independent power producer through a contract signed with the utility
and aims at electrification across vast geographical boundaries. The latter, on the other hand, aims at
rural electrification in the locality where small producers received reductions in electricity bills through
net-metering facilities, which account for the renewable power produced against the energy consumption.
However, the liberalization achieved through the envisaged SG 2.0 markets and the consumer turning into a
prosumer have reshaped the conventional grid structure. This has resulted in power plants of different scale
being connected irrespective of the level of voltage [I60]. Blockchains and smart contracts being chosen
as the toolkit to facilitate the implementation of envisaged SG 2.0 encounter challenges in the context of
an increased number of connections demanding for efficient, accurate and secure communication, equipped
with high computational capabilities.
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Table 8: Benefits of blockchains in each SG 2.0 application.
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Figure 9: Blockchain integration challenges in SG 2.0.

5.1.1. Existing Research Problems:

e Blockchain and smart contract based implementation for large-scale integration of renewable and other
DERs affects the stability of the main grid and result in high scalability issues. This occurs in the face
of accelerating numbers of nodes connected which demand for high computational power to process
the proportionally increased number of transactions resulted from wholesale and P2P energy trading.

e The existing literature has mainly focused on the seamless integration of RES and ESS at the dis-
tributed level and the approaches proposed require to be extended to cater the low latency, high
throughput and secure communication requirements.

5.1.2. Preliminary Solutions:

A novel consensus algorithm, Proof of Energy (PoE) has been proposed in [I61], in order to facilitate
P2P energy transfer in Transactive Energy Markets (TEM) with reduced electricity consumption related to
blockchain integration. The proposed consensus mechanism further ensures that majority of the consumer
demand is fulfilled through the energy produced by prosumers using RES, which encourages consumer
participation in renewable energy initiatives. Blockchains can be effectively utilized as a part of a toolkit,
which incorporates Al techniques, ML algorithms, improved connectivity with 5G and 6G technologies and
M2M communications [2I]. Big data is utilized as the diagnostics tool while blockchains offer immutable
and transparent data storage.

5.1.3. Future Directions:

AT technologies are gaining efficiency and improving the capabilities through cognitive and neuromorphic
computing, shifting the DLT platforms towards the next level, which offers a predictive analysis based on the
records [I62]. Al integrated with smart contracts can elevate the autonomous grids to the next level with the
capabilities to oversee transactions, distinguishing malicious activities from normal operation. AI together
with ML could offer predictive analysis to develop algorithms which could then be automatically executed
through smart contracts to settle the imbalances in energy supply and demand. Al would function as the
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‘brain’ in the envisaged SG 2.0 architecture and facilitate in achieving a fully-autonomous and decentralized
infrastructure. This would enable the integration of energy sources of any scale at any preferred voltage
level without affecting the stability of the main grid.

M2M communication, which is further facilitated through 5G and 6G platforms would play an effective
role to minimize the energy imbalances with minimal intervention of a trust-less third party.

5.2. Connectivity issues due to lack of reliable and secure communication technologies

The autonomous grid operation alongside seamless integration of heterogeneous DERs, including renew-
able generation and ESS heavily rely on reliable and secure communication technologies that could offer
better network capacity and throughput with reduced latency. The efficiency of the envisaged SG 2.0 has
become a crucial factor, which can only be ensured through a reliable information infrastructure [2]. An
infrastructure, which could facilitate both accurate and efficient communication would be difficult to achieve
with the limitation in the available resources [163]. To add to these requirements, the security of the trans-
ferred information needs to be ensured, which would consume a part of the bandwidth allocated for data
transfer. Optimization of bandwidth to fulfill the demands of the envisaged smart grid’s communication
would be a challenge to overcome for maximizing the benefits stipulated.

5.2.1. FEuxisting Research Problems:

e Instating reliable, low-latency, ubiquitous, secure communication, uncompromising bandwidth utiliza-
tion which facilitates implementation of autonomous, self-resilient grid operation through the integra-
tion of blockchain and automatically executed smart contracts would be a challenge to overcome with
the existing infrastructure and available technologies.

5.2.2. Preliminary Solutions:

5G wireless technologies support connection of heterogeneous devices and machines to provide high
quality services with increased bandwidth to cater the massive number of nodes integrating with the future
SG 2.0 [55]. The fifth generation (5G) wireless network is characterized by the inherent features, which
include 1) enhanced mobile broadband, 2) capability to support massive machine type communication and 3)
facilitating ultra-reliable low latency communication. 5G with these inherent features can be incorporated
alongside the blockchain technology to facilitate the communication requirements of the envisaged smart
grids while cater the demand with the increasing number of nodes.

5.2.3. Future Directions:

5G network slicing can be utilized as a solution to the connectivity issues where the 5G network will
be divided into logically isolated networks which can be customized for various network functions along
with different SLAs [I64]. 5G network slicing would facilitate SG 2.0 applications including intelligent
distribution network management, integration of distributed generation, low-latency precise load control for
demand response initiatives and smart information acquisition, and management from IoT devices in the
grid. Establishing the trust among the stakeholders in the network slices for resource sharing is handled
through the blockchain platform while trading among infrastructure providers for resource allocation could
be automated with validation by leveraging smart contracts [165] [166], [167).

Sixth generation (6G) wireless technologies are envisioned to nurture the data-intensive, intelligent soci-
ety enabling fully-automated and seamless connection of heterogeneous network devices and at the same time
facilitate massive growth of interconnections [56]. Incorporation of 6G technologies with blockchain schemes
could eliminate the pertaining connectivity issues, which inhibit the successful implementation of the envis-
aged grid architecture. Ubiquitous connectivity is ensured with ultra-low latency for information processing.
Minimal involvement of a third party entity is assured through the utilization of blockchain technologies,
which would help to overcome the existing challenges in this communication architecture, facilitating de-
centralization, transparency, data interoperability and enhanced security and privacy preservation against
network vulnerabilities [55].
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5.8. Scalability Issues

The increase in the number of devices being connected to SG 2.0, in the context of multi-domain appli-
cations has further complicated the operation of the system and result in scalability issues. This is further
overloaded with the requisites for accurate and fast processing of a real-time, autonomous grid architecture
of the envisaged SG 2.0. The underlying factors that affect scalability of the blockchain integrated energy
grids are identified as high latency and low throughput [57]. The former is the time taken for a trans-
action to be validated and added to the blockchain, which is further dominated by 1) choice of public or
private blockchain, 2) consensus algorithm utilized, 8) block size and block time, 4) number of nodes engaged
in validation thus capable of providing computational power and 5) type of the transaction. The latter is the
number of transactions that can be processed within a second and is dependant on 1) choice of public or
private blockchain, 2) block size and block time and 3) type of the transaction.

5.3.1. Euxisting Research Problems:
e Reducing latency and improving throughput, thereby enhancing scalability in blockchain integrated
systems while incorporating security features to reduce the vulnerabilities of cyber-physical attacks is
a timely issue to be addressed.

e Solving the blockchain trilemma [57] for energy grid applications, in which incorporation of the three
aspects; decentralization, scalability and security in a single solution with the limited resources has
been observed as an obstacle in the current blockchain implementations.

5.83.2. Preliminary Solutions:

Optimization of the block size to suit the requirements of reduced latency while non-exertion of data
storage is a proposed solution to enhance the scalability of the existing blockchain integrated applications [57].
Further, the appropriate choice of the blockchain platform would facilitate in implementing scalable solutions
as proposed in [25] where Hyperledger Fabric architecture attempts to solve the scalability issues observed
in the Ethereum based approach. Side-chain as proposed in [168] is an alternative to facilitate the scalability
issues related to blockchain. Transactions processed using side-chains have to be validated using top-level
blockchain. However, this aspect has further research prospects before practical world implementation. Off-
chains or the payment channels have been identified as a possible long term solution to overcome scalability
issues related to blockchains. P2P transactions are performed and validated between the two entities through
an off-chain rather than utilizing the blockchain for every single energy exchange. The transactions are
recorded in the blockchain after the expiration of the deemed time interval thereby, enhancing the transaction
throughput while reducing the latency experienced during the processing of information [I00]. A similar
approach with the further integration of a distributed queuing system as Not-Only SQL (NoSQL) databases
has been proposed in[I69]. The authors have proposed a blockchain based scheme in which the energy
transaction information is recorded at a less frequency without losing the tamper-proof benefits that are
offered inherently while the sensor data is registered in an off-chain platform. Digital fingerprinting has been
utilized in both scenarios to ensure data integrity and user authentication. Sharding is another technique
incorporated with blockchain applications, reducing the computational burden associated with the validation
of the transactions [I70]. Sharding categorizes the nodes as full and light nodes based on their available
computational capabilities where the former will have access to the complete copy of the distributed ledger
while the latter will be provided the bare minimum state of the blockchain enabling it to process the
transaction, which is subjected to validation. Transactions can be validated in parallel in this approach
without compromising the integrity of data.

5.3.3. Future Directions:

Solving of the blockchain trilemma [57] has further research potential, which posses numerous challenges
in achieving the envisaged fully-decentralized, autonomous, self-resilient SG 2.0. Combining security features
with a scalable blockchain solution to cater multi-domain SG 2.0 applications has not reached the level of
maturity as a research aspect as well as in practical implementation, thus requires exploration.
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5.4. Demand for high computational capabilities

As the number of connected IoT devices to cater the variety of SG 2.0 application increases, the number
of transactions that needs to be processed would proportionally elevate, which demands for efficient com-
putational capabilities. A centralized cloud-centric architecture will not be sufficient to cope with the data
intensive, multi-domain grid topology [22]. With the proportional increase in the number of transactions to
be processed, the latency tends to elevate beyond the prescribed, levels which would inhibit the efficiency
and the autonomy expected from the SG 2.0 [I7I]. Ubiquitous connectivity and fast processing for the
implementation of real-time control strategies would be the requisites for applications such as automation
of the existing grid architecture, fault recovery through a self-resilient distribution network and execution
of demand side integration for imbalance settlement between supply and demand.

5.4.1. Existing Research Problems:

Reliable, low latency communication among many connections with information security integrated has
created an indispensable requirement in the realization of SG 2.0. Optimized utilization of the available
bandwidth of the communication technology to cater all the above requirements is a challenging task.

5.4.2. Preliminary Solutions:

5G and 6G networks have aimed beyond providing high-speed connectivity to the users to facilitate
ultra-reliable, low-latency, massive machine type communication [I72]. The enhanced mobile broadband
integrates several technologies, including cloud computing, edge computing [I73], [174] and SDN [102].

Further, the 6G networks have enabled Multi-Access Edge Computing (MEC) where the base station
facilitates the nodes to offload their computational burden [I63]. With the deployment of 6G, the base
station will be equipped with computational capabilities for fast processing and would resemble a distributed
multi-tenant cloud architecture [22]. Data aggregation and processing tasks are deployed at the edge of the
network rather than at a centralized node which would facilitate connection of massive amounts of devices
while offering higher throughput, lower latency and better reliability [163].

5.4.8. Future Directions:

The integration of blockchain with the 5G and 6G technologies for offloading of information processing
would enhance the robustness and security of the system. The transparency and immutability offered
inherently by the blockchain would facilitate the secure, distributed computation at multi-tenant cloud nodes
with minimal intervention of a third party, which would compromise the privacy of the users and become
vulnerable to single point failure through DoS. Connection of a large number of devices and handling the
traffic could be enabled through computation at edge nodes with better resource management (i.e. optimized
utilization of bandwidth). Realization of autonomous SG 2.0 architecture is aided by blockchain integration
with advanced telecommunication technologies.

5.5. Security and Privacy concerns elevated through the integration blockchains

Security is the primary concern of any decentralized platform. Cyber-physical system is the key platform
behind the implementation of SG 2.0, which creates a large number of access points and becomes more
vulnerable to security breaches and violation of privacy [I75]. Blockchain has been proposed as the facilitator
in achieving the stipulated goals in SG 2.0 due to the immutability and transparency, inherently offered by
these technologies. This enables the envisaged smart grids to function with uncompromising distributed
topology. Blockchain however, is not the guaranteed solution which has not been explored to the depth in
the existing literature.

5.5.1. Euxisting Research Problems:

e Blockchains could be vulnerable to security threats including leakage of private-public keys, revealing
of transaction patterns, which leads to disclosing of behavioural and habitual information, risk of
double spending, 51% wvulnerability and selfish and reputation based security threats. This can be
further sub-categorized as identity based, manipulation based, cryptanalytic based, reputation based
and service-based attacks [107].
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e Smart contracts, which contain automatically executable codes might contain bugs and vulnerabilities
that can be exploited by malicious attackers to impede the system [IJ.

e Quantum resilience is another stipulated issue that would affect the blockchain technology, in which
quantum computers with sufficient processing capabilities could break the public key encryption
schemes such as ECDSA [I76]. This would reveal user identities through compromised pseudo anonymity
and disclose energy consumption and trading patterns.

5.5.2. Preliminary Solutions:

Most of the solutions proposed to overcome the identified security threats include providing of temporary
session keys, utilizing of a private or consortium blockchain such as Hyper Ledger Fabric, public-key encryp-
tion with time stamps, elimination of encryption based methods by physical layer security [I77] and use of
lattice-based signatures [I78] to eliminate the potential risk of quantum attacks. However, the scalability of
these proposed solutions have not been studied so far, which has an open future for further research.

5.5.3. Future Directions:

Facilitating secure blockchain platforms inclusive of scalability features to incorporate the increasing
number of devices being connected while enabling decentralized operation of the SG 2.0 grid would pose
challenges in the implementation process.

5.6. Interoperability, adaptability of blockchains and lack of standards for blockchain integrated systems

SG 2.0 integrate heterogeneous energy sources from various stakeholders, and the devices, which are
connected may comply with different standards. Interoperability of the devices, which refers to their capa-
bility to corporate in an efficient manner irrespective of the technical specifications would create challenges
due to incompatibility of the system components [I10]. The absence of a single, widely accepted standard
impedes the integration of small-scale renewables, plug-in EVs, IoT devices including smart meters that
render services to P2P energy trading and DSI and PMU to monitor the grid operations.

Further, the feasibility of adapting blockchains in the future electricity grid for autonomous operation
may not be applicable to each application as the requirements change rapidly.

5.6.1. Existing Research Problems:
e Formulating standards for seamless interoperability of cyber-physical system components and reliable
communication protocols for information exchange is an expedient requirement of the envisaged SG
2.0. In addition to these, the discrepancies in reward/penalty schemes would lead towards uneven
grounds for energy trading [13].

e Critical regulatory changes are expected in the envisaged SG 2.0 to facilitate wholesale as well as
P2P energy trading at main grid level and within microgrids respectively [13]. The conventional grids
follow a monopoly market regulated by the utility with their infrastructure, which is not adaptable
to a grid architecture where each connecting device has its specifications. This includes the absence
of a standardized mechanism for the incentives allocated for sustainable behaviour and penalties for
non-compliance [I].

e Lack of regulations and protocols to guarantee the consumer information security in SG 2.0, which may
create adverse effects such as revealing of complementary consumer identities and energy consumption
patterns which are directly connected to the behavioural habits of the consumer [13].

e Ensuring adaptability of blockchain as a common platform for the applications of the is a challenge to
be addressed in the envisaged grid topologies.

e Issues on the transformability of the existing grid architecture to decentralized, distributed topology
should be resolved through standards with proper consensus.
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Table 9: Impact of blockchain integration challenges to Smart Grid 2.0 applications.
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which would facilitate the spike of devices being
connected
Security and privacy threats Cyber-physical attacks to which the blockchain
based systems are vulnerable H H H H H H H
Lack of standards Inhibition of interoperability between heteroge-
neous devices of different stakeholders I8! L8l I8l L I8l L L

High impact Medium impact Low impact

e The complexity and the usability of the Application Programming Interface (API) of the available
blockchain platforms is a persisting issue to be concerned for the successful implementation of future
smart grids [110].

5.6.2. Preliminary Solutions:

An EU policy has been deployed, which sets rules and regulations for the protection of consumer data [13].
EnergieSudwest, in collaboration with Karlsruhe Institute of Technology (KIT) is designing the market
mechanism and the required regulatory changes in the P2P energy trading of microgrids. Mobility Open
Blockchain Initiative (MOBI) which is the first ever blockchain based EV integration standard has been
introduced by the MOBI’s Electric Vehicle Grid Integration Working Group with the intention of facilitating
the rising numbers of EVs [179)].

5.6.3. Future Directions:

As blockchain is still in its infancy, formulation of the standards and regulatory framework would require
a case-by-case analysis. Standards need to consider the fact that blockchain based systems rely upon the
technology in contrast to a third party intermediary of a centralized topology in which the latter would be
responsible for any malfunction or misconduct observed within the system [13].

The effect of each integration challenge in the implementation of the SG 2.0 applications discussed in
Section M is summarized in Table [Ql

6. Conclusions

This survey aims at comprehensively evaluating the applicability of the current blockchain technologies
and its future developments, in SG 2.0 implementations. The concise discussion on the SG 2.0 architecture
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and the evolving trends of the blockchain application for power systems have directed this survey to anal-
yse the benefits of integrating blockchain in this novel, distributed infrastructure. The existing literature
related to the proposed blockchain implementations in SG 2.0 applications is elaborated with a quantitative
comparison.

This survey attempts to fill in the existing research gaps identified in the domain of blockchain integrated
SG 2.0 applications, which have not received qualitative attention in the available literature. The emphasis
of the study mainly aligns with implementing blockchain based solution, which offers comprising of the key
aspects including decentralization, security and scalability in unison, thus maximize the benefits received
through the envisaged SG 2.0.
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