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Abstract

Data is central to the Internet of Things (IoT) ecosystem. With billions of devices connected, most of the current IoT systems
are using centralized cloud-based data sharing systems, which will be difficult to scale up to meet the demands of future IoT
systems. The involvement of such a third-party service provider requires also trust from both the sensor owner and sensor data user.
Moreover, fees need to be paid for their services.

To tackle both the scalability and trust issues and to automatize the payments, this paper presents a blockchain-based marketplace
for sharing of the IoT data. We also use a proxy re-encryption scheme for transferring the data securely and anonymously, from
data producer to the consumer. The system stores the IoT data in cloud storage after encryption. To share the collected IoT data,
the system establishes runtime dynamic smart contracts between the sensor and data consumer without the involvement of a trusted
third-party. It also uses a very efficient proxy re-encryption scheme which allows that the data is only visible by the owner and
the person present in the smart contract. This novel combination of smart contracts with proxy re-encryption provides an efficient,
fast and secure platform for storing, trading and managing sensor data. The proposed system is implemented using off-the-shelf
10T sensors and computer devices. We also analyze the performance of our hybrid system by using the permission-less Ethereum

blockchain and compare it to the IBM Hyperledger Fabric, a permissioned blockchain. .

Keywords: Proxy Re-Encryption, Blockchain, Smart Contracts, IoT Data Sharing, Security, Ethereum, Hyperledger Fabric

1. Introduction

The Internet of Things (IoT) is an emerging technology
which has great technical, social, and economic significance.
Current predictions for the impact of IoT are very impressive.
It is anticipating that 100 billion connected IoT devices will be
used by 2025[1]]. It will also have a global economic impact of
more than $11 trillion[2].

Data is central to the IoT paradigm. IoT data is collected to
serve many different types of applications such as smart home,
smart city, wearable, healthcare, smart grid, autonomous ve-
hicles, smart farms, industries and manufacturing, and retail
sector[3]. Therefore, numerous heterogeneous sensors exist
to measure a variety of parameters. The collected data from
these IoT sensors can be useful for different stakeholders. For
instance, air quality measurements are of interest to govern-
mental organizations, application developers and inhabitants
of the relevant spaces. However, many challenges arise when
organizing this data sharing as these IoT devices, which are
typically resource-constrained, require efficient mechanisms to
guarantee the data integrity and to enable proper processing and
security[4]. Due to the large number of IoT devices, scalable
deployment, and maintenance costs[3]] should also be taken into
account.

Currently, almost all the sensor systems use centralized

Preprint submitted to Journal of Network and Computer Applications

cloud-based solutions to share sensor data with different stake-
holders. IoT manufactures often use these third-party cloud ser-
vice providers for storage, access control or even implementing
their business intelligence services [5]. In that case, both data
producers and consumers have to trust the third-party service
provider and also need to pay some fee for their services. In ad-
dition, it is needed to establish an agreement between the data
producers and consumers about the pricing and the amount of
data shared. Moreover, these agreements can be even estab-
lished without the consent of the IoT sensor [6]. Most of these
agreements are static and takes significant time and administra-
tion to be established. For instance, the sensor data consumer
has to pay the correct amount or buy a subscription to access
data, which requires the involvement of other trusted parties
such as banks. It will result in a significant increase in time
before the actual data sharing can be realized [7].

On the other hand, the trustworthiness of the sensor data is
also an important issue to bear in mind. Untrusted or third-party
entities can alter information according to their own interests,
so the information they provide might not be completely reli-
able [8]. Data consumers need to be sure that the information
provided by IoT devices and by other external entities, such as
data producers, has not been tampered or altered in any way.
Thus, the current centralized architecture model in IoT systems
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does not provide any solution for enhancing trust and will also
struggle to scale up to meet the demands of future IoT systems.

In order to further monetize from the sensor data, auctions
are used in the marketplace. The open ascending price auction
is possibly the most common form of auction in use today. Most
of the online auction platforms that currently exist are based on
one centralized operator. They rely on proprietary and closed
software [9]. As a result of this centralization, these auctions
often lack transparency and bidders have no way to ensure the
legitimacy of a higher bid.

Our Contribution: To solve the issues, the decentralized
and consensus-driven blockchain technology and the underly-
ing cryptographic processes behind it can offer an intriguing
alternative. Thus, we propose a novel architecture, that uses
blockchain in combination with a cloud service provider for
the trading of the sensor data. We also propose a proxy re-
encryption scheme to ensure the confidentiality and integrity of
the data. The advantage of using blockchain to sell the sen-
sor measurements with different entities is that the correspond-
ing financial transactions are automatically managed through
the agreed smart contract, stored on the blockchain. We also
present a smart contract-based open ascending bid auction for
selling the IoT data on competitive prices. Consequently, com-
pared to the current IoT platforms where the data is stored in a
cloud-based infrastructure, there is no need for manual verifi-
cation of the payments and the predefined requirements. Also,
disputes on these aspects are completely avoided.

To the best of our knowledge, our proposal is the first to use
a hybrid architecture of combining blockchain with cloud stor-
age to solve this particular issue of sharing data. Moreover, we
discuss the different aspects of the implementation of the pro-
posed scheme. On the one hand, we propose a very efficient
proxy re-encryption scheme to be used as the security mech-
anism and how it allows that the data is only visible by the
owner and the person present in the smart contract. On the
other hand, we discuss the practical points such as the use of
a smart contract, the storage of data and the communication be-
tween the cloud server provider and the blockchain. In order
to verify the viability of the proposal, a prototype implementa-
tion of the hybrid architecture and proxy re-encryption scheme
is done on a test bed. We used off-the-shelf devices and a com-
mercial cloud service provider for the prototype implementa-
tion. Moreover, a detailed performance analysis is provided
to demonstrate the scalability and performance metrics of the
approach. To validate the generalization of our solution, imple-
mentation of the scheme in this paper was done using a pub-
lic Ethereum blockchain i.e. Rinkeby Test Network [10] and
later on permissioned IBM Hyperledger Fabric. To further un-
derstand these blockchain platforms, we compare their respec-
tive performances and transactions costs and also discuss their
limitations in the end. The conference paper published earlier
proposed the basic Proxy Re-Encryption Scheme and included
implementation only on private Ethereum network without per-
formance or security analysis.

The remainder of this paper has the following structure.
Section [2] provides the background information and Section
[3] presents related work. The proposed scheme is explained

in Section ] The security aspects and security analysis are
presented in Section [5] and Section [I0]Section [6] and Sec-
tion [§] present the implementation of the proposed scheme on
Ethereum and Hyperledger Fabric. The performance analysis
results are presented in Section [7] and Section [9} Discussion
and practical limitations are presented in Section Finally,
Section [I2] presents our conclusions.

2. Background

2.1. Blockchain

A blockchain is a continually evolving, tamper-evident,
shared digital ledger[11]. It holds the records of the transac-
tions such as the exchange of assets or data between the peers in
a public or private peer-to-peer network. The ledger is shared,
replicated, and synchronized among the member nodes in the
network. This ledger holds the records permanently in a se-
quential chain of cryptographic hash-linked blocks[11]].

Without the involvement of a central authority or third-party
mediator, the participant nodes in the blockchain network gov-
ern and agree by consensus on the updates to the records in the
ledger. These records cannot be altered or reversed unless the
change is agreed by all members of the network in a subsequent
transaction[[12].

Consensus mechanisms in blockchains offer the benefits of a
consolidated and consistent dataset with reduced errors, near-
real-time reference data, and the flexibility for participants to
change the descriptions of the assets they own [12]. Moreover,
none of the participating members own the source of origin
for information contained in the shared ledger. The blockchain
leads to increased trust and integrity in the flow of transaction
information among the participating nodes [12]].

2.2. Ethereum

Ethereum blockchain was introduced by Vitalik Buterin [[13]]
in late 2013 and addressed several limitations faced by the Bit-
coin network. It instantly became the second most common
public blockchain. The Ethereum state consists of accounts,
where each account has a 20-byte address and state transitions.
Block generation time on Ethereum is decreased to 13 seconds
and so is the size of the block. The potential usages of Ethereum
are described as token systems, financial derivatives, identity
and reputation systems, file storage, insurance, cloud comput-
ing, prediction markets, etc. [[13].

In Ethereum "Gas" is a fundamental unit for computation.
Each transaction requires a certain amount of computation and
the "Gas Limit" states the maximum number of computational
steps the transaction is allowed to consume. The usual price is 1
gas per individual computational step plus the fixed additional
price for reading and writing to the data area.

Ethereum offers a smart contract functionality through the
Ethereum virtual machine (EVM) running on the distributed
nodes. Smart contracts are translated into the EVM code and
then executed by the nodes [14]. Smart contracts on Ethereum
are "Turing-complete”, meaning it supports a broader set of in-
structions, including loops. Ethereum as a platform is suitable



for the issuance of tokens. Ethereum based tokens are smart
contracts that implement the ERC20 Token Standard [15]]. One
of the most popular programming languages for writing smart
contracts is Solidity [16].

2.3. Hyperledger Fabric

Hyperledger Fabric [17] is a distributed ledger by IBM and
Linux foundation. Its modular architecture delivers a high de-
gree of confidentiality, resiliency, flexibility, and scalability.
The Hyperledger project was started in 2015 and launched in
mid-2017. The Hyperledger Fabric is a private and permis-
sioned blockchain, in which identities of all the participants are
known. It is designed to support the pluggable implementa-
tion of different components to support complexities that exist
across ecosystems.

Fabric supports modular consensus protocols, which allows
the system to tailor to particular use cases and trust models. Hy-
perledger Fabric can store data in multiple formats, and it is also
the first blockchain system that runs distributed applications
written in standard, general-purpose programming languages,
without systemic dependency on a native cryptocurrency [[18]].

Hyperledger Fabric consists of various components such as
endorsers, ordering service, and committers. Due to numerous
components and phases, Fabric provides various configurable
parameters such as block size, endorsement policy, channels,
state database. Hence, one of the main challenges in setting up
an efficient Fabric network is finding the right set of values for
these parameters, depending on the application and its require-
ments.

2.4. Smart Contracts

A smart contract is a computer protocol intended to digitally
facilitate, verify, or enforce the negotiation or performance of
a contract [19]. Unlike traditional contracts that rely on the
reputation of the counterparties, smart contracts can be made
between untrusted, anonymous people. Also, the execution of
contractual terms is automatic and does not rely on any third
party. The concept of smart contracts was introduced in 1990
by Wei Dai [20]]. However, smart contracts were not possible
in many traditional systems since the participating parties used
to maintain separate databases and they did not rely on a proper
trust model. However, the possibility to develop a trusted and
shared database based on a blockchain has eliminated this lim-
itation.

A blockchain-based smart contract is a self-executing code
on a blockchain that automatically implements the terms of an
agreement between parties [21]]. Blockchain-based smart con-
tracts could offer a number of benefits, such as fast, dynamic
and real-time updates, low cost of operation, high accuracy
and fewer intermediaries[19, [21]]. These benefits also fuel the
adaptation of a smart-contract in different applications. Thus,
blockchain-based smart contracts are getting a significant inter-
est across a wide range of industries.

Several blockchain platforms such as Bitcoin [20], Ethereum
[14], Hyperledger Fabric [18]], Stellar [22], iOlite[23] and
Lisk [24] are available to develop smart contracts. However,

Ethereum [25}21]] is the most popular platform due to its stable
and safe operation.

2.5. Cryptographic Operations and Notations

The cryptographic scheme is based on Elliptic Curve Cryp-
tography (ECC) [26]], allowing to offer lightweight public key
cryptographic solutions. For instance, corresponding with an
80-bit security parameter, a field size of 160 bits for ECC is
sufficient, while RSA based solutions require 1024 bits. ECC
is based on the algebraic structure of elliptic curves (ECs) over
finite fields. We denote the curve in the finite field '), by E (4 ),
defined by the equation y* = x> + ax + b with a and b two con-
stants in F, and A = 4a® + 27b* # 0. We denote by P the base
point generator of E ;) of prime order g. All points on E ),
together with the infinite point form an additive group G.

The product R = P = (Ry,R,) withr € F, and R\,R, € F),
results in a point of the EC and represents an EC multiplication.
The scheme relies on two computational hard problems.

e The Elliptic Curve Discrete Logarithm Problem (ECDLP).
This problem states that given two EC points R and Q of
E ), itis computationally hard for any polynomial-time
bounded algorithm to determine a parameter x € F, such
that Q = xR.

e The Elliptic Curve Diffie Hellman Problem (ECDHP).
Given two EC points R = xP, Q = yP with two unknown
parameters x,y € F, it is computationally hard for any
polynomial-time bounded algorithm to determine the EC
point xyP.

In addition, we denote a one-way cryptographic hash func-
tion (e.g., SHA2 or SHA3) with output a number in F}, by H.
The concatenation and xor operation of two messages M; and
M, is denoted by M ||M, and M| & M, respectively. We further
assume that the EC parameters and the associated EC opera-
tions, together with the hash function are implemented in each
entity participating in the scheme.

3. Related work

There exist different studies on the security and privacy of the
ToT [27,128]] and the vast majority of this research work is on un-
derstanding and identifying these threats [29]. The IoT devices
sense, gather and share a large amount of data, thus opening up
significant security and privacy concerns. Khan and Salah [30]
in their paper have reviewed different security challenges in [oT
and identified insecure transferring of IoT data as a high-level
security risk. Authors in [31] demonstrated the lack of basic
security by hacking off-the-shelf smart home IoT devices.

Blockchain got popular as it was used for recording finan-
cial transactions (e.g. Bitcoin), where transactions are encoded
in blocks and kept by all the participants. Any modification
in the blockchain transactions can be easily traced and de-
tected. Later, blockchain has been used in other applications
such as IoT, healthcare, transportation, and energy networks.
Ethereum is one such blockchain system used in many appli-
cations. Ethereum is a blockchain-based distributed computing



system that has its own language such as Solidity [[16]. It gives
developers the flexibility to write their own codes and run them
on the blockchain. Huh et al. [32] proposed using Ethereum
blockchain to build an IoT system that could easily manage the
configuration of the IoT devices and provide a platform for the
key management system. They utilized smart contracts to man-
age the system in a fine-grained way. They implemented and
evaluated the proof of concept with a few IoT devices to prove
the feasibility of the system. Banerjee et al. [33]] have ana-
lyzed security risks in sharing IoT data and proposed the use
of blockchain to ensure the integrity and security of the shared
datasets. They discussed two blockchain based approaches and
presented nine research questions regarding them. However,
they did not implement any of the proposed approaches. Au-
thors in [34] compared a cloud server with a blockchain-based
model for the security of IoT and they concluded that a cloud
architecture costs more and is susceptible to manipulation. One
of the main reasons for blockchain’s incorporation into IoT is
to strengthen its security. Authors in [35] have demonstrated
how blockchains can be utilized for security and privacy of
the smart home devices. They integrated local storage of sen-
sor data in the blockchain. They have additionally analyzed
their proposed framework with respect to fundamental security
goals like confidentiality, integrity, and availability. Hyperleder
Fabric is permissioned distributed ledger technology in which
identities of all the participants are known to participate in the
blockchain network [[17]. Authors in [36] provide an architec-
ture for commissioning of an IoT device into a cloud ecosystem
using permissioned blockchain. However, they did not provide
any implementation of the architecture. Carames et al. [37] has
identified the new distributed applications in the blockchain IoT
combination and later compare the blockchain platforms for the
technical fit. Most of the applications identified in the paper
uses permission-less blockchain.

The idea of IoT sensors as a tradable asset is related to that
of Sensing as a Service (Sensing aaS) model. The following
two technical architectures for data marketplaces are somewhat
relevant to our work. First, the MARSA platform [38] is re-
lated to our work as it provides a marketplace where owners
have an incentive to trade their data. This platform uses central-
ized trusted authority to manage the market place that is done
by blockchain in our proposal. Second, Nokia Sensing as a
Service[39] is an end-to-end solution that brings a platform for
real-time processing, analyzing and selling of the sensor data.
It allows the sensor owner to bring new monetization oppor-
tunities through digitalization and enables micro-transactions
based on smart contracts that leverage the blockchain. This
platform does not provide any details for secure transferring
of the data from the owner to the customer. In this classifi-
cation, our work is unique, as it enables fair and secure data
exchanges amongst sensor owners and publishers on one side,
and sensor data consumers, on the other. Sheikh et al. [40]] pro-
posed a Byzantine based blockchain framework for the energy
trading process between electric vehicles and the distribution
network. They evaluated and compared the proposed frame-
work with other PoW blockchain but didn’t implement any of
the proposed approaches. Authors in [41]] and [42]] also purpose

a secure Energy Trading Scheme based on public and private
blockchain respectively. Nan-Li et al. [43] propose a secure
decentralized trading solution for open data trading by sharing
encryption keys using a smart contract on the blockchain. They
implemented and evaluated the proposed framework only on
private Ethereum blockchain. Dai et al. [44] introduce a se-
cure data trading ecosystem on blockchain where they secure
the data processing and give access to the analysis result to
the buyer. They implemented the ecosystem on the Ethereum
blockchain and Intel Software Guard Extensions and also per-
formed in-depth analysis.

In 1998, Blaze, Bleumer, and Strauss [45] initially intro-
duced the concept of proxy re-encryption and constructed the
first bidirectional proxy re-encryption application. Proxy re-
encryption has many exciting applications such as law enforce-
ment, email forwarding and secure network file storage [46].
Jiang and Guo [47]] proposed an encrypted data-sharing scheme
for secure cloud storage based on the conditional proxy re-
encryption. They proved the correctness and security of the
proposed system and also analyzed the space and computational
costs of it. Authors in [48]], [49] also propose a similar scheme
but it is not dynamic, hence making it unsuitable for cloud data
sharing. In [50]], a very efficient solution for data storage in
the cloud is proposed using a pairing free proxy re-encryption
scheme. However, the scheme is not implemented in practice.
Although the underlying structure of our proposed scheme is
based on it, some important modification like the inclusion of
metadata is included to ensure a practical usage of the scheme.

Most of the prior work partly addresses the problem of se-
curely sharing the [oT data. It is nearly impossible to come up
with device-embedded security to solve all the security threats
to the IoT devices. Limited computing and power resources
of IoT also make the execution of complex security algorithms
harder on the device. We propose using the combination of a
blockchain and a pairing free proxy re-encryption scheme to
provide a trading platform and to ensure secure transfer of the
sensor data to the user.

4. Proposed Architecture

In this section, we present our new architecture based on the
mechanisms of blockchain and re-encryption for secure storing
and sharing of the sensor data. We consider four entities in the
system: IoT sensors, Data requester, cloud provider, and the
blockchain, as shown in Figure[l]

4.1. Stakeholders and their roles

4.1.1. Sensors

An IoT sensor node labeled as sensor owner in Figure [I]is a
computing device that connects to the blockchain network and
can capture and transmit data. It interacts with

(a) Cloud storage, to save and retrieve the encrypted sensor
data from the database

(b) Blockchain, to perform smart contract transactions and
manage the electronic wallet.
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Figure 1: Proposed Architecture

The sensor node consists of a single or multiple low-powered
10T sensors, connected to a powerful IoT gateway node through
Bluetooth low energy. The IoT gateway collects data from
each source, encrypts it, and sends it to the cloud. Due to
the low computational power of IoT sensors, these gateway
nodes also manage all the blockchain transactions. It also runs
a blockchain node and keeps a local copy of the ledger.

4.1.2. Requester

The user node is labeled as a third-party requester in Figure
[l It can be seen as a software agent acting on behalf of the
user for specifying the requirements and type of sensor data to
be queried. It manages cryptographic keys of the user needed
for the re-encryption scheme. The user node also acts as the
blockchain node and manages all the financial associated trans-
actions related to the user e.g. transferring tokens to IoT sensor
or bidding for the data.

4.1.3. Cloud Server

The cloud storage node stores the encrypted sensor data com-
ing from the IoT gateway and it also entertains the user request
by returning the records that match the third-party requester
specified criteria. The cloud server also runs a blockchain node
and connects to the network to do transactions and maintain a
copy of the ledger.

4.1.4. Blockchain

A known and trusted application shares and synchronizes
transaction data across multiple nodes. It interacts with all the
entities in the system and logs those interactions in the form
of transactions. Smart contracts only live in the blockchain
context and are used for accessing blockchain external data.
The smart contract manages the financial transaction costs and
checks the corresponding requirements (e.g. Data Location) re-
lated to the data.

4.1.5. Market Place
Blockchain-based or decentralized marketplaces are peer-to-
peer networks that directly connect consumers and producers

Consumer

= o
53]
Producer Appliances

Smart Contracts
Mobile

Vehicles Marketplace

Figure 2: Blockchain Marketplace

without any intermediaries. IoT Data from different sources
can be sold and bought on this platform. Just like the traditional
marketplace, producers supply information about their products
and consumers look for goods and make purchases. It offers
a new business model, resulting in new opportunities for user
interaction, payments in cryptocurrency and agreements based
on smart contracts.

4.2. Functions of the Proposed Architecture

1) The sensors’ owner activates the sensors and registers
them on the blockchain, either via a smart contract func-
tion or Certificate Authority (CA), depending on the dis-
tributed ledger technology. The owner provides the price
of the data along with the registration transaction. Later,
he can also auction the data by using the bidding smart
contract.

2) After successful registration, the sensors’ owner provides
the sensor with the required key material such that the
measured data can be sent encrypted to the cloud storage
server. The cloud server provider also checks the authenti-
cation and integrity of the data received from the sensors.
If correct, the data is securely stored locally on the server.

3) A user requests access to one of the sensor(s) data via the
smart contract function and initiating transfers of tokens
to the sensor owner. He can also participate in the bidding
process if the data is auctioned on the marketplace.

4) After receiving the request, the sensors’ owner and re-
quester come to an agreement, a smart contract is mined on
the blockchain by the requester, confirming the deal. The
requester also shares its public cryptographic key along
with the smart contract.

5) On receiving the user request, cloud storage is notified us-
ing the smart contract events. The software running on



the cloud then filters the data according to the request and
saves it on a temporary location.

6) Sensor owners are notified about the address of the newly
mined smart contract using the swarm messages. It gener-
ates the re-encryption cryptographic key using the public
keys from sensor owner and requester before uploading it
on the blockchain.

7) The software running on the cloud receives the re-
encryption cryptographic key and re-encrypts filtered data
using the re-encryption key, before storing it again on a
temporary location onto the cloud storage server.

8) When the data is ready, the requester is notified of the tem-
porary location path of the data by the smart contract’s
emit event function through the blockchain.

9) The requester can download the data and can only decrypt
it using its own private cryptographic key.

5. Security aspects

We will discuss in this section the requirements, cryp-
tographic operations and notations, and the proposed re-
encryption scheme.

5.1. Requirements

The system should satisfy the following fundamental security
features.

o Confidentiality: The sensor data needs to be securely sent
to the cloud server provider. Only the sensor owner, sensor
and subscribed user are able to retrieve the actual measure-
ments of the sensor. Consequently, no outsider, even not
the cloud server, is able to derive useful information from
the transmitted messages.

o Integrity: The content of the data from the sensors to the
cloud server provider should not be altered without being
notified by the cloud server provider.

o Authentication: Everybody, in particular, the cloud server
provider and subscribed user, is able to check the authen-
tication and integrity of the data.

e The system should be resistant against well-known secu-
rity attacks like man-in-the-middle attacks, impersonation
and replay attacks.

The challenging part is to establish these security features in the
most efficient way from the part of the sensor. Furthermore, the
following assumptions are made:

e The cloud server provider is responsible for the correct
storage of the data. Moreover, it takes care of the com-
munication of the addresses of the stored data to the
blockchain. We consider the security model of an hon-
est but curious server, meaning that it will perform all the
required actions but is curious in deriving the data itself

in order to use it for its own purposes (e.g. selling). The
owner can check the correct behavior at any time by con-
sulting the blockchain transactions.

e We consider a secure communication between the cloud
server provider and blockchain using traditional security
mechanisms like Secure Sockets Layer (SSL) as both en-
tities are not considered to be constrained devices. Conse-
quently, the focus of the description on the security mech-
anisms is between the IoT sensor and the cloud server
provider.

e We assume a Yao-Dolev attack model in which the at-
tacker can be both active or passive. In case of a passive
attacker, the attacker is able to eavesdrop the communica-
tion, while an active attacker can also modify, delete or re-
play (part of the) communication. As a consequence, spe-
cial attention should be given to protection against man-
in-the-middle attacks, replay attacks and impersonation at-
tacks.

5.2. System model

We propose to apply a Certificate Based Proxy Re-
Encryption (CB-PRE) scheme, which constitutes of seven
polynomial-time algorithms: Setup, CertifiedUserKeyGen, En-
crypt, ReKeyGen, ReEncrypt, Decryptl, and Decrypt2. We
now explain each of these phases into more detail. In our pro-
posal, we have combined the phases UserKeyGen and Certify
to one phase called the CertifiedUserKeyGen phase.

The proposed scheme is very similar and based on (REF), in
which a complete formal security proof has been given. How-
ever, to make the scheme practically, we had to make some
slight changes like the addition of metadata. Note that this
change has no impact on the security strength and the proof
given in (REF) can still be applied [51]. We use metadata as-
sociated with the message and ciphertext for efficiency reasons
to facilitate the look-up of information and the corresponding
request from the delegate. For instance, a delegate can be inter-
ested to obtain all information posted by a particular delegator
(in our context sensor) during a certain period. The metadata
can consist of multiple fields. As a minimum, we propose the
following fields:

e ids: The identity of the delegator
e Ty: The timestamp of the creation of the message.

Additional fields can be for example a list of keywords, an ac-
cess control list, and corresponding access rights, etc. The pur-
pose of the different phases is summarised below:

e Setup(/): This algorithm is executed by the Certificate Au-
thority (CA) and takes as input a security level /, and gen-
erates based on this a list of public parameters params.
In addition, also a master secret key msk of the proxy is
generated. The public parameters are published and msk
is kept secret.



5.3.

CertifiedUserKeyGen(params, id,): This phase enables
the generation of a private and public key of the sen-
sor/user in such a way that only the involved entity is aware
of the private key and no secure channel for the distribu-
tion of the key material is required. The construction of
the public key requires the usage of a certificate generated
by the CA.

Encrypt(params, M, ids,ds, Ty): In this phase, the dele-
gator A is able to generate a valid ciphertext C4 for M
and corresponding metadata meta, using params, idy4, the
timestamp Ty, and its private key d4. The output C con-
tains Cy4, meta and auxiliary information (44, s4) to check
the authentication.

ReKey(params, dy,idp, Certg,Cy,meta): The ReKey
phase generates a re-encryption key rksp for the output
C of the Encrypt phase coming from id4 for the delegate
with identity idp, using its certificate certp to compute the
corresponding public key Pg.

ReEncrypt(params, C4, rkap): This algorithm re-encrypts
the ciphertext Cy4, using the re-encryption key rksp to ob-
tain the ciphertext Cp. Replacing Cy4 into Cp of C, results
inC’.

Decryptl(params, C,dy): The first decryption algorithm
allows the delegator to retrieve its message from the ci-
phertext C4 and to check the integrity.

Decrypt2(params,C’,ds): The second decryption algo-
rithm allows the delegate to retrieve the encrypted message
of id, from the ciphertext Cp of C’, using its private key
dp. Also, the integrity and authentication are verified.

Operation of the System

We now discuss the different operations in more detail.

o SetUp(/): Given a certain security parameter /, the follow-

o CertifiedUserKeyGen(params, idy):

ing steps will be executed to derive the public parameters
params and the master secret key msk.

— First, the CA chooses an /-bit prime g. Next, an EC
of order g is generated, and a corresponding genera-
tor point P is defined. Denote by G the group of EC
points.

— A random value a € Fjl is chosen and P, = aP is
computed.

— Four different hash functions are determined. H; :
G x{0,15> - F;, Hy : F; x{0,1}** — F}, H3 :
{0.1}% x G — F}, Hy : F;; x {0, 1}%x — F.

— The public parameters are now params =
{G,q,P, P,,H,Hy, H;, Hy} and the master secret
key is put as msk = a.

This algorithm is
based on the Elliptic Curve Qu Vanstone (ECQV) certifi-
cate mechanism [52] and consists of the following three
phases:

— First, the involved entity idy generates a random
value ry € Fj and computes Ry = ryG. Next the
tuple (idy, Ry) is sent to the CA.

— Upon arrival, the CA checks the identity of idy.
Next, it also chooses a random value r; € F; and
computes R, = r,P. Then the certificate Certy =
Ry + R, is derived. Finally, auxiliary information
to derive the private key for the involved entity is
computed by r, = H|(Certyl|lidy)r, + a. The tuple
(rq, Certy) is sent back.

— The involved entity computes first its private key
dy = H(Certyllidy)ry + r,. Its public key equals
to Py = dyP. If Py = H(Certyllidy)Certy + P,, it
accepts the key pair (dy, Py).

e Encrypt(params, M, id4,ds, Ty): The metadata is gener-

ated for the message M, ie. meta = (id4||Ty). Next, the
following computations are made.

r = Hy(ds|lmeta),R = rP
Cy = M ® Hs(metallrPa)
ha = Hy(Callmeta)
sS4 = r—hydy

The output C of this algorithm equals to C =
(Cy, meta, hy, sa).

ReKey(params,dy,idg, Certg, Cy,meta):  First r =
H;(dpllmeta) is derived from C. Then, the public key of
idp is computed as Pg = H;(Certgllidg)Certg + P,. This
leads to the definition of the ReKey as

rkag = Hsz(meta|lrPy) ® H3(metal|rPg)

The output is the key rkyp.

ReEncrypt(params, Ca, rkap): The re-encryption phase
changes the ciphertext C4 to Cp by

Cg = rkap®Cy
Note that Cp also corresponds to M @& Hi(metal|rPp),
which will be used in the decrypting phase of the del-

egate. The output C’ is now the tuple, containing
Cpg,meta,IDpg, hy, s4.

Decryptl(params, C,ds): Here the delegator wants to de-
crypt the ciphertext to derive the original message and to
check its authenticity. Therefore, the following computa-
tions are required:

H(d4llmeta)

*
I

M = Cx® Hi(metal|rPy)
ha =  Hy(Cyullmeta)
Check: sS4 = r-— ]’lAdA



e Decrypt2(params,C’,dg): In this phase, the delegate B
derives the message M from C’ by the following opera-

tions.
R = s;P+ hAPA
M = Cpg® Hiz(metal|ldgR)
Check: hy = Hy(Cyllmeta)

5.4. Connection with the blockchain

We now discuss the relationship between the phases of the
proxy re-encryption scheme and the blockchain using the steps
of the proposed architecture in Figure [T}

¢ In step 2, the sensor owner generates keys for the encryp-
tion scheme using Elliptical Curve Cryptography (ECC),
using the curve P-256. Key holders can use their private
key to encrypt and sign a piece of data and save them on
the cloud.

e In step 4, the data requester generates its own key pair
and share it with the data producer. The Data producer
is responsible for the deployment and management of the
smart contract on which the public key P is uploaded by
the data requester.

public_key < —H(Pp)

e In step 6, the re-encryption key rk,;, is derived by the IoT
sensor using the public key Pg. It is then shared with the
cloud using the same smart contract. The re-encryption
key is hashed and signed using the ethereum private key
of the sensor, before being mined by the blockchain. The
following operations are made.

Hj(metal|rP,) ® Hy(metal||rPp)
H(rkap)

I"kAB =

reKey < -

e In Step 7, the cloud server then generates a valid ciphertext
Cp using re-encryption key rk,;, and uploads it on the cloud
storage.

Cg = rkap®Cy

e Instep 9, the encrypted data is shared with delegate B, who
decrypts it with its private key dj, and verifies the signature.

6. Implementation on Ethereum

This section provides the implementation details of the
Blockchain based proxy re-encryption scheme.

We demonstrate the feasibility of the system design with
the prototype implementation containing a permissionless
Ethereum blockchain, IoT sensors and a cloud server for stor-
age of the data. Figure [Jillustrates the setup of the system with
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Figure 3: Overview of the Architecture Implemented
Table 1: DEVICES AND THEIR CAPABILITIES
Miner Full node Iot Sensor
. Dell Raspberry Tl
Device Latitude Pi 3 Sensortag
CC2650
# of nodes 3 5 2
RAM 4GB 1GB -
oS Ubuntu Raspbian BLE Stack
18.04 Jessie 222
Geth v1.8.0 v1.8.0 -
Connectivity Internet Internet BLE

three IoT sensors, three mining computers, five ethereum full
nodes, two regular users and one cloud storage server. We sum-
marize the device types and their capabilities in Table [T}

We configured and connected all the computer devices to the
internet. We used the auto-discovery protocol of Geth to con-
nect the Ethereum miners and the full nodes, and in the end we
configured Google firebase cloud for storage.

6.1. Miners

The proposed system consists of three miners that generate a
block of transactions on average every 13 seconds. These min-
ers are running on a virtual machine with the same hardware
capabilities. All the mining devices were configured to use
one Ethereum wallet that collects the mining reward. Newly
mined tokens are then added to the overall balance that can be
bought by users to pay for services, hence compensating for the
miner electricity consumption. These miners are running on
Geth v1.80 [53] with four mining threads each.

6.2. Smart Contracts

We developed two smart contractﬂ on truffle[54] and com-
piled them with Solidity 0.4.24 [16]. The first smart contract

Ihttps://github.com/ahsan100/smart-contract
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consists of the functions to register the sensor, request data, and
financial functions. The second smart contract is dynamically
created in the runtime when the user requests for the data. The
address of the second smart contract is shared with the con-
cerned entities via the swarm messaging. To increase the se-
curity we used function modifiers to automatically check the
identity of the person calling the smart contract functions and
allowing only the concerned entities to call them.

6.3. IoT Sensors

Each sensor TI Sensortag CC2650 connects to a Raspberry
Pi 3 Model B (RSP) through Bluetooth Low Energy, as shown
in Figure [3] This RSP manages the sensor and the Ethereum
account to perform transactions on the blockchain on behalf of
sensors. A sensor application is developed in Python 2.7.12 that
connects to the sensor, performs the cryptography functions de-
scribed in the proxy re-encryption scheme on the sensor data
and uploads that data to the cloud storage server. This applica-
tion synchronizes with the blockchain using the Python- JSON-
RPC (JavaScript Object Notation - Remote procedure Calls) li-
brary. As the blockchain notifies the application about the data
request, it queries the Google Firebase and downloads the fil-
tered data. It gets the re-encryption key from the smart contract
and performs proxy re-encryption of the filtered data.

The registration of the sensor device on the system is per-
formed by calling the function "methodRegister" of the smart
contract. A fixed price of the sensor data and MAC address is
sent along the function for registration. The MAC address of
each sensor acts as its identity and is used for re-encryption.
Once registered, the sensor starts uploading the encrypted data
to the cloud server. This RSP stores the private key locally and
provides the cloud with a re-encryption key via the blockchain.
It is assumed that the BLE connection between sensor and RSP
is completely secure.

6.4. User Application

Customer Node

Sensor 1

ABCD ABCD

Figure 4: User Interface

A customized application is designed as the user interface in
Python 2.7.12, running on a Raspberry Pi 3 attached to a touch-
screen, as shown in Fig. ] This application uses JSON-RPC to

Algorithm 1: Sensor Registration and User Balance
Contract

mapping (bytes32 => device) sensorList
mapping (address => uint256)balances

Init: uint256 total_sensor
constructor (InitialSupply):
| balanceOf[Owner] = InitialSupply

Event Transfer (Sender, Receiver, amount) ;
struct {
string name

string sensorID

address creator

uint256 price
devices
unction methodRegister (name, MAC, price):
newKey = stringToBytes32(name)
total_sensor += 1
sensorList[newKey].name = name
sensorList[newKey].sensorID = MAC
sensorList[newKey].creator = Requester
sensorList[newKey].price = price

o ——

Function sendCoin (Requester, Amount):

if balanceOf[Requester] > Amount then
balanceOf[Requester] += Amount
balanceOf[Owner] -= Amount
return TRUE

else

| return FALSE
end

Function getBalance (Requester):
‘ return balanceOf[Requester]

Function getPrice (name):
Key = stringToBytes32(name)
return sensorList[Key].price

Function requestData (name, time):
Key = stringToBytes32(name)
receiver = sensorList[Key].sensorID
price = sensorList[Key].price x time
sendcoin(receiver, money)

return True

Function getSensors():
return total_sensor




get the sensors’ information from the blockchain. After select-
ing the required sensor, the user enters details for specifying
the data requirements. It interacts with the blockchain via a
personal ethereum account. As the user calls the "requestData"
function of the smart contract, we notify the sensor device and
the cloud sever using the Event function in the smart contract.
The "sendCoin" function is used to buy and transfer the tokens,
required to pay for the sensor data.

We deploy a new smart contract on the blockchain in runtime
based on the user-selected options for the requested data (e.g.
Sensor selection, Price). The user also sends the public key as

the constructor value when deploying the smart contract.

Algorithm 2: Contract for bidding This application keeps track of the Ethereum wallet along

Init: uint startBlock

Init: uint endBlock with ECC [26] secret key of the data requester. The cloud server

Init: bool canceled notifies the application when it updates the smart contract with
Init: uint highestBid the temporary address of the filtered sensor data. The applica-
Init: address highestBidder tion downloads the data from the cloud server, checks for the

i dd => uint256) Bidd . . .
mapping (address => uini236) Bidders signature and integrity, and decrypts the requested data.
constructor (_startBlock, _endBlock):
startBlock= _startBlock
endBlock= _endBlock 6.5. Cloud Storage Server

The cloud storage server consists of the RSP and the Google

Funci?(;?sg:lc;ili(o) ;hen Firebase. RSP acts as ethereum full node and connects to the
| revert() blockchain, while Google Firebase is used for the storage of the
else data. The authentication and integrity of the data are performed
| uint newBid = msg.value .
end on the RSP and encrypted sensor data along with the meta-data
if newBid <= highesiBid then is uploaded to the Google Firebase in JSON format. This cloud
| revert() also performs proxy re-encryption and updates the smart con-
else

tract variable for data address sharing.
fundsByBidder[msg.sender] = newBid g

highestBid = newBid )
highestBidder = msg.sender 6.6. Proxy Re-Encryption

end

return True An application is implemented in Python 3.6.5 to perform the

proxy re-encryption on the RSP. As the blockchain notifies the
Function cancelBidding(): application about the data request, it queries the Google Fire-
‘ i:?ﬁ:fﬁ'};;r“e base and downloads the filtered data. It gets the re-encryption
key from the smart contract and performs proxy re-encryption

Function withdraw(): of the filtered data.

if canceled then
‘ msg.sender.transfer(fundsByBidder[msg.sender]) .

else 6.7. Data Auction

if msg'sende:1 == OWszer g‘leﬁ Bid A smart contract was written for the auctioning of the data
. trans t . . S
el‘s . msg-sender-transfer(highestBid) as shown in Algorithm [2| Any data producer can publish its
| msg.sender.transfer(fundsByBidder[msg.sender] data for public auction and any consumer can participate in it.

end Consumers can withdraw from the bidding process at any time

end and producers can also cancel the bidding. In the end, all the

return True

bidders are informed about the result as its an open auction and

the highest bidder get the data after transferring money to the
producer.

7. Performance Analysis for Ethereum

In this section, we describe the experiments to evaluate the
proof of concept implementation. Experiments were designed
to study the performance of the framework. We have performed
multiple experiments, starting from the time taken to register a
sensor to performing data requests and blockchain transactions.
We tested the impact of proxy re-encryption on the overall sys-
tem and performed some scalability tests.
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7.1. Execution Cost

Gas is a unit denoting the price of computation on the
Ethereum, paid in Ether by users to miners in order to utilize
the computational power of the network. Table [2] shows the
execution cost expressed in Gas price, for the different smart
contract functions on Ethereum blockchain. The most expen-
sive function is the deployment of the Algorithm [I] contract, it
consumes around 753,324 gas.

Table 2: EXECUTION COST OF SMART CONTRACT

Operation Gas Used Prlge m
Algorithm [1{Deploy Cost 753,324 $0.357
methodRegister 126,073 $0.060
sendCoin 51,101 $0.024
Algorithm[2/Deploy Cost 718,218 $0.340
cancelBidding 22,147 $0.011
placeBid 66,135 $0.031
withdrawBid 79,837 $0.038

At the time of writing, one Ether costs $155 [55], however,
the price is still very volatile. As a result, transaction costs may
frequently vary. The main drawback when setting a low Gas
price is the increase of time required before a transaction is val-
idated. Assuming the average Gas price to be 3 Gwei, the time
required for a transaction to be validated on public Ethereum
network is 29 seconds or on average 2.2 blocks.

7.2. Sensor Registration

Sensor Registraton

30-

50 75

Tests

25
Figure 5: Sensor Registration Delay

In the first experiment, we measure the time taken to register
a sensor on the blockchain. In order to register, the sensor node
sends a smart contract transaction, and we measure the delay it
takes to mine that transaction. Figure [3illustrates the average
registration delay and variation over 100 runs of the scenario.
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Experiment results reveal that it takes 16.22s on average to reg-
ister a single sensor with error margin of 0.65s. Blue dotted
lines show the 95% confidence level for the mean. This delay
is closely linked with the average time for block generation in
Rinkeby Ethereum network, i.e. 15 s. This concludes that block
generation has the highest impact on the sensor registration.

7.3. Impact of Proxy Re-Encryption

In the second experiment, we measure the impact of proxy
re-encryption on the proposed system. The second experiment
is divided into two parts. The first part consists of a user request
for the data using the blockchain and the sensor data is shared
through the cloud without any encryption, while in the second
part encrypted data is uploaded on the cloud and re-encrypted
by the cloud.

7.3.1. Without Proxy Re-Encryption

Compile Smart
Contract with
public key

Sensor Data
requested

Mine Smart
Contract

INotify Cloud and
Sensor

Filters Sensor
Data (Cloud)

Cloud saves and
address mined

Data Retrieved

Figure 6: Flow Chart without Proxy Re-encryption

Figure[6]shows the flowchart describing the steps followed to
measure the delay for the whole process without the proxy re-
encryption scheme. We ran the experiment for 50 times before
taking average for each phase and it takes on average 30.23 s
for the end-to-end process.
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Figure 7: Impact without Proxy Re-Encryption

We start measuring the time as soon the user requests for the
data. In the deploy phase, the user compiles the smart contract
in runtime and sends it to the blockchain as a transaction. As the
contract is deployed, the cloud starts filtering the data according
to the requirement, this phase is marked as the filter on Figure[7}



The last phase includes the mining of the temporary address on
the blockchain. As can be concluded from Figure[7} deploying
of the contract and mining of the temporary address have the
highest impact on the delay.

7.3.2. With Proxy Re-Encryption

In the second part, the sensor encrypts the data before up-
loading it to the cloud and later re-encrypts it for sharing the
data. This experiment was similar to the first part except for the
addition of the re-encryption phase that includes the generation
of the re-encryption key and later mining it on the blockchain
for sharing the key with the cloud server. Figure [§] shows the
flowchart with the process followed for the measurements.

Re-Encryption
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public key
o Ve N PR
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Figure 8: Flow Chart with Proxy Re-encryption

In Figure 0] the time of the different parts in the scheme is
illustrated. As can be seen, it takes on average 48.01 s to share
the encrypted data with the user after the initial request with a
confidence interval of 2.07 s. Consequently, adding proxy re-
encryption to the scheme increases the delay by 60% due to
the mining of the re-encryption key. The re-encryption phase
includes filtering and re-encrypting of the data and it requires
less than 1 s for most of the cases.
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Figure 9: Impact of Proxy Re-Encryption

7.4. Scalability

In the third experiment, we measure the scalability of the
architecture by performing multiple transactions from multiple
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requesters to one sensor. The whole process was repeated 10
times for each scenario before taking the average. In the first
scenario, only 1 request was initiated by the user and time was
measured from the request to the retrieval of data by the re-
quester. In the latter scenarios, the process was repeated by
increasing five requests until the overall request reached to 100.

400-

300-

Time (s)

100 -

75 100

50
Requests

Figure 10: Scalability Test

As seen from Figure[I0} the process shows a gradual increase
in the delay due to the increase of transactions. This increase in
the delay is caused by the scalability problem of the Ethereum
blockchain. There seems to be a tradeoff between speed and
reward for the generation of the new block. The number of
transactions mined in a single block of Ethereum blockchain
depends on multiple factors such as gas price and limit. Another
factor that increases the delay is the cloud storage server. As all
the requests are sent concurrently, the cloud takes time to filter,
re-encrypt and save the data. This can be reduced by adding
more cloud servers and distributing the load.

8. Implementation on Hyperledger Fabric

In this section, we present the architecture of the application
based on the permissioned blockchain and proxy re-encryption
scheme. Fig. [IT]shows the Hyperledger fabric network and its
components in detail.
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Figure 11: Hyperledger Fabric Architecture



We also prototyped the system with the permissioned Hyper-
ledger fabric blockchain, IoT Sensors, and cloud server. Fig.
[[T]illustrates the setup of the Hyperledger fabric network with
three organizations and one peer node each. The network also
includes one orderer peer, three certificate authorities and one
channel to log all the transactions. Table [3|summarizes the de-
vice types and their capabilities that were used to implement
the Fabric network.

Table 3: HYPERLEDGER FaBrIiCc DEVICES

1553?5 Orderer CA
Devices AWS ECZ Macbook  AWS EC2
t2.medium Pro t2.small
# of nodes 3 1 3
2.3 GHz 2.9 GHz
CPU Intel Intel Core Ii‘; ()}(I:jn
Broadwell 9
RAM 4GB 32GB 1GB
oS Ubuntu Ubuntu Ubuntu
18.04 18.04 18.04
Hyperledger v1.4 vl4 vl.2

8.1. Organizations

Hyperledger Fabric allows organizations to collaborate in the
formation of the blockchain network. The proposed network
consists of three organizations, one for each entity i.e. sen-
sor owner, the third-party requester and the cloud storage. The
organization is joined to a network by adding its Membership
Service Provider (MSP) to the network. Organizations manage
the Hyperledger Fabric network by establishing the policies that
control the network

8.2. Peers

A peer node in the Hyperledger Fabric network is a funda-
mental element, that maintains a ledger and runs chain-code
containers in order to perform read/write operations to the
ledger. Each organization has one peer node acting as the gate-
way for performing transactions. Peers are owned and main-
tained by members of the organization. Peers can be created,
started, stopped, reconfigured and even deleted. When a new
sensor owner or third-party requester joins the network, they
extend the network by adding their peers to the respective or-
ganizations. These peer nodes also expose a set of APIs that
enable the applications to interact with applications.

8.3. Channels

A channel is the primary communication mechanism by
which all the members of the network can communicate with
each other. In the proposed system, there is only one channel
and all the transactions between the members are recorded in-
side this channel. This channel is the marketplace for the IoT
data. All the peer nodes and applications will automatically join
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this channel as default. Channels are very useful as they provide
private communication between the members. The channels
provide an efficient sharing of infrastructure while maintaining
data and communication privacy.

8.4. Orderer

In Hyperledger Fabric there is a node called an orderer that
does the transaction ordering. Along with the other ordering
nodes, they form an ordering service. This ordering service
is responsible for creating the blocks and adding them to the
ledger. Any block generated by the ordering service is guaran-
teed to be final and correct. In our prototype, there is only one
ordering node that validates the block and updates them in the
ledger.

8.5. Smart contract

Smart contracts on the Hyperledger fabric were written in
JavaScript using the Algorithms 1 and 2. Smart contracts are
used to help generating transactions that can be subsequently
distributed to every node in the network. After developing the
contract, it was installed on the peer node that is connected to
the channel. In order for other components of the network to
interact with the smart contract, it needs to be instantiated on the
channel. After instantiating the contract, it is logically hosted
by the channel.

8.6. Certificate Authority

Hyperledger Fabric Certificate Authority (CA) issues Pub-
lic Key Infrastructure (PKI) based certificates to the network
member organizations and their users, who then use them to au-
thenticate themselves in the messages they exchange with their
environment. The blockchain network relies on these PKI stan-
dards to ensure secure communication between various partic-
ipants. In our system, each organization has its own certificate
authority to identify the users from the respective organizations
and grant the rights over the blockchain network.

8.7. Application

We connected the client applications to the blockchain net-
work through the channel. Just like the peers and orderer, the
application will also have its identity that is associated with the
organization. In our proposed architecture, we have three differ-
ent applications associated with their organizations. The trans-
action done through these applications will be recorded on the
channel and shared with other members of the network.

9. Performance analysis on Hyperledger Fabric

In this section, we describe the experiments to evaluate
the proof of concept implementation on Hyperledger Fabric.
We have performed multiple experiments, starting from the
time taken for end-to-end process for proxy re-encryption and
throughput of the network. Our Hyperledger Fabric test net-
work consists of 3 organizations, each with one peering node as
shown in the Figure[TT] There is one channel where all the enti-
ties perform the transactions and also one solo ordering node for



the creation of the blocks. We performed multiple experiments
to test the performance of Fabric with “invoking” and “query-
ing” the custom smart contract written for proxy re-encryption
application.

9.1. Throughput
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Figure 12: Throughput for invoking custom chaincode

In the first experiment, we measured the throughput of
the architecture by submitting multiple transactions to the
blockchain. These transactions were to invoke the smart con-
tract function and write information to the blocks. The chain-
code was written in Java using the Algorithm[I] We started the
test with 25 transactions per second (TPS) for 60 seconds and
increased the send rate to 200 tps.

With an increase in transaction arrival rate, the throughput
for writing on blockchain increased linearly as expected until
it flattened out at around 95 tps, the saturation point, as shown
in Figure When the arrival rate was close to or above the
saturation point, the latency increased significantly (i.e., from
an order of few ms to 50s)
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Figure 13: Throughput for querying custom chaincode

As shown in Figure [I3] the throughput for querying the
blockchain reached its saturation point around 550 transactions
per second with latency increasing significantly with the in-
crease in the send rate of transactions.
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Figure 14: End-to-End delay in Hyperledger

9.2. Impact of Proxy Re-encryption

In the second experiment, we measured the time taken for the
end-to-end process of the proxy re-encryption. We start mea-
suring the time as soon the consumer requests for the data till
the data is ready and the temporary address is shared with the
consumer. We ran the experiment for 100 times before taking
an average. As shown in the Figure[I4]it takes on average 2.039
s for the end-to-end process with a confidence interval of 0.08
s. This time includes all the phases described in the Flowchart
3]

9.3. Performance analysis of Orderer node

In the third experiment, we measured the performance of the
network by running the orderer node on different virtual ma-
chines with different resources allocated. Tabled]show the con-
figuration of the orderer nodes.

Table 4: ORDERER NODE CONFIGURATION

Configuration Configuration Configuration

Parameters 1 2 3
# of CPU 4 Cores 8 Cores 12 Cores
cores
RAM 12 GB 12 GB 12 GB
# of
Chan- 1 1 1
nels
Database GoLevelDB  GoLevelDB  GoLevelDB
Block 25 TPB 25 TPB 25 TPB
Size

We performed each test 10 times and took an average. We
increased the arrival rate of the transaction until the satura-
tion point was reached to calculate the throughput. When the
number of cores allocated to the orderer node increased, the
throughput increased and the latency decreased. As shown in
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Figure 15: Throughput for invoking chaincode

Figure [T3] increasing the cores to 12, increased the writing
speed up to 50% and average latency also increased near the
saturation point.
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Figure 16: Throughput for querying chaincode

Figure [I6] illustrates that throughput efficiency for reading
data from the blockchain doubles from 550 TPS to 1150 TPS
when the number of allocated cores increased. Configuration of
the orderer nodes directly effects the throughput of the Fabric
ledger.

10. Security Analysis

10.1. Security requirements

Let us first discuss if the required security features are ob-
tained in the proposed scheme.

e Confidentiality: This feature is guaranteed by the fact that
the data is sent in the encrypted format C, to the server.
Due to the ECDHP, without knowledge of the secret key of
the sender, it is impossible to derive the original message
M. After re-encryption, the message M can also due to the
ECDHP only be found by the persons who are in posses-
sion of the private key of the receiver or the random value
determined by the sender, which is constructed by means
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of the private key of the sender. Consequently, only the
sender is able to derive the message before re-encryption,
and both sender and receiver after re-encryption.

o Integrity: The integrity of the message C can be verified
by both the sender (Decryptl phase) and the receiver (De-
crypt2 phase) by verifying the last equality in the process.

o Authentication: Identity-based authentication is estab-
lished in this scheme, thanks to the usage of the ECQV
certificates. From the identity and the certificate, the cor-
responding unique public key can be derived, guaranteeing
the link between identity and public key.

10.2. Possible attacks and their prevention

We now discuss how resistance is offered against the most
well-known attacks.

e Man in the middle attacks and impersonation attacks. First
of all, due to the existence of identity-based authentication
in the scheme, no impersonation attacks are possible. In
addition, when the re-encryption key is not correctly ap-
plied in the scheme, the integrity test in the Decryptl and
Decrypt2 phase will fail.

e Replay attacks. These types of attacks are avoided as the
timestamps are involved in the metadata, which plays an
important role in deriving the corresponding session key.

11. Discussion

By now we have demonstrated the proposed design of a
blockchain based proxy re-encryption scheme for secure IoT
data sharing. Our proposed system benefits all the concerned
entities without compromising the security. The sensor owner
is motivated to join the system as they get a platform to securely
sell their data guaranteeing the privacy of it. The sensor owner
can make profit in a traditional way, while the data requester
can easily get the required data. Miners in the system get an in-
centive by trading the generated token. The trading platform is
able to avoid single points of failure thanks to this distributed,
self-regulated blockchain for transaction processing. However,
some aspects of the system design can be further improved.

11.1. Comparison of Ethereum with Hyperledger Fabric

There are still many challenges that lie ahead for the adop-
tion of blockchain platforms. Performance is one of the biggest
concerns in adopting blockchain platforms as it is necessary to
provide a viable alternative to existing platforms. Even though
throughput and latency of well-known blockchain platforms
have previously been quantified, the scenarios when transac-
tions are made by a large number of users have not yet been ex-
plicitly assessed and limitations of the platform have not been
widely researched.

Two blockchain platforms are chosen for this paper, namely
Ethereum and Hyperledger Fabric, due to their popularity and



potential in being developed to use in a wide variety of appli-
cations. Both of these platforms have a different mode of op-
eration: permissionless and permissioned. Ethereum, a public
blockchain, anybody is allowed to participate in the network
and the consensus mechanism, while participation in Hyper-
ledger Fabric is permissioned and selected participant is se-
lected to access the network. As seen from the analysis, the
mode of participation has a profound impact on how consensus
is reached, and it directly affects the performance of the plat-
form.

Another noteworthy difference is that Ethereum has a build-
in cryptocurrency called Ether that is used to compensate the
miners for consensus and also to pay transaction fees. Hyper-
ledger Fabric does not require consensus through mining, so it
does not have built-in currency but with fabric, it is possible to
develop a digital token with chaincode.

The analysis in this paper shows that both Ethereum and Hy-
perledger Fabric are highly flexible and have a powerful smart
contract engine that makes it a generic platform for a wide range
of applications. Further, the modular architecture of Fabric al-
lows it to be customized for a range of applications. However,
Ethereum permissionless mode of operation and transparency
comes at the cost of performance and scalability. Fabric solves
these issues by permissioned mode and to be specific Byzantine
Fault Tolerance (BFT) algorithm. The nature of Proof-of-Work

that the cloud computing model of centralized storage is not as
secure as it could be because it has a single point of failure.

Blockchain greatest strength is its versatility. Blockchain
creates a decentralized and distributed storage marketplace.
Blockchain along with cloud storage makes data fully decen-
tralized because it is stored on multiple nodes across the globe
while blockchain can keep track of all the interactions. Dis-
tributed cloud storage breaks files into fragments after being
encrypted and then intelligently distributes them across dozens
of nodes.

11.3. Comparison with related work

Table[6]shows the features of our proposed architecture when
compared with the existing solutions. It is clear from the ta-
ble that our proposed architecture is a unique solution that uses
blockchain in combination with cloud service providers for the
securely storing and sharing of the sensor data. Moreover, a
prototype implementation of the hybrid architecture with de-
tailed performance analysis is provided to verify the viability
of the proposal and demonstrate the performance metrics of the
approach.

Table 6: COMPARISON OF PROPOSED SOLUTION WITH THE EXISTING WORKS

mechanism of Ethereums consensus mechanism is much slower Ref. Ref. Ref. Ref. Ref. Ref. ;));:)I_'
than the nature of BFT mechanism that is deployed in Hyper- [32] [36] [40] [43] [47] [50]
. posal
ledger Fabric. ToT
. v v v v - v v
Table 5: CoMPARISON BETWEEN ETHEREUM AND HYPERLEDGER FABRIC Securlty
Use of
Smart v v v v - - v
Ethereum Hyperledger Contract
Fabric Data
Block Tradin - - ‘/ \/ \/ - \/
. 15 seconds 2 seconds g
Generation Cloud
Block Size 85 KB 256KB Architec- - v - - Vv Ve v
Proxy . 48.01 seconds 2.039 seconds ture
Re-encryption Proxy Re- v v v
Throughput 20 TPS 95 TPS encryption ) i )
Price Per Proof of
Transaction $0.030 $0 Concept B ) Vo v B v
Public
As seen from the result, the difference between both plat- and ) ) _ . . v
forms becomes even more significant with a large number of Private
transactions. A direct implication is that, for a given blockchain Blockchain

application, estimating the expected number of transactions will
be very crucial in selecting suitable platforms as they can alter
subsequent throughput, execution time, and latency.

11.2. Distributed cloud for scalability

In the current set-up, the storage infrastructure is organized
in a very centralized way. Currently, in cloud computing, re-
sources can be shared, and the end customer could have much
lower costs and higher efficiency and uptime. However, data
breaches or service interruptions in the big cloud are very com-
mon. These failures aren’t a one-time occurrence and they show
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12. Conclusions

In this paper, we have proposed a blockchain based trad-
ing platform with the combination of a paring free proxy re-
encryption scheme to ensure secure transfer of the sensor data
to the user. We have also validated the proof of concept model
on a public Ethereum testbed and private Hyperledger Fab-
ric. We demonstrated the practicality of the system design us-
ing off-the-shelf laptops, raspberry pis and amazon managed



blockchain. Moreover, our experiments and analysis verify that
combing proxy re-encryption scheme with blockchain enables
a secure platform for trading and sharing of the sensor data. The
use of blockchain does increase the delay but it keeps a record
of all the interaction between the entities and eliminates a need
for a trusted third party. Our framework provides an efficient,
fast and secure platform for storing, trading and managing of
sensor data.

In the future, we plan to address the issues and challenges
identified. We plan to extend the proposed system with an im-
plementation on a different blockchain platform e.g. R3 corda.
We also plan to extend our architecture by adding a distributed
cloud storage to make the system more scalable. In addition, we
will try to increase the security of the cloud by adding a smart
contract based Access Control List (ACL) and auditing system
of the cloud server managed by the blockchain.
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