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ABSTRACT

Internal attacks are of a huge concern, because they are usually delicately masqueraded under
harmless-looking activities, which are very difficult to detect. Machine learning techniques have been
successfully applied to identify insider threats. However, they may violate user privacy since they
can legally access user’s sensitive information. To preserve user privacy, encryption algorithms have
been lately exploited as a powerful tool, to hide private data in a multiple-party collaboration. A
combination of encryption and data mining techniques raises high computational complexity. Hence,
in order to improve the system’s performance while securing both user’s private data and the clas-
sifier, we propose a new secure data analysis protocol, namely SmartClass, by adopting the garbled
circuit technique to speed-up the system performance. We developed an efficient encryption step that
exploits the additive homomorphism and best properties of the binary Elliptic Curve Cryptography
(ECC) algorithm, while keeping the protocol highly secure. We implemented the proposed system
and study its effectiveness. Experimental results that show the proposed approach is very promising.

1. Introduction

Internal attacks are constantly growing and they leave
severe damage, as the attackers have already privileged ac-
cesses to the internal system'. IBM X-Force Cyber-Security
Intelligence Index presented a high-level overview of the
major attacks to businesses worldwide in 20152, They re-
ported that 40% of those threats were external and 60% were
internal. An insider threat is usually conducted by two types
of users: malicious users that deliberately trigger attacks and
users that accidentally cause data breaches and leaks. How-
ever, the outcome is the same, as these may lead to breach of
confidential information, robbery of important information
or intellectual property, the outage of computer systems, etc.
According to Tripwire®, 53% of companies estimate remedi-
ation costs of € 100K and more, with 12% estimating a cost
of more than million Euros. 74% of companies feel that they
are vulnerable to insider threats, with 7% reporting extreme
vulnerability.

To combat the internal attackers, each organisation im-
plements multiple layers of security to guarantee a certain
level of defence against attacks. One of the key tasks of these
layers is to detect suspicious users based on their malicious
behaviours. Recently, data mining techniques, mainly clas-
sification techniques, have been proven to be very efficient in
detecting anomalous behaviours [1, 2] of both internal and
external attackers [3, 4]. Usually the classifier is installed on
aserver and it receives sessions of data from client machines.

] ngoc.tran@insight-centre.org (N.H. Tran); an.lekhac@ucd.ie (N.
Le-Khac); tahar.kechadi@ucd.ie (M.T. Kechadi)
ORCID(S): 0000-0001-6369-5338 (N.H. Tran); 0000-0002-0176-6281
(M.T. Kechadi)
I'S. Malik. Network Security Principles and Practices (CCIE Profes-
sional Development), Cisco Press, 2002.
2The IBM X-Force 2016 Cyber-Security Intelligence Index.
3Tripwire, Insider Threats as the Main Security Threat, 2017
https://www.tripwire.com/state-of-security/security-data-protection/
insider-threats-main-security-threat-2017/

As the session data is very sensitive and private, it has to be
secured during the transfer. In other words, both server and
client need to collaborate in a secret way to enforce the clas-
sification process. This is part of privacy-preserving data
mining [5] [6].

Over the past decade, many privacy-preserving data min-
ing techniques have been proposed. Most of them focus on
how to obfuscate personal information directly in the dataset,
by adding some random noise into the data [7][8], or pseudo-
nymising the data (i.e., replacing personal data with artificial
values [9] [10]), or anonymising the data (i.e., removing the
association between the data and the subjects it represents)
[11]. Even though these techniques can hide sensitive in-
formation from potential adversaries but still leave a high
possibility of re-identification or related attacks [12]. Hence
cryptography-based methods [13] were developed to guar-
antee a stronger security level. However, these methods suf-
fer from high computational complexity. To deal with com-
putational complexity and user privacy issues, we propose
a lightweight privacy-aware classification model to detect
anomalous behaviours, while keeping the data secure and
reducing the computational cost and data payload.

The remainder of the paper is organised as follows. Sec-
tion 2 discusses the related works on privacy-preserving data
mining techniques along with their drawbacks and trade offs.
The threat description and the privacy requirements, includ-
ing essential components of the proposed security system
and design, are presented in Section 3. Section 4 describes
the proposed protection model, and the security approaches.
The base operator design of garbled circuits are presented in
Section 5. The circuit driven security design is described in
Section 6. Section 7 explains in details the proposed security
aware SmartClass protocol. Section 8 gives a formal secu-
rity analysis. Experimental results are reported in Section 9.
We conclude and discuss some future directions in Section
10.

N. H. Tran et al.:
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Lightweight Privacy-Preserving Classification

Table 1
Recent Works with Different Approaches: Drawbacks and Advantages.

l Security \ Techniques \ Related work \ Drawbacks \ Advantages ‘
Low Pseudonymisation | [5] Re-identification attack Simple, typical
Medium | Randomisation [14, 15, 7] Loss of individuals' information | Simple and useful

— Loss of information Attractive
Average | Anonymisation [16, 11, 17, 18] Link-ability attack
. [19]: AES, MD5, SHA-1,2 | High computational cost Strongly secure
High Cryptography [20]: SHA-1 More complex No information loss

2. Related work

During the data mining process, usually the user has a
direct access to data records in the dataset. This may dis-
close the data privacy in two ways: 1) access to personal
data records and expose its content to unauthorised parties,
2) the returned results may violate the privacy by revealing
personal identity and/or personal information. Such risks are
more likely to happen since the user data are not encrypted
or protected in the storage or through the network transfer.
To cope with the above privacy issues, two main categories
of solutions were proposed: at-rest methods which obfus-
cate sensitive data in the storage system, and in-flight meth-
ods which hide sensitive data records as they are exchanged
among different parties (see Table 1).

At-Rest Methods: These methods do not allow direct
access to the plain data, rather they obfuscate the data in the
data store. Some of them encrypt directly the entire dataset.
Pseudonymisation is a simple technique for protecting the
user identity [5]. However, it is not strong enough, as there
is a high possibility of re-identifying users [9]. Randomisa-
tion is a technique that consists of adding noise to various at-
tributes of records that carry sensitive information [14] [15].
There are straightforward and useful techniques for keeping
the user data secret. However, they suffer from loss of in-
dividuals’ information, because they cannot guarantee the
recovery of the original data from the distorted data. Fur-
thermore, they are not adequate for the datasets containing
several attributes.

Anonymisation is a good approach for protecting sensi-
tive or private data and has attracted much attention from
the research community. [11] presented a review on data
anonymisation that preserves user privacy in a data min-
ing process. They considered three k-anonymity algorithms:
Samarati’s algorithm [17] looks for the possible k-anonymity
solutions by jumping at different levels in Domain General-
isation Hierarchy (DGH). Sweeney’s algorithm [18], con-
sidered to be the best, generalises variables with the most
distinct values (unique items). The Incognito algorithm [16]
produces all possible k-anonymous full-domain generalisa-
tions of a relation, with an optional tuple suppression thresh-
old. However, this technique has significant information loss
and fails to correctly link attacks.

Encryption techniques attempt to protect the whole dataset
by encrypting it. Some modern database management sys-
tems are already using cryptographic techniques to protect

the data at-rest. However, they do not protect the data dur-
ing the transfer. In this study, we focus on data protection
and security during transfer (In-Flight method).

In-Flight Methods: These techniques attempt to protect
the data in transit. In this case, cryptographic approaches can
be used for data exchange between multiple parties [13]; the
data is protected and they provide better privacy. However,
they do not scale well for a large number of involved parties
[21]. In [22], the authors leveraged the homomorphic en-
cryption algorithms to preserve the user privacy in a collab-
orative environment among different peers of a decentralised
system. Some similar studies, but in centralised systems (a
server and many clients), enforce a web service composi-
tion based on specific web service executive languages [23].
These studies did not focus on optimising the computational
cost since their dataset is small, (e.g., XML-based file or a
local text-file). However, they do not provide a secure solu-
tion between two parties during the execution of the classi-
fication process on big datasets.

The concept of garbled circuit was proposed for preserv-
ing data privacy between two-party communications [20].
they optimised the arithmetic operator design using SHA-
1 [20]. However, the SHA-1 algorithm has a shorter key
length and hashed value, so it is not secure enough. Oth-
ers extended the garbled circuit approach to the three- party
communications using AES, MD35, and SHA-1,2 [19], how-
ever, the computation cost is high. Mohasse et al. [24]
applied the garbled circuit on some machine learning tech-
niques; linear regression and neuron networks. These tech-
niques, which combine encryption algorithms and gabled
circuit, do not sufficiently focus on preserving the privacy
of data mining techniques.

In this paper we propose a secure protocol for two-party
communications to protect the users against the honest-but-
curious and malicious adversaries. To reduce computation
cost, we exploit the Elliptic Curve Cryptography (ECC) [25]
in the transmission process. The whole system is evaluated
on the Naive Bayes [26] and SVM [27] classifiers.

3. System Requirements

Consider a distributed computing system that consists of
N processing nodes, which can be used by M users. The
proposed security model divides the system into clients and
servers. Its main goal is to protect the users from honest-but-

N. H. Tran et al.:
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curious attackers [28]. The servers run a security controllers
and a security guard. The security controller identifies suspi-
cious attackers and the security guard makes decisions based
on the security controller reports. The clients handle users’
processes and activities. The key module in this system is
the security controller that implements a data collector (DC)
from various clients and a data server classifier(SC) for de-
tecting suspicious attacks (see Figure 1).

3.1. Privacy Requirements

To classify a new data, SC and DC, as shown in Figure
1, need to collaborate, which may cause privacy violation
(e.g., user privacy), since DC and SC may be honest, honest-
but-curious or malicious attackers. SC can get users’ private
information, while DC can infer the steps and the criteria
of the SC’s analysis model. Let us consider the following
simple example.

Example 1. Assume that DC transfers the feature vector X
to SC, which contains personal activities of the user. Thus,
SC knows that the user is working at time x,, and is using the
Jolder, namely HR-2020, at time x| based on the coordinates
in x,. Meanwhile, DC can get the details of SC’s analy-
sis model w, so, it can infer its thresholds to avoid anoma-
lous detection or to create a fraudulent forensic data of other
users to deceit SC.

To preserve the user privacy and to secure the data, we
consider three security requirements, which are; (R;) Se-
cure DC’s data: SC is not allowed to get access to DC’s
data; ( R,) Secure SC’s data: DC is not allowed to access
SC’s dataset and its model w; (R3) Secure computed data
and model: the results of the classification phase must be
secured against DC and third party. Hence, SC and DC need
to collaborate in a secret way to obtain the results without
leaking any of their own information to each other.

3.2. Data Collection
DC is in charge of collecting the unclassified forensic
data regarding a given user access to system resources, such

as computer mouse, keyboard, file system, tools, web browser,

etc. This data collection process is periodically enforced. A
client sends its data as a feature vector. For example, a fea-
ture vector X having four components; X = (xq, x;, X5, X3),
which represent mouse motion information such as cursor
position x, = (¥, y;) on the screen, click time x, left/right
mouse button x,, and single/double click x3. Moreover, there
may be more than one DC in the system, depending on the
number of active clients. Each DC connects to a cluster of
clients to collect their data, then collaborates with the clas-
sifier to find out whether the owner of that data is likely to
be a malicious user or not.

3.3. Data Classification

The classifier has two main components: the training
dataset, which has to be validated and annotated by experts,
and the classification model that implements appropriate ma-
chine learning techniques for detecting anomalous behaviours

1 Training Data

Training phase}

Trained|CIassifier

" Classifier }

Training
Sujuieq)

= \,!‘_! 7_!.
|

\

Unclassified data

__| feature vector X

c (x)
)9

Security Controller

Data Collector
(D0) C/ass:flmtl n phase

Security
Guard |~

Figure 1: System Architecture.

in the system. The classification model is also kept secret
by encrypting its outputs. The data consists of user interac-
tions with the system, which include key stroke, mouse mo-
tion, opening folder, saving file, used path, printing/scanning
activities, etc. The analysis of this data can conclude on
the user’s habit/behaviour or frequent operations on a given
computer, and can also be used for tracing incidents inter-
nal cyber crimes. This data X is represented as a vector of
features; X = {xq, xq, ", X,_; }’ where n is the number of
features in X, x; is the value of the i feature, and [ is the
number of bits in x;. Consider the mouse motion of a user u.
At time ¢, u hovers the mouse at the point (¢, ¢;) where ¢
is the horizontal coordinate and c; is the vertical coordinate.
The mouse status (i.e., the clicked button, the button clicking
type, and the dragging status) can be represented as follows:
= {xg =1t,x1 = cg, Xy = ¢, null, null, null, null’}.

4. Security & Protection Model

The proposed security system, called SmartClass, imple-
ments a secure data exchange between two parties. The sys-
tem uses a garbled circuit technique in cooperation with El-
liptic Curve Cryptography (ECC) algorithm [29] and obliv-
ious transfer mechanism (see Figure 2).

The main components of the system are: SC, DC, and
Security Guard (SG). The user processes send to DC blocks
of data about the user’s interaction with the system (Step
1). For each unlabelled data X, DC collaborates with SC
to infer the class of the corresponding user data X; nor-
mal or anomalous. SC generates a set of garbled circuits
(GCs) (Step 2). GCs are encrypted, with all its rows ran-
domly shuffled, and sends them to DC along with its public
key, required encrypted feature values of the relevant ran-
dom numbers, etc. (Steps 3, 4). DC encrypts all of its bits
with the received public key from SC (Steps 5,6). To exe-
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cute GCs, DC inputs the required encrypted random num-
bers from SC and its encryptions of random numbers. Then,
DC receives the encrypted result and returns it back to SC
(Steps 7, 8). Finally, SC sends it to the Security Guard. The
Security Guard makes the decision about what to do with the
given client based on the result from SC.

5. SmartClass Operators

We have two types of circuits: arithmetic circuits for +,
—, %, /, and relational circuits for <, <, =, >, and >. All
operands of these operators are of /-bit size. The complex
garbled circuits involving a number of arithmetic and rela-
tional operators. Both arithmetic and relational circuits of
[-bit numbers are built using single 1-bit circuits (see Fig-
ures 3 and 4).

Most secure relational operations are usually enforced by
cryptographic protocols. However, in this study, we design
logical circuits of relational operators to exploit the garbled
circuit technique. We optimised the implementation of these
logical circuits in terms of number of transistors. Table 2
shows a comparison between SmartClass logical circuit de-
sign and the circuits that are given in [30]. The number of
transistors are calculated based on the definition of the num-
ber of transistors per type of logical circuit. We can see that
the proposed circuits use less transistors then similar state-
of-the-art techniques.

X‘l y'l XY Xyl Y4 Xo| Yol
0 ¢ (o G c. C. C
<l o0 B B w0 = A 0 FA] g0 HL
a) b) clo

Figure 4: Relational Operator (LO): a) Single LO; b) Complex
LO

6. Garbled Circuit-based Encryption

We use the binary Elliptic Curve Cryptography (ECC)
technique to generate a pair of keys (one public key and one
private key). The public key is used to encrypt the circuits.
The generated keys need to satisfy the NIST conditions®,
with regard to the key length. ECC uses different random
numbers to encrypt a plain text. The second phase of the
model is to use a permutation technique to shuffle the ele-
ments of the encrypted circuit to produce a garbled circuit.
This ensures the security of the messages exchanged, and the
random permutation makes even stronger.

Our approach uses additive homomorphism and ECC,
which is very quick (linear complexity). So the computa-
tions are significantly reduced while certifying several keys.
The inputs and outputs are hidden behind the random num-
bers. Hence, one cannot recognise which bit value connects
to which random number. The random numbers must be pos-
itive and unique. The system generates six random numbers;
four random numbers for two inputs and two random num-
bers for one output. Whereas, for each single arithmetic cir-
cuit there are eight random numbers; four random numbers
for two inputs, two random numbers for one input carry bit,
and two random numbers for one output.

We encrypt the circuit to secure it during the exchange
between SC and DC. The details of the attack resistance are
further described in Section 8. In our model, SC generates
the circuits for all operators that are used by the classifier.

There are 2%/*! sets of inputs and output values for a
complex arithmetic or relational circuit, which is equal to the
number of rows in their truth table. However, for a complex
relational circuit, the number of columns is (2/ + 2), while
for a complex arithmetic circuit, the number of columns is
@Bl +1).

Example 2. Consider a 2-bit relational circuit for perform-
ing the comparison x < y. The classifier generates six ran-
dom numbers for two input bits and one carry bit. We have
Reo = {7x=0sTy=0sTe=0sTe=0} aMd Ry = {Fymps Fymys Feais
ro—1 }. The truth table of the 4 bits x, y, ¢y, ¢y is {{0,0,0,0},
{0,0,1,1},{0,1,0,1},{0,1,1,1}, {1,0,0,0}, {1,0,1, 1},
{1,1,0,0},{1,1,1,1}}. At the same time, the classifier gen-
erates a public key K to encrypt the circuit. The encryptions
of the complex circuit vector are CEV = {CE,,CE|,CE,,
CE;,CE,,CE5,CEs, CE;}.

To strengthen the security of CEV, its elements are ran-
domly permuted. We apply the random permutation algo-

“https://www.keylength.com/en/4/
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Table 2

Comparison between SmartClass Relational Circuits and Kolesnikov et al. [30] in terms of

the Number of Used Transistors.

Operator . . Kolesnikov et. al.[30] . . . SmartClass '
2-bit Logical Gate | Number of Transistors 2-bit Logical Gate Number of Transistors

< 3 XOR, 1 AND 30/36 1 AND, 1 OR, 1 NEG 14

> 3 XOR, 1 AND 30/36 1 AND, 1 OR, 1 NEG 14

< 3 XOR, 1 AND 30/36 1 AND, 1 OR, 1 NEG 14

> 3 XOR, 1 AND 30/36 1 AND, 1 OR, 1 NEG 14

= 3 XOR, 1 AND 30/36 1 XOR, 1 AND, 1 NEG 16/18
rithm; Fisher-Yates [31] for its optimal and effective proper-  Taple 3
ties compared to the other random permutation algorithms, SmartClass Protocol
with the complexity O(n). 1 SC:

1.1. - Generates the random numbers R for complex
circuits
7. Security-aware Protocol 1.2. - Creates truth tables TVC based on R for complex
In this section, we describe how the classification phase 13, _c"cc;:;utes the complex circuit encryption vector
is enforced in a secret way in order to guarantee the require- CEVs for complex circuits
ments R;, R,, and R; (c.f. Section 3.1). The SmartClass 1.4. —.Per_mutes elements of CEVs to output garbled
protocol is depicted in Table 3. SC uses a training table circuits GCs.
having different columns (i.e., features) and values (i.e., fre- 2 SC = DC:
quencies) depending on the classification techniques. SC 2.1. - Sends SC's public key K.
first generates a pair of public and private keys (K, K). 2.2, - Sends GCs.
Then, SC creates the garbled circuits representing the sup- 2.3. - Sends Encg(CCRand).
ported operators. 3. SC & DC enforce oblivious transfer process.
The number of garbled circuits is equal to the number of 3.1. - DC inputs bits.
operators in the system. For example, if the system supports 3.2. - .SC inputs encrypted random numbers generated for
. . Lo possible DC’s input bits.
nine operators, then there are nine garbled circuits. Generat- 33. - DC receives encrypted random numbers
ing garbled circuits is costly, but this can be done as part of Ency (DCRand).
the pre-processing phase. Moreover, in order to strengthen A . e below claccifi
: : : : . xecute one of the below classitiers.
the security policy, the p.ubl.1c key used for making encryp- 4.1. - Naive Bayes Classifier based protocol in Table 4.
tions can be changed periodically. As a consequence, all the 42, - SUM Classifier based protocol in Table 5.
garbled circuits are regenerated again.
5. SC:

Algorithm 1 generateGarbledCircuits() 5.1. - Decrypts Encg(C;) and concludes on user class of X.

Input: K, 7,
Output: GCs

1: GCs = ¢; Tvc =¢;

2: for VR, €T 1 i=0.1)do

3 TVC = genRandTruthT able(R;);

4 GC = ¢,

5:  GC = initOneGarbledCircuit(K, T);
6 GCs.Add(GC),

7: end for

8: return GCs;

SC generates the tables of random numbers (step 1.1 -
Table 3). Each garbled circuit uses two tables of random
numbers. Let 7, = {Rci}ﬁ=O be a set of tables of random
numbers, where / is the number of garbled circuits. Algo-
rithm 1 describes the steps for generating the garbled circuits
GCs. Foreach R¢; € Ty, arandom-driven truth table TVC is
computed (c.f. lines 2, 3 - Algorithm 1, step 1.2 - Table 3).
For each Tvc , its garbled circuit GC is computed by the func-
tion initOneGarbledCircuit() (see Algorithm 1) as presented
in Algorithm 2. GC is then returned and added into the list
of GC (line 6 - Algorithm 1). A complex encrypted circuit,

CEV, is computed based on each Tvc (step 1.3 - Table 3).
Each element CE; € CEV is calculated by adding the en-
cryptions of all elements TVC [i, /] in its random-driven truth
table (c.f. lines 3, 4, 5, 7 - Algorithm 2). After that, the cir-
cuit encryption CEV is randomly permuted (i.e., garbled)
using shuffle function GC = fry(CE) (line 9 - Algorithm
2, step 1.4 - Table 3).

7.1. Enforcing Secure Classification

After generating the garbled circuits (GCs), SC shares
GCs and its valid public key K with DC (steps 2.1, 2.2 - Ta-
ble 3). DC cannot know which operator each GC represents,
since all GCs are lists of encryptions that are randomly per-
muted.

For each GC, DC inputs the two sets of encrypted ran-
dom numbers. For that purpose, SC sends DC a correspond-
ing set of encrypted random numbers of its value’s input bits,
(step 2.3 - Table 3). DC inputs its bits to the oblivious trans-
fer process and SC inputs the encrypted random numbers
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Algorithm 2 initOneGarbledCircuit()

Input: K, T
Output: GC

1: GC =¢;

2: CEV = ¢;

3: for (VCE; € CEV,i =0.22*1 — 1) do
4 for (VTE[i. j]).j = 0.m) do
5: CEq+ = Encg (T [i, jD):
6: end for

7: CEV.Add(CE,);

8: end for

9: GC = fry(CEV);

10: return GC;

of DC (steps 3.1, 3.2 - Table 3). For each specific value of
DC’s input bit, DC gets a respective encrypted random num-
ber and adds it into Enc(pe gana. k) (step 3.3 - Table 3). Note
that DC cannot infer any random number of SC from its plain
bits, since all random numbers SC generated for every bits
are different.

More particularly, let us consider a relational GC = {
GC,y, GCy, -+ }. After retrieving DC Rand, DC computes
the GC’s result (c.f. Algorithm 3). In particular, we have two
input data; Encccrang k) = { Encg(rey), -+, Encg(re, ),
Enc(re. ) }, and Encpcrand k) =
{ EncK(rdyO), ., EncK(rdy[) }, where rc, rd are random
numbers of CC Rand and DC Rand, respectively. Let ADD
be the resulted set containing additions of each GC; with
Enc(ccrand,x) and Encperana, k)- DC computes AD D and
sends it to SC (c.f. line 2). The encrypted result can be used
as an input to the following relational or arithmetic GCs.

Algorithm 3 computeResult()
Input: Enciccpand.x) = {EnCK(VC(x(I])), o, Encg(reqy)), Encg (reg )},
EnC(DCRaml,K) = {EncK(rd(yO), e, EncK(rd(yl)}
Output: ADD
ADD = ¢;
: for (VGC; € GC) do
ADD; = GC; + EncccRrana,k) T Enc(pcrana.):
. end for
. return ADD;

AW =

In the case of a few GCs, in order to avoid DC to predict
the used GC’s operator, SC duplicates the requested GCs
then shuffles the orders of elements of those GCs. We de-
scribe the enforcement of two secure classifiers Naive Bayes
(step 4.1 - Table 3) and SVM (step 4.2 - Table 3) in the fol-
lowing.

7.2. Secure Naive Bayes Classifier

We developed a Naive Bayes algorithm following our ap-
proach (see Table 4). The classifier calculates prior proba-
bilities of all user classes Pr(C;) (step 1.1). Then, for each
class C;, the classifier needs to get the posterior probabilities
Pr(C;|X) of the normal or anomalous user types based on
data X.

Example 3. Given C = { ’Normal User’, 'Anomalous User’
J,and X = {23:04:23, 10, 12, CLICKED, LEFT, SINGLE,
DRAGGING }. In order to compute Pr( ’Anomalous User’ |

X ), SmartClass needs to compute Pr( ’Anomalous User’ ),

Pr( X | ’Anomalous User’ ), Pr(X). We need to compute the

partial probabilities including Pr( "23:04:23" | '"Anomalous

User’ ), Pr( ’23:04:23’ | ’Normal User’ ), ---, Pr( DRAG-

GING | '"Anomalous User’ ), Pr( DRAGGING | ’Normal User’
). To compute the partial probability Pr( DRAGGING | '"Anoma-
lous User’ ), one needs to calculate the three following fre-
quencies, that is, the frequency of samples having values
equal to "Anomalous user" denoted as q, the frequency of
samples having values equal to "DRAGGING" and "Anoma-
lous User" denoted as p. So that we can have Pr( DRAG-
GING | ’Anomalous User’ ) = p/q.

Based on the generic Naive Bayes algorithm, we gen-
erated the necessary steps of the encrypted version of the
algorithm based on our approach, as given in Table 4. All
it is required is to make sure that the algorithm’s steps are
encrypted using a number of GCs, and then follow strictly
the exchange secure protocol to avoid breaches from both
sides (SC and DC). For instance, after obtaining all needed
frequencies (step 2.5), DC can compute the corresponding
partial probabilities using arithmetic GCs. DC can compute
the probability Pr(C;|X) for each user class C;. The pro-
cess is iterated for the other user classes. When a probabil-
ity Pr(C;| X) is computed (step 2.6), DC compares it to the
previously computed one using the relational GC of the op-
erator >, to find the greater probability (step 2.7). SC and
DC continue to execute the protocol until the last posterior
probability.

7.3. Secure SVM Classifier

The SVM Classifier is simpler than Naive-Bayes classi-
fier. SVM requires two arithmetic operators + and *, and
two operators > and <. SC needs to duplicate GCs, as its
has few operators, permute the elements of each duplicated
GC, and then shuffle the GCs. In order to classify an unla-
belled data X = {x, xy, -+, x,,}, we need to compute f(X)
to find out which side of the hyperplane X is located. The
secure version of SVM is summarised in Table 5.

In our protocol, SC sends a set of GCs (lines 1.1, 1.2)
including duplicates. Next, SC needs to send its random
numbers representing its input bits (line 1.3). DC iteratively
inputs the random numbers of SC into GCs (line 2.1) until
there is no GC. The final result is compared with the en-
crypted value, which is previously sent from SC (line 2.3).

Classification Result Decision: The decision is made
by SC. After receiving the final result from DC, SC decrypts
it. Based on the result outcome, SC sends user ID to the
Security Guard. The Security Guard makes a decision on
X’s behaviour.

8. Security Analysis

In this section, we analyse the security properties of the
SmartClass secure protocol against the honest-but-curious
and malicious attacks. We show how SmartClass can protect
private data on one side and classifier on other side.
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Table 4
Naive Bayes Classifier based SmartClass Protocol

1. SC:

1.1. - Computes prior probabilities of all user classes Pr(C;).

1.2. - Traverses each user class C; € C = { Normal U ser,
Anomalous User}. If C = ¢, do step 2.9.

1.3. - Sends DC Encyg(Pr(C;)), Encg(C;) where K is SC's
public key.

1.4. - Traverses each feature column of the training data
table to compute encrypted Pr(x;|C)).

1.5. - Sends DC the needed GCs' ordinaries to be used for
the indicated feature column.

1.6. - Traverses each feature value, sends DC its encrypted
random numbers and the related user class’ bits for
comparing.

2. DcC:

2.1. - Use relational GCs to compare X's feature values and
the received from SC.

2.2. - Inputs the result from 2.1. into GC of operator "+"
to count the feature frequency.

2.3. - Back to step 2.1. when the feature column is not
ended.

2.4. - Do step 1.4. when all feature columns excluding user
class feature is not traversed.

2.5. - All frequencies are ready, compute the encrypted

partial probability Pr(x;|C)).

2.6. - Computes the encrypted Pr(C;|X) using GC of
operator "x".

2.7. - Compares Pr(C;|X)s to get the greater probability.
Saves Encg(C;) of the greater probability.

2.8. - Do step 1.2.

2.9. - Send Encg(C;) of the maximum posterior probability
to SC.
Table 5
SVM Classifier based SmartClass Protocol.
1. SC - DC:
1.1. - Sends a set of GCs.
1.2. - Sends the needed GCs's ordinaries
1.3. - Sends the set of encrypted random numbers.
2. DC:
2.1. - For each GC, inputs the random number of SC and its
random number.
2.2. - Transfers the encrypted result of the previous
calculation into the following GC (i.e., +).
2.3. - Compares the final computed result with the cipher
text of 0 by relational GC (i.e., >).
2.4. - Returns the relational encrypted result to SC.

The classifier training dataset should not be altered by
any insider or outsider attacks. It is only used during the
training phase and it is not part of the collaborative process
between SC and DC. The training dataset is encrypted and it
is only accessed by the classifier. In the following, we look
at some possible scenarios of data security enforcement.

8.1. Encryption Approach Efficiency

Let us investigate the possibility that DC can decrypt
SC’s data. In order to decrypt any ECC encryption, DC
needs a private key of SC. To do so, the attacker can attempt
of the following methods.

Trial-and-Error Method: ECC private key k is an n-
bit number that is randomly generated, where # is the key
size. To get the right k, the adversary can try 2" keys to
decrypt a cipher text, where n is a large number, which is
very time consuming. For instance, for n = 163, there are
2163 possible keys.

Plain-Text Analysis: The adversary can attempt to input
the selected numbers (e.g., x) and encrypt them with the
public key k.B, and then compare the result, Enc;_g(x), to
Encg (re(y)). Even if they are equal, the adversary still can-
not infer the value of bits as it does have the right random
numbers, which is the second step of the proposed encryp-
tion approach. Since we do not generate the same random
number for the same input value, this makes it very difficult
to associate the right random number to a given input. In
more details

e The adversary tries to guess Zizgn(T]f[i, Jj1), encrypts
them with the public key k. B, compares them with the
ones received from SC, then chooses possible values
giving the correct answer.

e The adversary needs to try with different / to compute
different m,i.e., m=2.01+2orm=3.1 + 1.

e For each Zj::(')"(Tvc[i, J1), the adversary needs to fac-

torise it to get m random numbers Tvc[i, Jj1. The ran-
dom number is an integer r of 64 bits, which means
there are 24 numbers for one Tvc[i, Jjl. At this step,
the adversary cannot know which random number is
correct, as well as, cannot map the random number to
the real value of bits because the random numbers for
the same values of different bits are also different.

Therefore, in this Scenario, the adversary cannot gain
access to SC’s private data.

8.2. Process of non-Reversibility

The adversary, (e.g., DC), can put an effort on tracing
step-by-step the process that SC uses to encrypt the list of
GCs, which are:

Step 1: The classifier operators are implemented as logical
circuits. Each logical circuit is represented by its bi-
nary truth table.

Step 2: The truth table is randomised into Tvc .

Step 3: Tvc is encrypted to CEV = Uzml_l{CEi} =

i=0
22l+|_1

Uizo ~ {Enck (/5 (T5Ti. D)
Step 4: CEV is permuted to GC = fry(CEV).

By reverse engineering, DC should attempts the follow-
ing:

Step 4: SmartClass uses the shuffle algorithm Fisher-Yates
[31] that randomises elements of C EV. However, to
look for an order of the encryption elements CE; in
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CEV, one needs to test a very huge number of com-
binations in C EV', which is equal to 241+1 combina-
tions. In addition, the adversary needs to execute also
the steps 3, 2, and 1 to test which combination is the
right answer.

Step 3: The adversary tries to seek the plain text of encryp-
tion as in the previous scenario with both methods of
trial-and-error method and plain-text analysis to ob-
tain the array of {(Tvc[i,j])}, where i = 0, ---, 2241
land j =0, ---,m, which is very complex. Step 3 is
the most challenging for the adversary to obtain the
plain text data, as the computing cost is much higher.

Step 2: The used random numbers are generated for each bit
following Hypothesis 1. The difficulty in predicting
the random number at Step 2 is similar to Plain-text
Analysis scenario discussed above.

To strengthen even more the security of the proposed
model, we added the following constraints:

Constraint 1. The random numbers for different bits are
distinguished and re-generated periodically.

Constraint 2. The oblivious transfer protocol is completely
secure.

Constraint 1 guarantees that although the bits have the
same value, they are represented by different numbers. There-
fore, the adversary cannot analyse the random numbers eas-
ily, and use it for the other bits having the same value. Where-
as, Constraint 2 ensures that DC’s random numbers cannot
be mapped to the real bits of DC to avoid SC accessing DC’s
data.

8.3. DC’s Data Security

There are two cases where SC is likely to infer the bits of
DC. We show how our model deals with DC’s data in each
case.

1. Random Number Mapping. Each bit of X is pseudo-
nymised by a different random number. SC is respon-
sible for generating random numbers for DC on re-
quest. Therefore, SC can take this chance to map ran-
dom numbers and DC’s data. However, to get random
numbers, both SC and DC execute a secure oblivious
transfer protocol. Constraint 2 makes the transmis-
sion of these random numbers secure to DC. Hence,
SC cannot access DC’s data. Additionally, SC cannot
map DC’s bits to their random numbers as each bit is
represented by a different random number according
Constraint 1.

2. Classification Results. After getting the classifica-
tion results, DC returns them to SC. SC decrypts the
results, however, it still cannot trace backwards the
original input data of DC. If DC’s input data has / bits,

. .. 2041 . _
there is a minimum [ZTJ same output bits, which in-
creases the complexity for SC to analyse. Hence, SC
cannot exactly identify DC’s input data.

Table 6
Combination Key Sizes of Cryptographic Algorithms ECC,
SHA, and Paillier.

Combination | ECC Key | SHA Key | Paillier Key
Ord. Size (bit) | Size (bit) Size (bit)
1 233 224 1024
2 283 256 2048
3 409 384 3072
4 571 512 4096

Finally, the proposed analysis of private data is strong,
and each step of the technique requires enormous amount of
computations to break the security policy used at that step.
The data of the user is kept private, SC cannot access it. The
classifier is also secure, as each of its processing steps are
encrypted and kept secret. The results of the analysis are
also secure, as they follow the same constraints and security
policies implemented at each step of the whole execution.
In the following section, we perform some experiments to
validate the model.

9. Experimentation

To evaluate our approach effectiveness and efficiency, as
well as its lightweight property, we performed several exper-
iments with various cryptographic algorithms and their key
sizes, different garbled circuit types and sizes, and different
sizes of the training table. These experiments are run on a
computer with 8 GB of RAM and CPU i7 1.8 GHz. Each ex-
periment was run 20 times and we take the average execution
time.

We use SHA-2, Paillier cryptographic algorithms, and
Koblitz elliptic curves (or anomalous binary curves), as the
other algorithms, either they are not suitable, such as AES,
or they are weak, such as SHA-1 and MD5. Koblitz ellip-
tic curves is one of the recommended ECC algorithms. For
simplicity, it is denoted ECC in the rest of the paper.

The key sizes used for ECC, SHA-2, and Paillier are
{233,283,409,571} bits, {224,256,384,512} bits, and {
1024, 2048, 3072, 4096} bits, respectively. Table 6 sum-
marises the sizes used which satisfy the NIST’s conditions
against the analysis attacks®. In this study, we focus only
on numerical data type. Other data types will be studied in
future work.

9.1. Data Size vs Execution Time

Our solution is built around the data size used either in
the operands or encryption keys. The objective here is to
study the SmartClass performance by evaluating the garbled
circuits with different data sizes. The performance evalu-
ation is crucial as the size of the garbled circuits depends
directly on the size of its inputs. The sizes of the training
table of Naive Bayes classifier are 50, 100, 150. The num-
ber of tested GCs inputs are also 50, 100, 150. Each value
contains / bits, with / € {8, 16,32}.

Shttps:// www. keylength. com/ en/4/
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Figure 5: Computing time on 50 garble circuits evaluation with
8-bit numeric data and different key sizes of ECC, SHA, Paillier
algorithms.

In the first experiment (see Figure 5), the execution times
are measured on evaluated 50 circuits and 8-bit input num-
bers. We can see that ECC returned the shortest time, while
Paillier returned the longest for all key sizes.

Furthermore, in the second experiment (c.f. Figure 6),
we investigate the execution time when the number of gar-
bled circuits was increased. We have the same observation
as in the previous experiment; ECC is the shortest and Pail-
lier is the longest. It is interesting to note that the ECC time
went from 5 seconds for 50 GCs to 55 seconds for 150 GCs
using its largest key 571, while the inputs numbers varied
from 16 bits to 32 bits. This can be significantly reduced if
we use multicore feature of the current CPUs. 55 seconds
still very quick for 150 GCs, compared to over 2 minutes for
SHA-2 and more than 80 hours for Paillier.

Naive Bayes vs SVM: Performance Comparison. It
is expected that SVM is much quicker but we would like to
know how they behave in the context of our privacy-preserv-
ing analysis model. We consider all the parameters affecting
the vulnerability of the model. Particularly, we choose dif-
ferent / input bits for each GC, that is, I € {8, 16,32} bits
(it is denoted IB in the Figures). Moreover, we use variable
combinations of key sizes of ECC, SHA and Paillier. For
each unlabelled data X, it is set to contain 10 features. SVM
based model needs 22 GCs in total for checking the class of
X, while the Naive Bayes based model needs a higher num-
ber of GCs, 550 GCs with a training table of 10 features and
50 samples.

In the first experiment (c.f. Figure 7), the key sizes of
SHA, ECC and Paillier are respectively 224, 233 and 1024
bits. The input data size IB took values 8, 16, 32 bits. We
can see that, in all cases the Naive Bayes execution time is
always much higher than SVM based model. More specifi-
cally, we consider the key size combination includes 224-bit
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Figure 6: Computing time on 150 garble circuits evaluation
with 32-bit numeric data and different key sizes of ECC, SHA,
Paillier algorithms.
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Figure 7: Computing time (s) of Naive Bayes based model
vs SVM based model on: 10 features of unlabelled data X
(i-e., 550 GCs for Naive Bayes and 22 GCs for SVM); different
numeric data sizes (IB = {8, 16, 32} bits); different key sizes
(233-bit ECC, 224-bit SHA, 1024-bit Paillier algorithms).

SHA, 233-bit ECC and 1024-bit Paillier. We can also notice
that the combination of SVM and ECC has extremely short
execution time, which is 0.06s, while Naive Bayes is much
more slower, which ever the encryption algorithm used, and
does not exploit the best features of the ECC. The Naive
Bayes performance becomes worse with the increasing sizes
of the encryption keys; see Figure 8.

It is worth noting the execution time is one measure. In
the privacy-preserving data analysis one should consider the
accuracy of the results produced by the analyser, in this case
the classifier. In many situations, we can find Naive Bayes
classifier is much more accurate and robust, despite its poor
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Figure 8: Computing time (s) of Naive Bayes based model
vs SVM based model on: 10 features of unlabelled data X
(i.e., 550 GCs for Naive Bayes and 22 GCs for SVM); different
numeric data sizes (IB = {8, 16, 32} bits); different key sizes
(571-bit ECC, 512-bit SHA, 4096-bit Paillier algorithms).

speed-up. Moreover, in some applications with small num-
ber of GCs, SVM is not desirable, as it can compromise its
integrity and security. In these experiments, we wanted to
give a good idea about the Naive Bayes complexity and its
association with the analysis of private datasets. By using
distributed SCs, one can improve significantly the perfor-
mance of Naive Bayes. This will be subject of our future
work.

9.2. Garbled Circuit Size

The size of GCs transferred between SC and DC are quan-
tified in order to evaluate the bandwidth consumption. We
measure the sizes of relational and arithmetic GCs that Smart-
Class generates using the ECC cryptographic algorithm. As
the data size for each attribute in the training set varies within
{1,3,11,17} bits, the input data size for the GC is 2/ + 1;
{3,7,23,35} bits.

The experimental results are shown in Table 7. For num-
bers of sizes 3 and 7 bits, the GC sizes are 0.91KB and
14.56KB, respectively, which are relatively small. For num-
bers of sizes 23 and 35 bits, the largest GC size is about 9
GB. Moreover, the GC size depends also on the key size used
in the encryption algorithms. This is not really a problem, as
we do not exchange the GC between SC and DC completely.
Only part of the circuit is exchanged at any one time. There-
fore, the size of the circuit is not an issue for the transmis-
sion. The local execution of the circuit is also not an issue, as
there is enough memory locally and it is very fast to execute.
Moreover, the GC is only updated when the encryption keys
are renewed.

Table 7
Garbled Circuit Sizes (KB) vs ECC Key Sizes (Bits) vs Data
Unit Size (Bits).

Data Unit ECC Key Size (bit)

Size (bit) 233 283 409 571
3 0.91 KB 1.11 KB 1.60 KB 1.12 MB
7 1456 KB | 17.69 KB | 25.56 KB | 4.46 MB
23 932 MB 1132 MB | 1636 MB | 2284 MB
35 3728 MB | 4528 MB | 6544 MB | 9136 MB

10. Conclusion and Future Work

We proposed a secure two-party model for privacy pre-
serving data mining, called SmartClass that does not only
protect user data but also protects the mining model for data
analysis. Specifically, we use the arithmetic garbled circuits
as part of the model, as well as design a set of garbled cir-
cuits for the relational operators. Additionally, we leverage
the additive property of the binary ECC, and apply it as part
of the protocol for a private communication between SC and
DC. This has reduced significantly the system complexity
and therefore its response time. The proposed model is very
efficient as shown theoretically and experimentally. Further-
more, the SmartClass protocol is more suitable for very big
data analytics, running on cloud infrastructure. Our system
can take advantage of Spark®.

As future works, we extend this work to support more
data mining techniques, such as Decision Tree, Deep learn-
ing, etc. We will also modify SmartClass to process various
data types such as categorical data, etc. We will also improve
authentication of the GCs delivery transactions and improve
the performance of some robust and very popular data min-
ing algorithms. We also look at the use of ontology-based
approach [32] to apply the proposed approach in analysing
the digital incidents.
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