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Proof-of-Sense: A Novel Consensus Mechanism
for Spectrum Misuse Detection

Pramitha Fernando, Student Member, IEEE, Keshawa Dadallage, Tharindu Gamage, Chathura
Seneviratne, Member, IEEE, Arjuna Madanayake, Member, IEEE, and Madhusanka Liyanage, Senior
Member, IEEE

Abstract— Optimal use of scarce radio spectrum is
essential in the proliferation of beyond 5G networks,
and promising blockchain technology offers various ben-
efits for the spectrum management. However, existing
blockchain-based solutions are expensive, non-optimized,
and lack spectrum fraud detection. This paper proposes
a novel consensus mechanism for a blockchain-based
Dynamic Spectrum Access (DSA) system. The proposed
“Proof-of-Sense” consensus mechanism operates based
on spectrum sensing procedures rather than cryptographic
calculations. It is specially designed to address fraudu-
lent/unauthorized access to the spectrum by analyzing the
sensed spectrum data. The core of the consensus mecha-
nism is a cryptographic key sharing mechanism inspired by
Shamir’s secret sharing scheme. Moreover, the proposed
DSA system can enable different micro-services such as
automated spectrum auctions, payment and penalty han-
dling, and spectrum fraud detection. A proof-of-concept
based on experimental approaches coupled with Matlab
simulations is presented to analyze the performance of the
proposed consensus mechanism.

Index Terms— Blockchain, Consensus Algorithm, Dy-
namic Spectrum Access, Smart Contracts, Spectrum Man-
agement, Spectrum Sensing, Spectrum Misuse

[. INTRODUCTION

HE electromagnetic radio spectrum is a valuable and
scarce natural resource in wireless communication. The
popularity of telecommunication services causes increased
capacity needs, leading to a rapid increase in bandwidth.
Furthermore, billions of connected IoT devices and massive
growth of services in 5G/6G wireless networks fuel the need

Manuscript received December 29, 2021; revised March 16, 2022;
accepted April 12, 2022. This work has been performed under the
framework of 6Genesis Flagship (grant 318927) project. Paper no. TlI-
21-5844. (Corresponding author: Madhusanka Liyanage)

Pramitha Fernando is with the Faculty of Engineering, Vrije
Universiteit Brussel (VUB), Brussels, Belgium. e-mail: warnakula-
suriya.pramitha.v.fernando@vub.be

Keshawa Dadallage, Tharindu Gamage, and Chatura
Seneviratne are with the Department of Electrical and Information
Engineering, University of Ruhuna, Galle, Sri Lanka. e-
mail: keshawa.dadallage@eie.ruh.ac.Ik, tharindu@eie.ruh.ac.lk,
chatura@eie.ruh.ac.lk

Arjuna Madanayake is with the Department of Electrical and Com-
puter Engineering, Florida International University (FIU), Miami, Florida,
USA. e-mail: amadanay@fiu.edu

Madhusanka Liyanage is with the School of Computer Science, Uni-
versity College Dublin (UCD), Ireland, the Centre for Wireless Commu-
nications, University of Oulu, Finland, and the Department of Electrical
and Information Engineering, University of Ruhuna, Galle, Sri Lanka.
e-mail: madhusanka@ucd.ie, madhusanka.liyanage@oulu.fi

for efficient, robust, and secure spectrum management mech-
anisms to prevent interference and offer guaranteed network
conditions.

In today’s wireless world, spectrum allocation is based on
the static assignment of the spectrum controlled by regulatory
bodies, for example, the Federal Communications Commission
(FCC) in the United States. Static assignments often lead to an
underutilized spectrum. Therefore, several Dynamic Spectrum
Access (DSA) concepts have been proposed to mitigate these
issues in conventional spectrum allocation systems.

Cognitive Radio (CR) is an emerging technology that relies
on DSA principles. CR proposes to manage the licensed spec-
trum dynamically by allowing unlicensed Secondary Users
(SU) to opportunistically access the licensed spectrum that
belongs to Primary Users (PU) without causing harmful inter-
ferences [1]. Spectrum Access System (SAS) is an example of
a DSA system. In SAS, an automated frequency coordinator
entity manages the spectrum sharing on a dynamic, as-needed
basis across three tiers: incumbent access, priority access, and
general authorized access. The idea of SAS was sustained in
2015 when the FCC adopted rules for shared commercial use
of the 3.5 GHz band (3550-3700 MHz) [2].

Co-Primary Spectrum Sharing (CoPSS) is a dynamic spec-
trum sharing method in which the regulator allocates a non-
exclusive band of the spectrum to several potential operators
for shared use [3]. Multiple operators jointly use the allocated
spectrum under rules and conditions (policies) laid down in
a mutual agreement between all the parties. The allocation of
the 3.5GHz band for fixed Broadband Wireless Access (BWA)
in 2004/5 by the German Regulator (REGTP) is an example
for the CoPSS model [4].

A. Limitations of Existing Dynamic Spectrum Sharing
Systems

Today, a trustworthy third party (i.e., a mediator) must
manage the sharing management systems as the stakeholders
may likely not trust each other. Moreover, this process costs
extra money for the operators and indirectly for customers
due to third-party commissions and fees. Spectrum fraud
detection is essential to maintaining a reliable DSA system.
Spectrum fraud refers to unlawful access to licensed radio
spectrum with intentional or unintentional harmful interference
to rightful spectrum users by violating agreements. Spectrum
violations significantly affect the Quality of Service (QoS) in
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the PUs’ systems and ultimately discourage operators from
using dynamic spectrum sharing. However, the existing DSA
approaches still do not support the automatic detection of
unauthorized spectrum usage.

Detecting spectrum violations is always challenging because
deploying sensors for Mobile Network Operators (MNOs) and
spectrum regulators is difficult and expensive. With demanding
requirements of highly localized services to meet the ultralow
latency, high-speed requirements of critical IoT services such
as in healthcare [5], telecommunication service providers need
to use local network operators. With arising local operator
concepts such as Local 5G Operators (L5GOs), Local Mobile
Network Operators (LMNOs), Mobile Virtual Network Oper-
ators (MVNOs), there will be more spectrum tradings. Fur-
thermore, DSA could have potential applications for wireless
sensors networks, IoT data transmissions, Device-to-Device
(D2D) communications. Since most of the mentioned entities
do not have an exclusive right to the spectrum, they can
rent frequency bands via the DSA system to transmit data
to another location. All these potential use cases highlight the
possibility of more frequent spectrum violations and the need
for a superior DSA system.

B. Role of Blockchain for Dynamic Spectrum Sharing

Blockchain is a time-stamped series of immutable data
records managed by a cluster of distributed computers not
owned by a single entity. Blockchain offers several advan-
tages such as decentralization, transparency, and immutability,
which are useful in many applications, including dynamic
spectrum sharing [6]. Recently, blockchain and smart contracts
have been regarded as an emerging key enabler in the Internet
of Things (IoT) ecosystem to provide a trusty system [7].
In DSA, blockchain can primarily store data securely with
non-repudiation and automate complex activities, such as
conducting automated, fast spectrum auctions using Smart
Contracts (SCs). SCs is a small self-executable application
that runs on a blockchain similar to micro-services. When
the conditions defined in an SC are met, the code inside the
contract will be executed automatically. The introduction of a
marketplace to exchange the spectrum is the most intended use
case of blockchain in the DSA domain [8] [9].SCs can auto-
mate the auctioning functions and establish fair and dynamic
agreements between stakeholders in such spectrum exchange
marketplaces. Stakeholders can directly use the blockchain
because of its inherent properties that make the need for trust
obsolete. As a result, it vastly reduces the operation cost of the
system. Moreover, the lack of transparency can be solved as
all the stakeholders can check the history of spectrum usage
and agreements from the immutable ledger records.

Several blockchain-based DSA systems have been devel-
oped in the literature. Weiss et al. in [6] proposed utiliza-
tion of blockchain for spectrum sharing and discussed its
benefits and limitations such as massive energy expenditures,
scalability, governance, and interoperability are the major
challenges in blockchain systems. T. Maksymyuk ef al. in [10]
discussed the opportunities and challenges of the integration of
blockchain into 6G mobile networks in terms of spectrum and

infrastructure sharing. The authors highlighted tokenization of
spectrum and infrastructure and implementing smart contracts
for service provisioning with intelligent spectrum trading as
key implementation aspects of blockchain for 6G. M. Khan
et al. in [11] proposed a Secondary Spectrum Market (SSM)
with an automated pricing model using a blockchain token
called spectrum dollar. The authors claimed that by applying
the floor-and-trade rule, the system could regulate the token
pricing based on the performance of the overall trades in
SSM, and this methodology minimized the monitoring over-
head. H. Huang et al. in [12] proposed a Network Functions
Virtualization (NFV) and blockchain-enabled 5G architecture
for ultra-reliable and low-latency (URLLC) communications.
The authors discussed a spectrum sharing mechanism built on
NFV, blockchain, and software-defined networking. In [13],
authors proposed an interference-based consensus mechanism
for blockchain-based spectrum management. It is based on
comparing aggregated interference experienced by each node.
The node that suffers the most aggregated interference will
obtain the accounting right as a compensation.

In most of the existing blockchain-based DSA approaches,
multipurpose consensus mechanisms such as Proof-of-Work
(PoW) and Proof-of-Stake (PoS) operate as a separate service.
Such consensus mechanisms based DSA systems suffer from
excessive and additional energy utilization for the computa-
tion heavy mining process. The lack of a suitable and tai-
lored consensus mechanism is the main limitation of existing
blockchain-based spectrum sharing systems. Moreover, none
of the existing blockchain or non-blockchain solutions offer
automatic spectrum fraud detection and mitigation.

C. Our Contribution and Outline

This paper proposes a new consensus mechanism for a
blockchain-based DSA system to mitigate the limitations in
existing DSA systems. The new “Proof-of-Sense” consensus
mechanism can eliminate the additional cost of unnecessary
computational overhead and motivates the miner to collect
helpful spectrum sensing information for spectrum manage-
ment and fraud detection. This paper explains the operation
of the Proof-of-Sense consensus mechanism, such as cryp-
tographic key sharing mechanism, the key recovery process,
block generation and verification process, and collection of
spectrum data. Moreover, the performance of the proposed
solution is analyzed using MATLAB simulations and hardware
implementation. We compare the performance of the new
consensus mechanism with existing schemes.

The remainder of this article can be outlined as follows.
Section II introduces the proposed Proof-of-Sense consensus
mechanism and the DSA system. Section III describes the
testbed and simulations used to evaluate performance of the
proposed mechanism and it further discuss the simulation
results. Section IV compares the proposed system with related
works. Finally section V contains the conclusion.

II. THE OPERATION OF THE PROPOSED
PROOF-OF-SENSE CONSENSUS MECHANISM

This section presents the design of the proposed consensus
mechanism, which combines DSA and spectrum sensing with
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Fig. 1. The High-Level View of the Proposed Architecture

blockchain to create a new paradigm of spectrum management.

A. Stakeholders of the Proposed System

There are several stakeholders in the DSA ecosystem, such
as MNOs, SUs, spectrum regulators, and third-party spectrum
sensors. Note that not all the stakeholders have the same
functionalities/responsibilities in the network. MNOs are the
entities that lease spectrum chunks to the SUs. An MNO
can also be a SU that buys spectrum from another MNO. A
spectrum regulator is usually a government entity that governs
the spectrum regulation within the country. The regulator
sells the licenses for the spectrum to the MNOs, which give
exclusive rights to use the particular spectrum. The spectrum
regulator also can lease spectrum chunks for SUs. However,
the most crucial role of the regulator is to monitor the spectrum
transactions that happen in the network via the blockchain.
Furthermore, the regulator can have higher authority than
other nodes when imposing penalty fees after detecting a
spectrum violation as it represents an independent government
body. Finally, the third-party spectrum sensors are non-MNO
individual miners in the network. They do not sell, lease or
buy spectrum and their functionality is limited to collecting
spectrum data and analyzing them.

B. Spectrum Sensing Process

The proposed DSA system contains the spectrum sen-
sors deployed by MNOs and other third-party miners. These
spectrum sensors continuously sense the radio spectrum and
capture whitespace information. This spectrum sensing process
is motivated by a reward scheme, and the sensors act as the
miners of the blockchain network.

The “regulator” transmits a secret key called Random
Cryptographic Key (RCK) in a randomly selected frequency
band. All the sensors try to capture this key by sensing the
spectrum. The first miner who successfully recovers the RCK
can create the next block, receiving the mining reward. While
continuously monitoring the spectrum, the sensors also collect

Ea @ @“’@‘”@ -------- S pectrum V|oIat|on
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spectrum usage information. The system uses such information
to identify spectrum violations (i.e., fraud). Miners can obtain
additional rewards for their sensed data if fraud is detected
based on that.

Thus, the system encourages spectrum sensors to collect and
store information such as transmitter characteristics, the geo-
graphical location of the transmission, timestamps, frequency
ranges, transmit power, and modulation rates [14]. Moreover,
sensors can capture some upper layer details such as protocol,
wavelength, waveform standard (i.e., 4G/5G).

C. Deployment of the Blockchain Nodes

In the proposed system, the “regulator” is the entity that
transmits the session key in a randomly selected frequency
band, which may be narrow or wide, inside the total li-
censed spectrum without interfering with the regular opera-
tion. All the mining nodes (MNO and non-MNO) must have
Radio-Frequency (RF) spectrum sensors with wideband, high-
sensitivity, multi-beam receivers, and additional capabilities
such as waveform detection, running AI/ML algorithms and
modulation recognition to perform the mining function of
the proposed blockchain system. Since specific hardware re-
sources are needed from the participating spectrum miners, it
is not practical to deploy the proposed DSA system as a public
blockchain network. Therefore, we propose to use a private
blockchain for the proposed DSA system.

D. Operation of the Proposed DSA System

Fig. 1 presents the high-level deployment view of the
proposed architecture. Here, the spectrum sensing and block
generation process can be explained in four steps.

Step 1: Regulator transmits the RCK and an encrypted
message in a randomly selected frequency band
selected within the range of interest.

Miners scan the spectrum and try to capture the
transmitted key by analysing the sensed data.

Step 2:
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Step 3: The miner who captures the RCK creates a new
block and multicast it to the network.

Other miners verify the block and add it to the
blockchain. The winner miner is entitled to any
block rewards. The miner adds a pointer (e.g., IPFS
hash) to its sensed data stored in off-chain storage
in the block.

Step 4:

E. Proof-of-Sense: Novel Consensus Algorithm

Based on the literature, we noticed that the consensus
algorithms, such as PoW, are based on cryptographic hash-
ing functions (Ex: Bitcoin cryptocurrency uses an SHA-256
hashing-based puzzle), which are costly to operate in DSA
systems. There are also growing concerns about the impact of
energy usage of blockchains on the global carbon footprint.
On the other hand, consensus mechanisms like PoS need pre-
mined coins or start with PoW. Since we expect to trade
only using spectrum, and the primary purpose is to develop
a mechanism to detect fraud, none of the existing mecha-
nisms is cost-effective and efficient. Therefore, we propose
a new consensus mechanism based on spectrum sensing (i.e.,
Proof-of-Sense). In this mechanism, nodes have to perform a
challenging process of precise spectrum sensing across many
directions across a wide band to recover the RCK. RCK uses
a symmetric key to encrypt the regulator’s message and acts
as a session key. A session is the time duration between the
generation of two adjacent blocks. Once a particular session
is expired, the corresponding session key gets invalid. The
process of creating a new block dictates the expiration time
of the session key. Once the network verifies the block, the
regulator transmits a new message encrypted using a new
RCK.

Simultaneously, the regulator transmits an encrypted mes-
sage in a known channel. Therefore, every node can capture
it. The regulator’s encrypted message contains a “CODE”, a
sequence number, and a Hash-based Message Authentication
Code (HMAC). Proof-of-Sense uses this encrypted message
for the verification process. CODE is the hash of the RCK
signed with the regulator’s private key. Since all the nodes have
the regulator’s public key, nodes can verify the ownership.
Along with a CODE, a sequence number and an HMAC are

Encrypted Message |

Sensed Data
[pointer to off-chain DB] |

sent to avoid reply attacks and protect the content’s integrity.
The miners scan the spectrum to capture the transmitted
encrypted message and the RCK. Whoever captures the RCK
first becomes the winner and can mine the next block. The
nodes can maintain more than one spectrum sensor to increase
the probability of finding the RCK. Fig. 2 further describes the
workflow of the proposed Proof-of-Sense algorithm.

As an aside, note how, unlike hashing-based PoW, the
proposed spectrum sensing Proof-of-Sense achieves the addi-
tional useful function of detecting whitespace while powering
the blockchain, thereby better justifying its energy usage for
applications beyond the distribution of trust.

1) Cryptographic Key Sharing: For the RCK sharing pro-
cess, we propose using a key sharing scheme presented in [15],
commonly known as Shamir’s secret-sharing scheme. Shamir
introduced the concept of secret sharing through threshold
schemes, and his model is based on polynomial interpolation:
given a set of ¢ points (z1, Y1), ... , (T4, Y¢), where the ;s are
all distinct, in a 2D plane, there is one and only one polynomial
f(z) of degree t — 1 such that f(z;) = y; for all i [15]. To
divide the data K (secret) into pieces K; we can use a random
polynomial f(x) of degree t—1 in which ay = K and evaluate,

Ki=f(1),...K;= f(Z), ey Ky = f(n) 1)
f(.’b) =ag+a1r + a2x2 + ...+ atfll't_l )

If some node has ¢ shares (4, f(4)), the node can reconstruct
the f(x) using Lagrange polynomial interpolation in (3), and
find ag, which is the secret. However, since we only interested
in ag, there is a computationally efficient approach to calculate
ap without reconstructing f(x). We can substitute z = 0 in
(3) and get (4). Although the original method uses integer
arithmetic, the security can further be improved by using finite
field arithmetic (a field of size p € P).

t—1 t—1

F@) =Y [[ —= 3)
=0
t—1 t—1 z

FO=>u]] —— 4
=0 m=oTm T

m#j
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Therefore, a t-out-of-n threshold scheme is a method in
which n pieces of information, knows as shares, in a secret
key K are distributed so that the secret can be reconstructed
from any ¢ or more shares and otherwise not. The parameter
t is known as the threshold of the scheme.

We use Shamir’s concept to control the capturing difficulty
of the key. The regulator transmits the n pieces of information
of the session key (RCK) in multiple frequency bands, and
miners need to collect ¢ pieces to recover the session key.
Algorithm 1 shows the pseudo code for generating transmis-
sion information. The recovery difficulty of the key depends
on many variables such as the key length, shares, threshold,
transmitter and receiver characteristics, and wireless channel
characteristics. Once the regulator transmits the key, it waits
for a specific interval and then re-transmits it until at least
one node recovers the key. Since the regulator is also a miner
node in the blockchain network, it will know when a node
successfully recovers the key via blockchain. Algorithm 2
shows the pseudo code for reconstructing the RCK using ¢
pieces of information.

Algorithm 1 Generating transmission information
Input: Secret key (ag), Total shares (n), Threshold (t)
Qutput: n information pieces, Encrypted message
1: CODE < hash of the secret key (ag)
2: Generate the message with CODE, Sequence no. and
HMAC
3: Encrypt the message using secret key
4: Generate t — 1 random integer numbers
5:fori=1tot—1do
6: a; < random integer
7
8
9

: end for
: Generate the polynomial f(x)
c f(@) =ap+ a1+ agx® + ...+ ap_qaxtt
10: Generate n points x,_1 = (x, f(z)) from the polynomial
11: for j=0ton—1 do
122 Ky < (x5, flx)))
13: end for
14: Transmit encrypted message in a known frequency
15: Transmit n key parts (xg, K1, ..., kn—1) in random n fre-
quency bands within a agreed range

In a consensus mechanism, there should be a method to
control the block time. In Proof-of-Sense, the recovery of
RCK is directly impacting the block time. In the proposed
system, the RCK can be embedded with or without a degree
of obfuscation, using a multitude of modulation and coding
schemes, across multiple bandwidths with parameters depend
on the level of spectrum mining difficulty desired across
the network. We quantitatively analyze the impact of some
parameters on key recovery difficulty in section III-B. Table I
provides an estimation of the impact of several parameters on
recovery difficulty.

The effect of RCK on recovery difficulty depends on
three main features, namely key length, total shares (n), and
threshold (¢). When we increase the size of the key, the receiver
needs to recover additional data bits. Also, when we increase

Algorithm 2 Key Reconstruction
Input: ¢ information pieces, Encrypted message
Output: Reconstructed key

1: Received: (zo,y0), (z1,Y1), -, (Tt Yt)
2p=1s=0

3: for j=0tot—1do

4: for m=0tot—1do

5: if j! = m then

6: p=Dp* (xm)/(xm - xj)
7: end if

8: end for

9 s=s+(pry;)p=1

0: end for

1

—_

: Secret key (ag) < s

TABLE |
EFFECT OF DIFFERENT PARAMETERS ON KEY RECOVERY DIFFICULTY

Component Feature Effect on Recovery
Difficulty
Key Key Length Increase with size

Decrease with n
Increase with t
Increase with Losses
Increase with Fade

Total Shares (n)
Threshold (t)
Free space losses
Multi-path Fade

Wireless Channel

Diffraction Increase
Absorption Increase
Reflection Increase
Atmospheric Losses Increase
Interference Increase
Modulation Depend on Scheme

Transmitter, Receiver

Increase with Losses
Decrease

Coupling Losses
Error Correction

the ¢ (keeping n and key length as constants), the receiver
needs to recover additional key shares. Therefore, recovery
difficulty increases with both key length and threshold. If
we increase n (keeping t and key length as constants),
the receiver needs fewer data bits to reconstruct the key.
Therefore, recovery difficulty decreases with n. The effect
of the wireless channel is mainly based on different types
of losses and interference in the channel. All these qualities
of wireless channels cause losses in data transmission [16],
and therefore, recovery difficulty increases with free space
losses, fading, diffraction, absorption, reflection, atmospheric
losses, and interferences. We investigate the effect of some
of these features in section III-B.3. Finally, transmitter and
receiver characteristics such as modulation, coupling losses,
and error correction mechanisms also affect the recovery
difficulty. Coupling losses increase the recovery difficulty as
they cause losses in the data being transmitted or received.
Error correction mechanisms can improve the system’s ability
to self-correct error bits without retransmissions, decreasing
recovery difficulty. The effect of modulation is dependent on
the modulation technique. In section III-B.2, we investigate the
effect of two modulation schemes on the recovery probability.
The system can adjust some of these parameters to complicate
the recovery process sufficiently, and at the same time, it is
not computationally challenging.
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2) Block Generation: As per our consensus algorithm, the
miner that recovers the RCK first becomes the winning node.
The winning node can create the next block of the blockchain
and earn a reward for that. While creating the block, the miner
put the spectrum trade data and sensed data into the new block.
Instead of storing sensed data into the blockchain, the node
stores data in off-chain storage and stores a pointer to the
data in the block. The block header contains the hash values,
version, timestamp, and CODE (from the decrypted message).
The proposed structure of a block is presented in Fig. 2. Then,
the node broadcasts the newly mined block to the network for
verification.

3) Verification: When a miner receives a new block from
the winner node, it initiates the verification process. The miner
first verifies the cryptographic key. Since every other node in
the network has the regulator’s encrypted message, they can
decrypt the message with the winner node’s key and verify the
solution. The hash of RCK sent by the winner node should
be equivalent to the hash of RCK in the encrypted message
(CODE) sent by the regulator. Since the hash of RCK in the
encrypted message is signed by the regulator, the winner node
cannot claim victory with a fake RCK. This proposed process
is cost-effective as there are no computationally challenging
puzzles to solve. In addition, sensing measurements in the
block must match up with the other miner nodes’ measure-
ments. This process is equivalent to transaction validation, and
it ensures the integrity of the sensed data. Only the verified
blocks will be added to the blockchain. Algorithm 3 shows
the pseudo code of verification.

Algorithm 3 Verification
Input: Reconstructed Key
Output: True or False

1: Decrypt the message with the prover’s key

2: K < CODE inside the message

3: H < hash of the prover’s key

4. if K == H then

5: True > Key is verified
6: else

7: False > Key is not verified
8: end if

F. Database for Spectrum Sensing Data

Apart from the keys, spectrum sensors collect an enormous
amount of other spectrum data in the key capturing process.
Nodes store these spectrum data locally until they can create
the next block. Once a node becomes the winner, the node adds
a pointer for these data in the generated block. The sensed data
is stored off-chain (e.g., IPFS - InterPlanetary File System) to
avoid the excessive growth of the chain

G. Spectrum Fraud Detection

The fraud detection mechanism focuses on detecting the
unauthorized (i.e., fraudulent) use of the licensed spectrum.
Miners in the network store sensed data in the blockchain

during block generation. The system analyzes this data to
identify spectrum violations using yet-to-be-determined Ma-
chine Learning (ML) algorithms. The system can use SCs to
automatically trigger fraud detection and ensure the integrity
of used ML algorithms. The fraud detection system checks
both MNO level sharing agreement and spectrum regulation
on restricted spectrum bands. Thus, the proposed DSA system
with Proof-of-Sense can potentially detect unauthorized use
of the restricted spectrum as well. Guaranteeing the accuracy
and trustworthiness of the sensed data is one of the major
challenges in the system. We propose to achieve this by cross-
validating results with nearby sensors. The system will only
take action against the discovered frauds if discoveries can
be verified with cross-validating. In the literature, there are
several approaches to ensure the efficiency, trustworthiness,
and security of IoT/WSN data collection [17]. This paper does
not intend to investigate such aspects of data collection.

Identifying the transmitter ID is very important as author-
ities can use it to trace fraud into the origin. However, it is
challenging to capture the transmitter’s ID by monitoring the
spectrum data when the transmitter does not broadcast its ID.
However, it is possible to use radio fingerprint-based iden-
tification mechanisms [18] [19] to identify the transmitter’s
ID. Due to the electronic level imperfections of transmitters
semiconductor electronics, even though they are made of
nominally identical components, there are differences in their
radio fingerprints that have been detected using ML methods.
The system can possibly use such radio fingerprints based
identification mechanisms on identifying the devices [18] [19].
However, it is out of the scope of this paper, and it is left for
future work.

H. Patently Payment and Rewards for Miner

Once the system identifies a spectrum violation, the par-
ticular transmitter will be fined based on pre-defined criteria
according to the degree of a breach. Then, the system pays
compensation to the spectrum owner, whose spectrum was ac-
cessed in an unauthorized manner. In addition, the system will
use a part of the penalty to pay the block generation rewards
and pay for the miners who contributed (i.e., by providing
sensing information) to detect that particular infringement. The
system can automate the compensation process by using SCs.
‘When the number of frauds decreases, the available revenue to
maintain the system will also decrease. Thus, it is necessary
to implement a subscription fee for MNOs, or the regulators
should pay a fee to maintain the system. The penalties may
also scale, perhaps exponentially, with the severity of the fraud.

I. Role of Smart Contracts

Overall, SCs handle all payment instances of the proposed
system, such as subscription fees, penalties, compensation and
block rewards. Apart from financial aspects, SCs can conduct
spectrum auctions, sublet spectrum, analyze stored spectrum
data, detect infringements, rate users and other functionalities.
Because they inherit blockchain properties, SCs add autonomy,
trust, safety and efficiency to the network.
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[1l. PERFORMANCE ANALYSIS

This section presents the performance evaluation of the
Proof-of-Sense consensus mechanism. First, we measure the
energy usage of the proposed consensus mechanism using a
testbed and compare it with some of the existing consensus
mechanisms. Then, we use MATLAB to evaluate the difficulty
of reconstructing the key under different characteristics of
the key sharing scheme and the wireless channel. Finally,
we calculate the average block time under different noise
conditions using MATLAB.

A. Energy Usage Comparison

We evaluate the performance of the proposed system using
the experimental testbed comprised of two Raspberry Pi 3
modules connected with nRF241.01 transceivers, two ESP32
Microcontroller Units (MCUs), and two bi-directional cur-
rent/power monitor modules (INA226). The Raspberry Pi 3
module performed the computational tasks at both transmit-
ter’s and receiver’s end. The nRF24L.01 is a transceiver with
a maximum transmission distance of 1km and operates in the
2.4 - 2.5 GHz band. During the experiment, the air data rate
was set to 250 kbps. The INA226 bi-directional current/power
monitor IC is a current shunt and power monitor with an 12C
interface.

Table II presents the power consumption of the processing
unit (i.e., Raspberry Pi 3 module) for different steps of the
Proof-of-Sense mechanism. In the experiment, we set the total
shares as six (n = 6) and the threshold as three (t = 4)
and four (¢ = 4). The values in Table II are averaged by
taking 100 samples. The spectrum scanning and key capturing
consume the most energy in Proof-of-Sense as it takes more
time to sweep the interested frequency range. During this
time transceiver is listening to the spectrum, consuming a
considerable amount of energy. When ¢ = 4, it consumes more
energy than ¢ = 3 as it needs to scan for one additional key
share to reconstruct the key. On the other hand, the verification
process consumes the lowest energy as it simply compares the
hash values. The energy consumption for this step is equal in
both ¢t = 3 & t = 4 as the hash values of both cases are equal
in size. In key generation and reconstruction steps, the t = 4
case consumes slightly higher energy due to the involvement
of one additional key share.

TABLE Il
ENERGY CONSUMPTION IN DIFFERENT PHASES OF PROOF-OF-SENSE
FOR DIFFERENT THRESHOLDS

Operation t=23 t=4
Key Shares Generation and Transmission 60.29 mJ 69.10 mJ
Scan and Capture Key Shares 18494 mJ 24658 mJ
Key Reconstruction 120.55 mJ | 146.17 mJ
Verification 7.71 mJ 7.71 mJ

Table III shows the power consumption of different consen-
sus mechanisms. It is important to note that it is not the energy
for a fully operational blockchain network. We measure only
the energy of a single node to run the underlying consensus
algorithm. The results presented in the Table III are averaged
by taking 100 samples. For PoW, we use SHA-256 as the

hashing algorithm with a 32-bit nonce. The difficulty of the
network is set to six zeros. The testbed measures the time
and energy needed for the processing unit to calculate the
target hash value. For PoS, we take the amount of sensed
data as the stake instead of a cryptocurrency asset. The
more data a node captured, the higher the chance of creating
the next block. However, in such an approach, we need to
develop sophisticated mechanisms to verify the credibility of
the sensed data, which is out of the scope of this paper. We also
consider the coin age in selecting the winner node, apart from
the stake weight. The testbed measures the time and energy
needed to select the node with the highest coin age * stake
weight value. For the proposed Proof-of-Sense mechanism,
we set n = 6 and ¢t = 4 for these measurements. The testbed
measures the time and energy needed to capture the key parts,
reconstruct the key and verify it.

According to Table III, PoW needs the highest energy
to achieve the consensus because it involves solving hash
puzzles that consume many computational resources. On the
other hand, PoS has the lowest execution time because of
the algorithm’s simplicity. In the testbed, we consider the
time needed to select the node with the highest coin age
* stake weight value as the execution time. Note that in a
real PoS based blockchain network, several other parameters
affect the final block time of the network. The energy of
PoS is the summation of algorithm execution energy and
energy to create the sensed data-based stake. Moreover, even
we implement a DSA system with PoW or PoS, the system
still consumes additional energy for spectrum sensors. With
Proof-of-Sense, we can get an additional advantage of using
the same infrastructure (i.e., spectrum sensors) to support the
blockchain.

TABLE IlI

ENERGY CONSUMPTION COMPARISON OF DIFFERENT CONSENSUS

MECHANISMS
Consensus Mechanism Execution Time | Energy (J)

(seconds)

Proof-of-Work [6] [10] 860.57 1994.53
Proof-of-Stake [6] [10] 0.39 29.81
Proof-of-Sense 9.06 24.88

B. Difficulty Analysis of Consensus Algorithm

The performance of the proposed Proof-of-Sense consensus
algorithm depends on the RCK recovery probability, which
is calculated by counting the number of successful RCK
recoveries against the total number of RCK transmissions. The
RCK recovery probability heavily relies on the factors given
in Table 1. Here, we use MATLAB to investigate the impacts
of these factors on the RCK recovery probability.

In our simulations, we use Shamir’s secret sharing scheme
[15] to generate a total number of six shares (i.e., n = 6) for
RCK in key distribution and to recover RCK from ¢ number
of shares (threshold). A 16 bits binary code represents each of
these shares. Therefore, we need to transmit 96 information
bits corresponding to an RCK. For this purpose, we adopt
an OFDM transmission scheme having 64 subcarriers. Here,
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we use 48 data subcarriers (out of 64 subcarriers) to transmit
BPSK/QPSK symbols over different channel conditions. Fig. 3
illustrates the effects of threshold (¢), modulation, and channel
conditions on the key recovery probability. The results are
averaged over 1000 random realization of AWGN, Rayleigh,
and Rician channels.
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Fig. 3. Key Recovery Probability under Different Conditions

1) Effects of Threshold: We observe that the RCK recovery
probability increases at lower ¢ values for a given signal to
noise ratio (Fj/Ny) as it is required a lesser number of shares
for the recovery. When we increase the threshold, the receivers
need to accurately collect more shares of the key at the given
Ey/Ny. Although this can delay the successful key recovery,
the security of the RCK can greatly increase. Further research
should be conducted to determine the best n (shares) and t
(threshold) values to optimize recovery time and security.

2) Effects of Modulation: The results in Fig. 3 show that
the OFDM system with QPSK modulation has a higher RCK
recovery probability in both ¢ = 2 and ¢ = 3 cases. It is
known that QPSK modulation encodes two bits per symbol
and uses gray coding to reduce the bit error rate, while BPSK
only encodes a single bit per symbol. Therefore, it is possible
to assign all 96 information bits corresponding to all six
RCK shares to one OFDM symbol when QPSK modulation is
used. Hence, there is a better chance to correctly recover the
required number of shares from all six shares in one OFDM
symbol duration. However, we can assign only three shares (48
information bits) to one OFDM symbol when we use BPSK
modulation. This reduces the recovery probability as it requires
to correctly recover the required number of shares from three
shares during one OFDM symbol duration. Therefore, there
is a clear effect from the modulation for the RCK recovery
probability.

3) Effects of Wireless Channel: When considering the effect
of the wireless channel, the recovery probability is much
higher when we only use AWGN channel conditions. This
occurs due to the absence of the fading effects. Then, we
consider the RCK recovery probability under the fading con-
ditions by considering Rician and Rayleigh fading channel

models. Here, we consider the Rician model with a Rician
K-factor of 0.6. Since there is a strong dominant component
(ex: line-of-sight, ground reflection) in Rician fading, it shows
a higher recovery probability than Rayleigh fading. Rayleigh
fading is a special case of Rician fading where there is no line-
of-sight (LOS) signal. Due to the absence of a LOS signal,
the RCK recovery probability is lower under Rayleigh fading
channel conditions. We also consider the effects of threshold ¢
(t = 2 and t = 3) for these channel conditions, and it is clear
that in every scenario, the more shares required, the lower the
recovery probability. It is important to mention that we have
not used any error correction mechanism in simulations, which
will further increase the recovery probability.

C. End-to-End Delay

We implement the proposed system in software by using
Ganache (an Ethereum blockchain), Python and Matlab. We
use Ganache to upload the dummy sensed data to the IPFS
network and measure the time for that process, Python to
construct a small blockchain network with 10 mining nodes
to measure the time for verification process, and MATLAB to
simluate the key transmission and receiving process. In par-
ticular, we consider OFDM based QPSK symbol transmission
scheme under Rayleigh fading channel conditions for RCK
distribution. Here, the RCK is retransmitted until a successful
RCK recovery occurs at a miner node. We take the OFDM
symbol duration as 3.2us (IEEE 802.11) [20], and we set
the interval between two successive RCK transmissions to
200ms. After miners verify the key, winner node uploads the
sensory data to the off-chain IPFS network and hash it. In our
simulations, we assume the sensory data collection rate as 0.5
MB/s to create dummy data.
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Fig. 4. End-to-End Delay for Different E,/Ng Values
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The End-to-End (E2E) delay of the system is the summa-
tion of key recovery time, time to get the IPFS hash, and
verification time. Fig. 4 depicts the E2E delay variations for
different E/Ny values. Here, we carry out 25 tests for each
Ep/Ny. The dotted lines in Fig. 4 show the average E2E delay
values. Since the key recovery time varies according to the
wireless channel conditions, the E2E delay varies at different
Eu/Ny values. In particular, the average E2E delay is 1.99s
when E,/Ny is 8dB, and it is the smallest among all others
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due to the low noise level. When E}/Ny is 4dB, 2dB, and
0dB, the average E2E delays are increased to 2.12s, 2.72s,
and 4.13s, respectively. This shows exponential growth in the
E2E delay with the decrement of Ej/Nj values. The variances
of the E2E delays for four cases are 0.07s2, 0.22s2, 0.67s2 and
4.9552 respectively, and therefore, we can conclude that the
inconsistency of the E2E delay increases with the decrement
of Ey/Ny value. It is further important to note that the time it
takes to get the IPFS hash (i.e., a pointer to off-chain sensed
data) also increases with the RCK recovery time because it
collects more data with time.

IV. DISCUSSION
A. Feature Comparison

Table IV summarizes a feature comparison between existing
blockchain-based and non-blockchain-based spectrum sharing
systems with the proposed system. (Here, L — Low, M —
Medium, H — High, - — Not Relevant/Not Available )

TABLE IV

FEATURES COMPARISON WITH KEY RELATED WORKS
Features [17{[3]1|[4]][6]]|([8]|[91|[10]]|[11]|[13]]|Ours
Blockchain based X\ X | x|/ |/ |V V|V |/ v
Spectrum  Trading | vV | X [ X |V | X | X |V |V |V | V/
Marketplace
Automated Services | X | X | X [V |/ | X | V/ v v v
Spectrum Sensing X X[ X| X[/ | X]| X | X | X v
Spectrum Fraud De- | X | X | X |V |/ | X | X X X v
tection
Off-Chain Storage -l - - XXX VXXV
Tailored Consensus | - | - | - [ X | X | X | X | X | / | /
Extra Costof Mining | - | - | - |H|H|H | H | H L L
Computational Com- | L [M| L | H|H|H | H | H L L
plexity

Most blockchain-based systems outrun the non-blockchain
system by providing the features like spectrum sharing mar-
ketplace and automated services. Blockchain-based systems
can enable these features using SCs. Still, most blockchain-
based systems suffer from limitations such as high computa-
tional complexity and the extra cost of mining. The proposed
DSA system eliminates some of these limitations in existing
blockchain-based systems by introducing the specially tailored
Proof-of-Sense consensus mechanism.

B. Complexity and Performance Comparison

The consensus mechanism plays a vital role in determining
the performance of a blockchain, and security bound, scal-
ability, transaction throughput, and latency are four of the
most essential performance metrics [21]. Table V presents a
performance comparison of blockchain consensus mechanisms
considering a wireless blockchain network [21]. Here, N is
the total nodes, f is malicious nodes, and n is the total key
shares in Shamir’s secret sharing scheme. The value n is far
less the V. Therefore, we can assume that the scalability of
the network is high because the effect of n is minimal in
both communication complexity and spectrum requirement.
The security bound of the proposed consensus mechanism is
as same as in the PoW.

1) Security Bound: Security bound can be defined as the
maximum number of faulty nodes tolerated by the consensus
mechanism. In general, the security bound for PoW is consid-
ered as 2f + 1. Therefore, a blockchain network implemented
with PoW will compromise if a single entity possesses more
than 50% of the resources in the network. The proposed
blockchain with Proof-of-Sense achieves consensus if more
than 50% of the nodes verify the RCK. Therefore, Proof-of-
Sense has the same security bound as PoW. However, voting-
based consensus mechanisms such as Practical Byzantine Fault
Tolerance (PBFT) and Raft define the number of faulty nodes
as inactive or malicious nodes in the network [21]. These
nodes send misinformation to jeopardize the healthy operation
of the network. Typically, PBFT has a security bound of 3f+1
(allowing 1/3 of faculty nodes), and Raft has 2 f + 1.

2) Scalability: Scalability indicates the ability of the con-
sensus mechanism to handle the increasing number of nodes.
In theory, POW has excellent scalability and can hold as
many users within the network. However, it is impossible to
keep as many users considering the spectrum requirements
in a wireless blockchain network. On the other hand, voting-
based mechanisms heavily rely on inter-node communications.
Therefore both PBFT and Raft have poor scalability. The
Proof-of-Sense mechanism has higher scalability because the
number of total shares (n) is independent of the number of
nodes in the network.

3) Transaction Throughput: Transaction throughput indi-
cates the transaction per second (TPS) in the system. PoW
has a low throughput due to its computationally hard hash
puzzles. Proof-of-Sense is not computationally hard as in PoW
and is based on spectrum sensing. However, the verification
process takes some extra time. Therefore, we can conclude it
has a medium throughput. On the other hand, voting-based
mechanisms like PBFT and Raft have a greater throughput (in
the range of 100 to 1000 TPS) [21].

4) Communication complexity: The communication com-
plexity refers to the number of communications between trans-
mitter and receiver nodes. Table V presents the communication
complexity of different consensus mechanisms for a wireless
blockchain network. PBFT requires 2N2+ N communications
and it is the highest communication complexity shown in the
Table V as all nodes have to communicate to all other nodes in
all three stages (pre-prepare, prepare and commit). In Raft, the
communication complexity 2/N represents the communication
between the head and follower nodes (uplink) and again from
follower nodes and head (uplink). In PoW, 2N comes from
broadcasting client request to all other nodes and broadcasting
the winner miner’s hash in the verification process. In Proof-
of-Sense, N x n term represents the key shares received
by the nodes, and 2N represents the encrypted message
and the winner’s key broadcast message. Therefore proposed
consensus mechanism has a communication complexity of
N(n+2).

5) Spectrum Requirement: The spectrum requirement of a
wireless blockchain network refers to the spectrum require-
ment for communication in the network. While communication
complexity is made of the number of receiver processes,
spectrum requirement is the number of transmitter processes in
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TABLE V

PERFORMANGE COMPARISON WITH COMMONLY USED CONSENSUS MECHANISMS [21]
Consensus Suitable Type of | Transaction Scalability Security Bound Communication Spectrum
Mechanism Blockchain Throughput Complexity Requirement
PBFT [22] Private/Consortium | High Low 3f+1 2N2 + N 2N +1
Raft [23] Private Very High Medium 2f+1 2N N+1
PoW [24] Public Low High 2f+1 2N 2
Proof-of-Sense Private Medium High 2f +1 N(n +2) n+2

Note: f = number of faulty nodes, N = total nodes, n = total key shares

the wireless blockchain network [21]. Since PoW consists of
two broadcast messages (broadcast transactions and broadcast
hash result of the winner node), and it is independent of
the nodes in the network, PoW has a constant spectrum
requirement. Proof-of-sense also has a spectrum requirement
independent of the total nodes in the network. The total
number of shares (n) is a characteristic of the RCK and does
not relate to the total nodes in the network. In PBFT, 2N
spectrum resources are needed to communicate among nodes
in prepare and commit stages. In the pre-prepare stage, the
leader node broadcasts a message to the rest of the nodes.
Therefore PBFT has a total of 2NV 4 1 spectrum requirement.
For Raft, spectrum resources are required for the broadcast
message in downlink communication from head to followers
and the uplink communication from each follower node to the
head. Therefore, Raft has an [V + 1 spectrum requirement.

V. CONCLUSION

This paper presents Proof-of-Sense, a new consensus mech-
anism for a blockchain-based DSA system. Proof-of-Sense
consensus mechanisms can address the efficiency issues
in existing consensus mechanisms and detect unauthorized
spectrum access frauds. The proposed mechanism is built
based on a wireless spectrum sensing process rather than
resource-consuming mathematical puzzles. Furthermore, we
have adopted Shamir’s secret sharing scheme to be used in the
key sharing process of the proposed system. The performance
of the proposed system is examined using thorough simu-
lations and implementations. The results verify that the key
recovery probability, which corresponds to the block time of
the Proof-of-Sense mechanism, can be changed by modifying
the wireless channel and transmitter and receiver characteris-
tics. The results verify that the proposed mechanism is more
efficient in terms of energy consumption. Additionally, the
proposed mechanism provides a more DSA friendly consensus
mechanism while collecting spectrum data to detect spectrum
violations. The scope of this paper is limited only to the
evaluation of the proposed consensus mechanism. Developing
a DSA system with the proposed mechanism with features
such as analyzing the collected sensed data and developing
required microservices (e.g., spectrum auctions, payments)
based on smart contracts is left for future work.
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