Research Repository UCD

Title

Electromagnetic side-channel attacks: Potential for progressing hindered digital forensic analysis

Authors(s)

Sayakkara, Asanka P., Le-Khac, Nhien-An, Scanlon, Mark

Publication date

2018-07-21

Publication information

Sayakkara, Asanka P., Nhien-An Le-Khac, and Mark Scanlon. “Electromagnetic Side-Channel
Attacks: Potential for Progressing Hindered Digital Forensic Analysis.” ACM, July 21, 2018.
https.//doi.org/10.1145/3236454.3236512.

Conference details

| SSTA/ECOOP 2018 Workshops, Amsterdam, The Netherlands, 15-21 July 2018

Publisher

ACM

Item record/more
information

http://hdl.handle.net/10197/25077

Publisher's statement

© ACM, 2018. Thisisthe author's version of the work. It is posted here by permission of ACM for|
your personal use. Not for redistribution. The definitive version was published inl SSTA '18:
Companion Proceedings for the ISSTA/ECOOP 2018 Workshops (2018}
http://doi.acm.org/10.1145/3236454.3236512

Publisher's version (DOI)

10.1145/3236454.3236512

Downloaded 2026-05-01 23:42:16

The UCD community has made this article openly available. Please share how this access

benefits you. Your story matters! (@ucd_oa)

© Some rights reserved. For more information


https://twitter.com/intent/tweet?via=ucd_oa&text=DOI%3A9781450359399&url=http%3A%2F%2Fhdl.handle.net%2F10197%2F25077

Electromagnetic Side-Channel Attacks:
Potential for Progressing Hindered Digital Forensic Analysis
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Forensics & Security Research Group
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ABSTRACT

Digital forensics is fast-growing field involving the discovery and
analysis of digital evidence acquired from electronic devices to assist
investigations for law enforcement. Traditional digital forensic
investigative approaches are often hampered by the data contained
on these devices being encrypted. Furthermore, the increasing
use of IoT devices with limited standardisation makes it difficult
to analyse them with traditional techniques. This paper argues
that electromagnetic side-channel analysis has significant potential
to progress investigations obstructed by data encryption. Several
potential avenues towards this goal are discussed.
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1 INTRODUCTION

The increasing consumer reliance on electronic devices has risen
to a level where it is easier for attackers to compromise the pri-
vacy and security of an individual’s digital information than by
any other means. Private information is stored in a wide variety
of digital platforms including mobile phones, personal computers,
social media profiles, cloud storage, etc. [27]. The recent emergence
of Internet of Things (IoT) devices, which integrates into the fabric
of everyday life, enables the digital recording of even more per-
sonal information. The field of information security deals with the
challenge of keeping this sensitive data from falling into the hands
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of unauthorized parties. However, when criminal and illegal activ-
ities involve electronic and computing devices, law enforcement
authorities require access to each suspect’s private data, under war-
rant, in order to collect potentially pertinent evidence [29]. In this
regard, the fields of information security and digital forensics are
juxtaposed with each other.

Modern personal computers and mobile devices provide facil-
ity to encrypt the hard disks and other non-volatile data storage.
While this functionality was first offered as an option to users on
initial setup of these devices, it is increasingly the default behaviour,
especially on mobile environments, such as iOS and Android [2].
While IoT devices have limited data processing power and storage
capabilities, lightweight cryptographic mechanisms are utilized in
many platforms. Encrypted data has long been identified as a po-
tentially rich source of evidence. Many cases have been hampered
when encrypted data was encountered [17]. With respect to IoT
devices, even if encryption is not employed, the lack of standardised
interfaces to access the stored data can still pose a challenge.

Side-channel analysis has been proven to be effective against
many security mechanisms on computing systems. Accessing unau-
thorized regions of volatile and non-volatile storage, intercepting
regular operations of applications and processes, and many other
useful possibilities exist [22]. Among various side-channel attacks,
electromagnetic (EM) side-channel analysis is an important class
of attacks that does not require an attacker to have physical ac-
cess to the target device. This means that passive observation of
unintentional EM wave emissions from a target device opens up a
window to an attacker to infer the activities being performed and
the data being handled on the target [34]. Without running any
specific software on the target device or without tapping into its
internal hardware, EM side-channel attacks can provide a seamless
access point for the attacker. Recent advances in the domain shows
that such attacks are capable of retrieving sensitive data, such as
encryption keys [24].

Most mobile devices and IoT devices seized for forensic investi-
gations tend to be powered on when they are found. However, legal
requirements for digital forensic investigation demand that, ideally,
investigations should be performed without inadvertently, or in-
tentionally, modifying any information. Meeting this requirement
often prevents an investigator from compromising the software and
hardware while acquiring evidence [9]. Due to the nature of EM
side-channel analysis, it has a desirable hands-off quality from a
forensic perspective and has the potential to act as a manner to un-
obtrusively access the internal information from a device. A variety
of avenues ranging from simple activity recognition to breaking
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Figure 1: A typical digital forensic investigation starts with a seized device as part of a legal process. Major focus of the
investigation goes to the analysis of non-volatile storage, i.e., hard disk. However, with the incorporation of EM side-channel
analysis into the process, live data forensics can be performed if the device is switched on at the time it was seized.

encryption could be beneficial to a digital forensic investigator.
In this work, various potential applications for EM side-channel
analysis in the domain of digital forensics are discussed in.

2 DIGITAL FORENSIC ANALYSIS

A typical digital forensic investigation starts when a law enforce-
ment encounters an electronic device in a crime scene or seized it
from a person under investigation. These devices can vary from
traditional personal computers and mobile devices to IoT devices,
such as smart home devices and wearables. The seized devices are
usually handed over to a digital forensic laboratory where special-
ists perform the investigation on the device [9]. Initially, pictures
and notes were taken about the physical conditions of the device.
For personal computers, the investigation mainly focuses on the
data stored in the non-volatile memory, i.e., the hard disk or solid
state drive. A forensically-sound disk image is acquired, which
is analysed using specialised software tools to identify pertinent
information.

The sole purpose of acquiring a disk image from the device
under investigation is to prevent the investigative procedure from
inadvertently making changes to the device. Popular tools such as
EnCase and The Sleuth Kit are designed to extract information from
disk images. In contrast to personal computers, the forensic analysis
of mobile devices typically requires specialised hardware tools
due to the fact that different makes and models of mobile devices
has different internal structures. Even though there are various
commercial tools available for mobile devices, they need to be
updated each time a new device model comes into the market. The
maintainers of commercial tools for forensic evidence acquisition
on mobile devices are struggling to keep up with the highly dynamic
ecosystem of mobile devices [2].

IoT devices have become ubiquitous in everyday life and collect
a large volume of information that can be useful in a forensic inves-
tigation [19]. For example, a fitness wearable can contain highly

precise information regarding the movements of the owner, which
can assist in identifying where the person was at a particular point
in time. Similarly, a smart TV or a smart light bulb may contain
information regarding the usage patterns of the owner and might
hint at the presence of the owner in a premises at a particular time.
However, IoT focused digital forensic tools are extremely limited.
In fact, many IoT devices are not usable in investigations due to
unavailability of support from commercial vendors or open-source
projects. The large variety of IoT devices in the market makes it
virtually impossible to support all of them within a limited tool set.

Whenever encryption is involved in the storage of a device
being investigated, forensic tools are unable to extract informa-
tion [17]. From the investigator’s perspective, a very limited num-
ber of workarounds are potentially viable. The obvious approach
can be asking the device owner for the decryption key or password.
However, if the device owner is not corporative, this approach is
not viable. Another possible approach can involve seeking the as-
sistance of the device vendor to unlock the access to data using
whatever the capabilities the vendor holds. However, many recent
cases indicates that even the device vendors does not have access
to the encrypted data storage on devices they produce. Under these
circumstances, forensic investigations may end up unable to collect
the required evidence from the devices they have seized [33].

Figure 1 illustrates the workflow of actions taken in a typical
digital forensic analysis of a device. The usual sequence of actions
to analyse non-volatile storage has to be altered if the device uses
encryption to protect data. If the device is turned on at the time it
was seized, there’s an opportunity to use EM side-channel analysis
as a live data forensic technique on the device.

3 ELECTROMAGNETIC SIDE-CHANNELS

Passing time varying electric currents through conductors cause
EM waves to radiate into the environment. As computing devices
consist of electronic circuits, they unintentionally generate EM
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Figure 2: Waveform of the AM demodulated signal from the
CPU of Raspberry Pi. The signal represents the AES encryp-
tions performed on the device with approximately 1 second

gaps.

emissions during their internal operations [10]. Depending on the
exact component on a device that contributes, the resulting EM
emission can unintentionally contain information about the ac-
tivities associated with that component. For example, computer
displays are a source of strong EM emissions that are known to
facilitate reconstruction of the images being [15, 26, 32]. Similarly,
central processing units (CPUs) of computers are known to provide
hints on the CPU activities being performed [5]. From a digital
forensic perspective, EM emissions associated with the CPU opera-
tions are of specific interest.

In order to use EM emissions as a side-channel information
source for an attacker, it is necessary to capture the signals with
sufficient accuracy. Professionals in radio frequency (RF) engineer-
ing and related fields uses oscilloscopes and spectrum analysers as
the typical tools to measure EM emissions from electronic devices
for purposes such as electromagnetic compatibility (EMC) testing.
However, cheap and off-the-shelf devices, software defined radios
(SDR), are getting increasingly popular among EM side-channel
security researchers due to their lower cost and ease of use with
configurable software components [31].

When an acquired EM signal from a target device, i.e., EM trace,
is illustrated as a waveform or as a spectrogram, it is possible
to visually distinguish individual operations of the CPU. Using
these illustrations straightforwardly to eavesdrop on the the CPU
activities is called simple electromagnetic analysis (SEMA). This has
been widely used to demonstrate attacks to computer systems [13].
By monitoring instructions being executed on the CPU, an attacker
gains several capabilities including reverse engineering unknown
software, monitoring the control flow of known software, etc.

The most powerful EM emission source of a computing device
is the processor, which operates with the help of fast clock pulses.
For example, consider a Raspberry Pi device as a target that has
a processor running at 1.4 GHz. Tuning an SDR to the relevant

Wo0SSCA, 2018, Amsterdam, Netherlands

frequency near the target reveals that there is a strong EM signal at
the processor clock frequency. Taking it as the carrier wave, other
operations within the CPU gets modulated into it, which can be
observed after demodulating the EM traces. If a target device is
performing cryptographic operations, the captured EM traces can
contain the information relevant to the cryptographic algorithms
in some type of modulation. Figure 2 illustrates the amplitude
demodulated EM traces of the target device when it was performing
advanced encryption standard (AES) encryption operations. The
blobs visible in the waveform across time are the signature of AES
encryption blocks as modulated into the CPU clock frequency.

Differential electromagnetic analysis (DEMA) is an advanced tech-
nique to eavesdrop on critical variables being handled by algorithms
running on a CPU [13, 14]. For example, when a cryptographic
algorithm performs data encryption continuously over a time pe-
riod using a single encryption key, the observed EM traces have a
strong correlation to that specific reused encryption key. DEMA
attacks utilise this correlation between the secret key and the EM
traces to reduce the number of bruteforce guesses an attacker has
to make in order to determine the secret key’s bit pattern. It has
been shown that DEMA is successful against many cryptographic
algorithms including AES, RSA and many others [23, 36].

Recognising the threat of EM side-channel attacks to computer
systems, various countermeasures have been proposed that involves
both hardware and software modifications [23, 25, 35]. Among var-
ious software based countermeasures, two important methods are,
masking variables and randomizing the operations of algorithms in
order to make it difficult for an external observer to identify them.
Similarly, major hardware countermeasures include minimizing the
EM emission intensity by employing obfuscation techniques and
the use of dual line logic. Even though proper implementation of
such countermeasures can place a barrier to the attackers, many
computing devices do not implement these technique - leaving the
window for EM side-channel attacks open. Furthermore, it has been
shown that even when such countermeasures are implemented on
devices, it does not completely prevent EM side-channel attacks.
They simply increase the difficultly for the attacker by requiring
more observations and a larger number of EM traces to carry out
the same attack procedure.

Figure 3 illustrates a forensic investigative setting for EM side-
channel analysis. The device under investigation (DUI) is placed
inside an EMC/Anechoic chamber to prevent external EM inter-
ference and vibrations from affecting the accuracy of the EM mea-
surement. The signals are captured using a magnetic loop antenna
connected to a software defined radio (SDR). Captured signals are
converted to an Inphase and Quadrature (I/Q) data stream that is
subsequently analysed on a host computer system.

4 ELECTROMAGNETIC SIDE-CHANNELS FOR
FORENSICS

With the current challenges in digital forensics and the state-of-the-
art of EM side-channel analysis, it is important to identify the future
potential impact for digital forensics from these attacks. This section
highlights some of the potential ways this impact may occur in the
future under several key themes. Many of these approaches are
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Figure 3: Anillustration of how an EM side-channel analysis
would be performed in a forensic investigative setting. Tar-
get device is placed inside an EMC/Anechoic chamber and
observed using an SDR device that is connected to an EM
analysis software framework.

already starting to be realised and others are ambitious predictions
that can prove significantly beneficial.

4.1 More Frequent Cryptographic Operations

EM side-channel attacks require a large number of traces acquired
from a target device while the device is performing cryptographic
operations using a single key. It has been demonstrated that such
attacks are viable under laboratory conditions. However in most
PC operating systems, it is rare to find practical situations where an
attacker can observe EM emissions from a device for an extended
period of time (since cryptographic operations typically occur less
often than in the laboratory experimental conditions). The most
common encryption occurring on many personal devices are secure
socket layer (SSL) based web traffic.

Encrypted storage is becoming commonplace in both desktop
and mobile devices. Access to encrypted file systems causes an
increased number of cryptographic CPU operations. Live data
forensic techniques can help to perform investigations on such
devices [12]. However, forensic investigators often encounter pow-
ered on but locked devices. As long as the device is reading and
writing to the encrypted storage, EM emissions should reflect the
cryptographic operations on the device. Therefore, an attacker
can straightforwardly force the victim device to perform crypto-
graphic operations in order to acquire side-channel traces for key
extraction.

Sayakkara, Le-Khac & Scanlon

4.2 Combined Side-Channel Attacks

Instead of using a single side-channel attack in isolation, combi-
nations of multiple side-channel attacks directed towards a single
computer system can prove more fruitful. It has been proven that
power and EM side-channel analysis can be combined to achieve
better results [1]. There can be some operations of the CPU that
are more clearly reflected in the device’s power consumption than
in the EM emission and vice versa.

Sometimes, combining conventional attacks, e.g., spyware and
worms, with EM side-channel attacks can provide new kinds of
compound attacks that are difficult to counteract. For example, a
malware running on a victim computer can aid an EM side-channel
attacker to extract additional information over the EM side-channel
alone. This can be achieved through running specially selected
instruction sequences on the CPU to intentionally emit encoded
EM signals. Yang et al. [37] illustrated a mechanism to intentionally
modulate EM emissions of electronic and electromechanical devices
to exfiltrate data from the device to an external receiver. This hints
at the potential for employing these unintentional EM side-channels
to intentionally and covertly transmit data wherever necessary.

There are two potential avenues for malware assisted EM side-
channel attacks. Firstly, malicious JavaScript can be embedded
in a website, using cross-site scripting (XSS) or otherwise, and
read the contents of a user’s screen and encode that information
into deliberate CPU EM emissions. Furthermore, TEMPEST style
attacks on computer monitors can be combined with other attacks to
increase the attack surface for air-gapped computer equipment [11].
For example, malware running on a target computer could read local
files and encode that information into the computer’s video output.
Image steganographic techniques can be used to hide the encoded
data from the human user’s view [6]. Meanwhile, a TEMPEST style
attack can be performed on the computer’s monitor in order to
extract the video frames ultimately leaking data to the attacker.

4.3 File Signatures

Many types of digital multimedia content including images, audio,
and video files are stored in a compressed format for efficient storage
and distribution [3]. As a result, when a computer starts playing
an audio/video file in a specific format, e.g., MPEG-2 Audio Layer
I, AAC, MPEG-4, etc., or attempts to display a compressed image
format, e.g., JPEG, GIF, etc., corresponding decompression software
has to process the content. Since the software’s execution path will
be governed by the media file content, the instruction execution
sequence will also depend on the media file. Therefore, it is possible
that the CPU might emit EM patterns unique to a specific file being
handled. This could potentially lead to the ability to identify the
files being handled by a device.

While there have been attempts to make EM emission signatures
for hardware devices and specific software running on them for
profiling purposes, such as RE-DNA technique [8], the possibility
of profiling specific media files using the EM emission caused by
them is a potential avenue for future exploration. Searching for a
known file, such as known illegal content, in a target device is a
challenge that the digital forensics community has been attempting
to solve in efficient and effective ways as manual comparison is
often overly arduous for the expert investigators [18]. When a
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device is handling a file, passive observations of EM emissions can
help to profile the file being handled by the device. This can be
later be compared with a known set of file signatures to confirm
the access or processing of a specific file on the target device.

4.4 Packet Analysis at Network Devices

There are a wide variety of special purpose computers being used
in various specialised application environments including network
routers and switches. There can often be an operational need to
investigate a live network. This focuses on the data-link and IP
layers in the networking stack. In such cases, it is necessary to
run network analysis software tools on specific interfaces at host
computers [7]. Analysing the network purely based on the traffic
going through routers and switches in order to observe live events
is a challenging task. In situations like this, the EM emissions
of routers and switches might be able to provide an approximate
picture of the workload and traffic on the network. It has been
shown that EM emissions observed from Ethernet cables can lead to
identify the MAC addresses of frames being handled by networking
devices [28]. In that demonstration, attackers has used a technique
similar to SEMA.

When IP packets are being switched at routers, the router has
to update certain fields in the packet including time-to-live (TTL)
and the header checksum. After updating these fields, the router
forwards the packet to the relevant network interface. If the EM
emission patterns of the router forwarding a packet to an interface
and processing a packet are distinguishable, there are opportunities
to perform interesting analysis on routers by observing their EM
emissions. Packets that contains a specific payload, such as mal-
ware that comes from or addressed to a specific host, and network
based attacks, e.g., DoS attacks, might be identifiable. Similarly, an
attacker could gather EM emissions from a router to eavesdrop on
the data being delivered through a wired network. Such possibili-
ties are important from a digital forensic perspective when network
analysis tools cannot be attached to a live system for analysis.

4.5 Easy Access to Electromagnetic Spectrum

EM side-channel analysis attacks traditionally involve expensive
hardware including RF probes, oscilloscopes, spectrum analysers,
and data acquisition modules. Such devices are mostly used in EM
insulated laboratory environments. Moreover the configuration
and operation of these devices requires specialized domain knowl-
edge. Information security specialists and digital forensic analysts
might not have access to such hardware and might not posses the
specialized knowledge required for their operation. While DIY en-
thusiast attempts have been made to build such tools for lower costs,
such efforts come with a penalty of lower precision and accuracy.
This situation places a significant barrier to the wide adoption of
EM side-channel analysis.

Recent advancements in SDR hardware enables new opportu-
nities for accessing radio spectrum for non-specialists. Affordable
SDR hardware and freely available software libraries can be used
to process and decode various wireless communication protocols.
The ever-increasing processing power and memory capacity on
personal computers supports the use of SDR software tools at high
sampling rates. EM side-channel analysis attackers have recently
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started to use SDR tools as a more affordable alternative to the
expensive RF signal acquisition hardware. Following this trend,
digital forensic analysis should be possible through the leveraging
of EM side-channels detected on SDR based hardware and software
platforms.

4.6 Advancements in Machine Learning

Recent advances that have been made in the area of artificial in-
telligence (AI) have demonstrated promising applications to many
other domains across computer science. Various tasks where hu-
man intuition was required to perform decision making are now
being replaced with machine learning and deep learning based
algorithms. Software libraries and frameworks are becoming in-
creasingly available in order to assist the building of applications
that have intelligent capabilities. Examples include the automated
detection of malicious programs, image manipulation, and network
anomaly detection.

EM side-channel analysis techniques, such as SEMA and spec-
trogram pattern observations, that previously required human in-
tervention can be automated through the development of Al tech-
niques. It is possible to extract better information from EM traces
than the current manual observations are capable of achieving.
There are several examples of existing work that has already lever-
aged Al techniques to recognize EM trace patterns, which strongly
hints the future role that can be played by Al algorithms in EM
side-channel analysis for digital forensics [4, 16, 20, 21, 30].

5 DISCUSSION AND FUTURE WORK

When digital evidence is presented to a court of law as a part of
an investigation, the evidence acquisition procedure can get thor-
oughly questioned and challenged. This is due to the fact that
legal processes follow strict procedures to ensure fairness to all
parties involved. As a result, digital forensic evidence acquisition
procedures are demanded to be documented and auditable. Current
digital evidence acquisition procedures, practices and tools in use
are time-tested to be resilient against such legal challenges. There-
fore, whenever a completely new way of acquiring digital evidence
is introduced, it has to be thoroughly scrutinized to face reliability
challenges in a court of law.

Many of the EM side-channel attacks that have been demon-
strated in the literature are performed in controlled laboratory
conditions where the attacker had the choice of target device selec-
tion. Therefore, the attackers had the freedom to avoid potential
pitfalls that could affect the end result. In order to make such
attacks realistic and reliable enough to perform on any arbitrary
device encountered, further research is necessary. Sometimes, a
successful execution of an EM side-channel attack can be easier for
a malicious objective while the same attack can be unreliable and
insufficiently trustworthy for a digital forensic investigation. This
situation hints that for EM side-channel analysis to be leveraged for
digital forensic purposes, well tested tools and frameworks need to
be developed so that the digital forensic community can gradually
build trust with the technique.

Our future work is towards this goal of leveraging EM side-
channel analysis as a reliable digital forensic practice to overcome
the currently faced challenges. Due to the lack of realistic and
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reliable attack demonstrations, further evaluations are necessary
to confirm that various published attacks are applicable on a wide
variety of devices on the market. The manner to increase the relia-
bility of these attacks needs to be explored. Many digital forensic
specialists working for law enforcement and industry may not be
experienced in operating radio frequency data acquisition devices.
Therefore, easily operable tools are necessary.

6 CONCLUSION

This work discussed the challenges faced by digital forensic in-
vestigators due to encrypted storage on computing devices and
IoT devices with non-uniform internal designs. EM side-channel
analysis techniques, which have been successfully demonstrated to
leak critical information from computing devices, is considered a
promising solution. Various applicable scenarios of the technique
in the context of digital forensic domain are identified. While the
EM side-channel analysis domain is still in its infancy to address
the demanding encryption issue in digital forensics, the aforemen-
tioned application scenarios indicate that it shows strong promise
to produce useful, case progressing results in the future.
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