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ABSTRACT
The industrial and computing research context revolutionized in various directions during the last decades.
The blockchain-based smart contract embraced as a significant research interest due to its distinguishing
features such as decentralized storage of transactions, autonomous execution of contract codes, and
decentralized establishment of the trust. Blockchain-based smart contracts can transform the working
architecture of almost all industries towards elevated service standards. The use cases of blockchain
based smart contracts range from industrial applications such as cryptocurrency systems towards logistics,
agriculture, real estate, energy trading and so forth. The decentralization concept of blockchain is one of
the biggest leaps in technology research since future computing got a super momentum towards the Internet
of Things (IoT) and edge computing. A plethora of research is in progress to investigate the opportunities
for the applicability of smart contracts and blockchain technologies to various industries. It is important
to identify the technical aspects of blockchain-based smart contracts to further improve and sharpen the
capabilities which they already owed. This survey is conducted to identify the significant technical aspects
of blockchain-based smart contracts with the associated future research directions.
INDEX TERMS Blockchain, Concurrency, Ethereum, Hyperledger Fabric, IoT, Smart Contracts, Security,
Scalability

I. INTRODUCTION

The computation associated services including financial
transactions, video streaming, email, and telecommunication
mostly adopted a centralized architecture [1] with the influence of design principles such as cloud computing. Mail
servers, video streaming servers as well as payment authorization systems have been deployed in centralized computing infrastructure and users consume these services adopt the
client-server architecture. However, the future evolutionary
directions of computing research reflect that the number of
subscribers of computational services expands enormously
[2]–[4]. The Industry 4.0 revolution has anticipated the contribution of industrial IoT, Machine to Machine communication and Artificial Intelligence (AI). The centralized systems
have scalability limitations with the future massive demand
expansions of computing. Therefore, the computing research
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community is highly motivated to investigate a novel architectural strategy for sustaining in the computational demand
for the next generation [5]. In addition, privacy, availability,
access control, and data integrity are major concerns in
computing research. Blockchain-based smart contracts augment their employability as a technology breakthrough to
the future industry by built-in decentralization with integrity,
autonomous execution and accuracy [6].
The blockchain is a decentralized, immutable ledger which
is composed of a cryptographically linked chain of blocked
records. The collection of records is called blocks and the
records are usually called transactions or events. The decentralized ledger is shared within all contributory members in
the blockchain network [7]. Transactions are added to the
ledger upon verification and agreement process between the
parties on-board in the blockchain. The cryptographic link is
1

the backbone of blockchain. The important keywords associated with blockchain are the decentralization, immutability
and cryptographic link.
Decentralization: The decentralization reflects the transactional(store and retrieve data) capability of blockchain
based smart contracts without a single point of failure. The
ledger is available on each node and in contrast with centralized database management systems [8], the access to the data
does not depend on a centralized service.
Immutability: The records in the ledger are immutable
once logged [9]. The attempt to forge the ledger record on a
particular block will disqualify it and fail the data integrity of
the entire blockchain. The immutability of the ledger ensured
using cryptographic techniques such as hashing and digital
signatures which will explain in the paper. The alterations of
ledger is a computationally expensive task.
Cryptographic Link: The cryptographic link is the backbone of trust of the entire blockchain [10]. The immutability
of blockchain is achieved through the cryptographic link established with hashing and digital signatures [11]. Neither the
transaction or block can be altered since it requires altering
all subsequent blocks.
A. PAPER MOTIVATION

Blockchain-based smart contracts have an immense application context, ranging from various financial applications [18]–[24], to health-care applications [25]–[32]. Correctly programming smart contracts, however, has been
shown to be challenging. For example, a financial loss on
the Ethereum network [33] was caused by bad programming
practices.
There exist several surveys on blockchain-based smart
contracts. Wright et al. [34] present the benefits and drawbacks of the emerging decentralized technology and its requirement to the expansion of a new subset of law that termed
as Lex Cryptographia and highlighted the requirement of the
regulation of blockchain-based smart contract based organizations under legal theory. Wüst et al. [35] critically analyze
the applicability of blockchain for a particular application
scenario by proposing a structured methodology to determine
the relevant technical solutions and evaluated with some
significant real-world applications. Clack et al. [36] explored
the design landscape of potential formats for storage and
transmission of smart legal agreements in association with
blockchain technology specifically for the financial services
context. Wang et al. [37] also provides a comprehensive
overview of blockchain-powered smart contracts highlighting the distinguished challenges in the smart contracts along
with future trends. Nonetheless, existing research works have
not thoroughly studied the technical aspects of smart contracts. They also have not explored the potential of integrating smart contracts to other technologies, such as artificial
intelligence and game theory.

2

B. OUR CONTRIBUTION

In this paper we aim to conduct a through survey focusing on several technical aspects of smart contracts. More
specifically, we discuss issues on the security, privacy, gas
cost, concurrency of existing smart contract programming
languages and make the following contributions:
•

•

•

We first discuss existing issues and existing solutions on
the security, privacy, gas cost and concurrency of smart
contracts.
We then discuss the lessons learned and future research
directions for the development of smart contracts to improve their security, privacy, gas cost and concurrency.
We also discuss future research topics that involve integrating smart contracts with other technologies including artificial intelligence and game theory.

C. OUTLINE OF THE PAPER

The paper consists of five sections. SectionI provides a
brief introduction to the paper. Table 1 consists of a few
important surveys conducted in the smart contract context
previously. Section II consists of significant prerequisites for
understanding smart contracts. Important concepts of cryptography, including hashing, digital signatures are explained.
The principles of blockchain and its core modules are also
discussed. In addition, the evolution of blockchain towards
smart contracts along with important historical milestones
are examined in the paper. Section III holds significant portion of the core contribution of this survey. Table 2 contains
the key components of some leading smart contract platforms
in the market. Section III includes the significant technical
aspects of the blockchain-based smart contracts. The content
includes the security attacks, precautions and best practices to
eliminate these attacks, performance optimization and scalability improvement techniques. The significant insights from
the technical aspects of the blockchain-based smart contract
and important considerations for shaping the future research
directions were elaborated in Section IV. Other future research directions, such as combining smart contracts with
game theory and artificial intelligence are later discussed in
Section V. Finally, Section VI concludes the survey.
II. BACKGROUND

The concept of smart contracts was first introduced by Nick
Szabo. Ethereum [20] is one of the most prominent smart
contract platforms with multitudinous applications in different contexts. Initially, smart contracts were targeted only for
financial applications such as ERC20 Tokens [38]. Over time,
the invention of smart contract platforms diversified due to
various industrial requirements [39].
A. HISTORY OF SMART CONTRACTS

Figure 1 illustrates the important milestones of the historical
evolution of blockchain-based smart contracts. The introduction of the concept of smart contracts was by Nick Szabo
to the world in 1994 is the birth of smart contracts. The
VOLUME 4, 2016

TABLE 1. Previous Surveys on Smart Contracts

Ref
[12]

Year
2019

[13]

2019

[14]

2019

[15]

2018

[16]

2018

[17]

2018

Description
Security and Privacy on Blockchain: A comprehensive overview on
security and privacy of blockchain, with techniques to enforce security
and privacy of smart contacts.
Applications of Distributed Ledger Technologies to the Internet
of Things: A Survey: Provides an analysis on the blockchain in the
application perspective.
Inter Blockchain Communication: A Survey: A comprehensive discussion on cross blockchain communication techniques.
A Survey of Blockchain Applications in Different Domains : Provides an overview on the application contexts of blockchain in domains
including currency, healthcare, copyright protection, and insurance.
Understanding the Software Development Practices of Blockchain
Projects: A Survey: Includes results of a formal survey to identify
the software engineering practices including requirement analysis, task
assignment, testing, and verification of blockchain software projects.
A Survey on Opportunities and Challenges of Blockchain Technology Adoption for Revolutionary Innovation: Discussed the
blockchain adoption across the significant sectors in the Industry 4.0.

1994

Smart
Contracts
Introduced to
the world by
Nick Szabo

2013

Invention of
Ethereum by
Vitalik
Buterin and
Team

2014

R3 Company
which invented
Corda Smart
Contract was
founded by
David E.
Rutter

Comparison with our contribution
We extend the discussion on security and privacy further and
discuss the additional technical aspects such as performance
optimization, concurrency, scalability and formal verification.
Our paper has focused the technical aspects of utilizing of
smart contracts on different applications including IoTs.
Our paper discusses several relevant technical aspects, not
limiting to one specific topic.
Our paper has mainly focused the technical aspects of utilizing
smart contracts in different applications.
We discuss the technical aspects rather than the application
perspective.

We discuss the technical aspects in general rather than focus
on single applications.

2015

2016

Hyperledger
Fabric was
stareted by tye
support of
Linux
Foundation

Waves smart
contract
platform was
invented

2017

2018

Initiation of
consideration
Broadening the research into
in the legal
avenues such as AI, ML,
adoptability of
Telecommunication
Smart
Contract

FIGURE 1. Evolution timeline of significant blockchain platforms [40]–[43].

invention of Ethereum is one of the most important leaps of
the smart contract history. The public Ethereum blockchain
allowed the users to get on board and deploy smart contract applications in the public blockchains. Ethereum was
primarily targeted for currency exchange at the beginning.
The Hyperledger Fabric project was initiated in collaboration
VOLUME 4, 2016

with the Linux Foundation. The direction of Hyperledger
Fabric has deviated from Ethereum’s since Hyperledger was
intended as an enterprise blockchain. Many platforms being
developed target the enterprise requirements. The research
focused on the legalization of smart contracts with the maturity of smart contract context with multiple platforms and
3

diverse use cases. The next generation of research is highly
focused on the position of smart contracts in the emerging
research topics in computer science.
B. FEATURES OF BLOCKCHAIN-BASED SMART
CONTRACTS

Smart contracts are self-enforcing and self-executing programs which actuate the terms and conditions of a particular
agreement using software codes and computational infrastructure. The smart contracts are decentralised programs that
extend the use of the underlying blockchain network [44].
The program is immutable and is cryptographically verified
to ensure its trustworthiness.
Some features of smart contracts inherit from the underlying blockchain technology. These features enable the
employability of smart contracts across diverse domains [45].
Generally speaking, smart contracts execute in the peer to
peer mode without the intervention of a centralized third
party. They provide service availability without any centralized dependency. And allow automated transaction execution
when pre-defined conditions are reached [46]. Below we
detail the key features of blockchain-based smart contracts.
1) Elimination of Trusted Third Party and Autonomous
Execution

The most significant advantage of blockchain-based smart
contracts is decentralization [47]. The requirement of trusted
intermediaries such as brokers, agents or service providers
can be dislodged when a particular system integrated with
blockchain-based smart contracts. Elimination of a trusted
third party will reduce the transaction costs and authority
imposed by centralized entities. One of the most significant
examples is cryptocurrency which embraced smart contracts
to altering the role of trusted third parties such as central
banks [48]. The centralized third parties impose high costs
for transactions and behave as the ultimate governing bodies.
The users need to adhere to the regulations imposed by the
centralized authorities.
In contrast, smart contracts provide the agreement procedure to be defined by the participants themselves maximizing
democracy [49]. The participants define the rules and regulations for the smart contract establishment and deploy upon
mutual agreement. The programmed condition and flow of
events are supposed to execute once the blockchain reached
a specific pre-defined state. The specific state will be defined
in the smart contract upon agreement of all parties in the
blockchain network. This state can be any condition such as
a specific balance of wallet funds, or a specific time bound,
etc. The execution is then automatic without intervening a
centralized third party. The service availability is guaranteed
since the operation does not rely on a centralized third party
and execute peer-to-peer. The autonomous execution as per
the conditions ensures the accuracy of operation without
human error or even without biased actions. Therefore, the
smart contract is a promising solution for most applications
which require alternatives without trusted third parties.
4

2) Forge Resistance and Immutability

The integrity of the transaction records in distributed ledger
is verified with digital signatures [50]. Furthermore, the individual transactions verified and approved prior appending
to the ledger. The ever-growing ledger consists of approved
transactions which are immutable. The alteration cannot be
committed by an individual. Smart contract code deployed
on the blockchain are immutable. The code can be deployed
on each node using various techniques. For instance, as an
executable enclosed in the container. The smart contract code
is tamper-evident and the tampered smart contracts cannot
be executed. However, smart contracts can be updated if
required upon the agreement of nodes in the blockchain
network. Therefore, all parties in the blockchain network
can trust the smart contract and trust that the executed code
contains the logics disclosed to and agreed by each member
of the blockchain network.
3) Transparency

Transparency [51] is one of the significant distinguishing features inherited to the smart contracts from blockchain [52].
The transparency of the smart contract is twofold. Firstly, the
code defined in smart contracts is transparent to intervening
parties as well as to the public. Secondly, the set of transactions included in the blocks are also transparent to the public.
Hence the intervening parties of the blockchain network can
trust the logic and transactions in the blockchain network
[53]. In a more concrete example, if the smart contract logic
defined by a governing authority who is a participant of
blockchain network [54], the particular operation executed
upon to the logic can be regarded as trusted and unbiased
since the code is publicly visible. Furthermore, the transaction added to the ledger is also publicly visible to ensure trust
[55]. In contrast, the centralized service architecture is not
transparent and is prone to vulnerabilities such as man-in-themiddle attacks. The centralized databases are also vulnerable
and impossible to trace if any modification occurred on
the data on rest. The smart contract code transparency [56]
ensures members of the blockchain ecosystem to publicly
verify its execution correctness.
C. DEPLOYMENT AND EXECUTION

Figure 2 portraits significant milestones of the initialization
and transaction processing of the blockchain-based smart
contracts. The initial step (Step 0) involves initialization of
smart contracts. After defining the terms and conditions as a
software program, the smart contract requires to be installed
on the network. The smart contract deployed in each node is
identical in all aspects to ensure the fairness and fulfill the
principal requirement of blockchain-based smart contracts.
There are many interfacing techniques in the market for
each blockchain network, when smart contracts are required
to connect with the external business systems. The REST
API created with Hyperledger Fabric SDK [57] or Ethereum
SDK [58] based applications are significant examples. The
blockchain network receives transactions from the interfacVOLUME 4, 2016
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Step 0
Initialization of
Blockchain
Network

Cryptocurrency
Transfer

Stock Exchange
Transaction

Blockchain Network

3-D Printing Instruction
Receipt

API

Smart Contract Installed in the
Blockchain Network

Blockchain service is integrated via API to any of everyday application such as cryptocurrency transferring, stock exchange, or even 3-D printing application

Step 1

Digital Signature checking
Dobule spending checking, if applicable
Permissions checking

Step 2

Step 3

Transaction
Verification

Step 5
Step 4

Blockchain Network

Transaction submitted to a peer
node

Transaction verified

Smart Contract Executed

Block Generated with
Transactions

Step 6
Step 7

Transaction
Completion

Step 8
Transaction Completed
and Blockchain was
Consistently Updated
within the Nodes

Blockchain Network

Block Approved by
Approving Nodes
(Consensus)

Share Block with All
Nodes in Blockchain

FIGURE 2. High-level transaction flow of a typical blockchain integration.

ing applications (Step 1). Once the blockchain network has
received the transaction, the transactions are verified for several conditions (Step 2). The digital signature is essential to
authenticate that the transaction is legitimate and is aroused
by the actual member of the network. Furthermore, there
are platform-specific checks in some blockchain networks.
For instance, the Bitcoin platform checks for the doublespending in this step [59]. Once the transaction is legitimate,
the transaction is flagged (Step 3) as a legitimate transaction,
and the smart contract gets executed (Step 4). The transaction
is added to the block and the finalized block is generated
by a mining node (Step 5). The confirmed block is then
disseminated within the network (Step 6), and receives approvals from every node (Step 7) based on the pre-defined
consensus rule. Once the consensus condition is met, the
block is appended to the blockchain (Step 8).
III. TECHNICAL ASPECTS OF SMART CONTRACTS

The scientific research on blockchain-based smart contracts
mesmerized on different directions of the technical specialization. Started as a minimal decentralized immutable ledger,
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the blockchain technology has emerged with vital features
such as improved security, scalability and optimal operation
thanks to the contribution of the research conducted worldwide. The significant technical aspects of blockchain-based
smart contracts are discussed in this section. Figure 3 shows
a quick overview of technical aspects of smart contracts.
A. SECURITY ATTACKS, VULNERABILITIES AND
POSSIBLE SOLUTIONS

Smart contracts are beginning to be widely adopted in many
industry use cases. Security is of vital importance in consideration of smart contracts as it affects the functionality of
entire blockchain. The various attacks on the smart contracts,
existing research over these attacks, and potential solutions
are discussed in this section. Due to the wide adoption of
Ethereum smart contracts in real-life use cases and security
attacks occurred in recent years, in this section we focus
only on Ethereum to discuss the attacks and vulnerabilities
of smart contracts [72]. Table 3 summarizes the attacks and
corresponding solutions.
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Concur rency I m provem ent in Sm ar t Contracts
Secur it y Att acks, V ulnerabilities and Secur it y
Solutions in Sm ar t Contracts
Secur it y Att acks and V ulnerabilities
- Re-entrency vulnerability
- U nderflow/ O verflow errors
- Sybil attacks
- Bad randomness
- Double spending attacks
- M ajority attacks
- Destroyable contracts
- Exception disorder
- Call stack vulnerability
- U nbounded computational power intensive
operations

- M ulti-Version Transaction O rdering
- Basic Timestamp O rdering

Secur it y Solutions
- SmartCheck
- M AIAN
- ReGuard
- ContractFuzzer
- O yente
- S-gram
- Vandal
- Prosity
- M adM ax
- Ethereum Eclipse Attacks and Solutions
- Securify
- Semantic Framework for Security Analysis of
Ethereum
- TrustChain
- Z eus
- EtherTrust
- M anticore
- Cryptocurrency Smart Contracts for Distributed
Consensus of Public R andomness

Sm ar t Contract Platfor m s and Consensus M echanism s
Sm ar t Contract Platfor m s
-

Technical Aspects of
Blockchain and Smart
Contracts

Pr ivacy I ssues
Transaction data privacy
Smart contract logic privacy
U ser privacy
Smart contract execution privacy

Proof of Work
Proof of Stake
Proof of Stake
Proof of Capacity
Proof of Burn
Byzantine Fault Tolerence
Proof of Elapsed Time
Proof of Authority
Proof of Weight

Scalabilit y I m provem ent in Sm ar t Contracts
- O ff-chain execution
- Sharding
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-

Consensus M echanism s
-

Ethereum
H yperledger Fabric
N EM
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Stellar
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Solutions
- SmartCheck
- H awk
- Trading System with Enhanced U ser Privacy
- Privacy Preserving and Cost O ptimal M obile
Crowdsensing using Smart Contracts and
Blockchain
- ProvChain
- ChainSpace
- Arbitrum
- Ekiden
- ShadowEth
- Supporting Private Data on H yperledger Fabric
- Enigma

Per for m ance O ptim ization in Sm ar t Contracts

- O ff-chain execution
- Transaction cost monitoring

M iscalleneous Solutions for V ulnerabilit y D etection and
R eccom ondations for Program m ing Sm ar t Contracts
-

Secure programming practices
Formal modeling
Vulnerability asessment
Automata based solutions
ChainSpace
Arbitrum

FIGURE 3. Overview of the technical aspects of smart contracts

1) Different Attacks and Vulnerabilities

There exist multitudinous attacks in the smart contract context [73]. These attacks lead due to numerous reasons such
as programming errors, restrictions in the programming languages, and security loopholes. The results of these attacks
consist of many complications for the blockchain networks
and their accuracy, loss of native cryptocurrency and terminate the availability of the system. The attacks can be identified on both public and private blockchain platforms. The role
of smart contracts and their accuracy can be more momentous
in the public blockchains than in private blockchains. The
debugging or any correction is a cumbersome process [74]
since the contracts adopted to all nodes in a blockchain
network.
Re-entrency vulnerability (A1): In general terms, the
re-entrancy vulnerability exploited when one smart contract
invokes another smart contract iteratively and the smart contract that initiates the invocation is malicious. Such attacks
were ample in the Ethereum platform. Eventually, the invoking smart contract’s Ethers are transferred to the malicious
contract’s account. Mehar et al. [33] described the DAO
attack, an anonymous hacker stole 50M USD worth of Ethers
from the 168M invested through a virtual venture capital
raising in 2016. A coder found some loophole, once a split
function is invoked, the code retrieves Ether first and update
balance later and not checking whether is it a recursive call.
The attacker recursively calls split functions and retrieves
their funds before the code checks the balance.
Underflow/Overflow errors (A2): Underflow or overflow
occurred when the result of a particular arithmetic operation
6

was either less or more than the minimum or maximum
numeric data type utilized in the smart contract platform.
The Ethereum platform is using uint256 [75]. Conceptually,
the Ether balance of 0 can be transformed into the maximum
value of the uint256 or Ether balance of maximum value can
transform into 0. However, the programmers are required to
consider such circumstances when coding the contract [76].
There are libraries available to eliminate the known issues,
which will discuss in upcoming sections.
Sybil attacks (A3): Sybil attack [77] occurs when a member attempts to take over the peer network by conceiving fake
identities explicitly. Such circumstances [78] will lead to a
disproportionate control of the network which can lead to
the hijacking of the distributed blockchain peer ecosystem.
For instance, if the consensus is based on the majority voting
of a particular blockchain, the members explicitly created on
the attack can take over the consensus of the network. The
system is prone to such a risk when the onboarding process
to the blockchain is very minimal and automated.
Bad randomness (A4): Randomness is required in the
smart contracts, especially in gaming and gambling context.
In addition to that, there are utility functions which require
randomness [79]. The approaches for random or pseudorandom number generation will be vulnerable in some circumstances [80]. The usage of block variables and block
hashes as sources of entropy can be vulnerable.
Double spending attacks (A5): The spending of the native
token is common in almost all smart contract platforms [81].
In each transaction, there is a risk that the same user can
spend a particular token two or more times [82]. This type
VOLUME 4, 2016

TABLE 2. Some Leading Smart Contract Platforms in the Market

Platform
Ethereum

Ref
[20]

Hyperledger

[42]

NEM

[60]

R3 Corda

[41]

Stellar

[61]

Waves

[43]

Ethereum
Classic

[62]

Tezos

[63]

NEO

[64]

Cardano

[65]

EOS

[66]

Qtum

[67]

Lisk

[68]

ARK

[69]

RSK

[70]

NXT

[71]
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Description
Ethereum is a public blockchain platform which
enables the users to deploy smart contracts publicly. The computational resource consumption
for the execution of the smart contract evaluated
and the native cryptocurrency is Ether.
Hyperleder Fabric is an open source blockchain
platform invented by the Linux foundation and
few other organizations. The platform developed
as an enterprise blockchain platform and there is
no native cryptocurrency attached to the Hyperledger platform.
NEM is blockchain platform which designed for
the enterprise and enables asset definition which
can be mapped as the realistic industrial instruments such as legal items and shipping documents.
R3 Corda is a scalable blockchain platform which
enables privacy features and designed for the
industrial integration.
Stellar is a blockchain based multi-currency payment platform which is comparably efficient in
terms of computational resource consumption.
The Waves platform is a cryptocurrency platform
which also integrated with a dollar payment gateway to make the wallet users capable for the
replenishment in US dollars.
Ethereum Classic was formed by forking
Ethereum, which enables transactions for a lower
cost. It is evolving as an improved version of
Ethereum.
Tezos is defined as a self-amending crypto ledger,
with native cryptocurrency and two types of accounts as implicit accounts and originated accounts. The smart contracts are attached to the
originated accounts.
Neo is developed intending a smart economy.
Neo can be used for digitize the assets such as
digital certificates.
Cardano smart contract platform is the first platform being backed by the peer-reviewing and scientific study. The Cardano has introduced a new
programming language called Plutus to develope
smart contracts.
EOS is developed mainly targeting to build the
horizontally and vertically scalable decentralized
applications. EOS has addressed many aspects
including parallel processing, governance and
improved usability.
Qtum is a smart contract platform which is
known as a hybrid of Bitcoin and Ethereum. It
is adapted to the UTXO model of Bitcoin and
included native cryptocurrency.
Lisk is a smart contract platform that enables
Javascript-based decentralized applications. The
authors have introduced the concept of side-chain
and SDK which can be attached to the blockchain
if required.
ARK platform was developed with improved
consensus and scalability. The authors defined
the improved simplicity which allows a user to
deploy a new blockchain and a token at the push
of a button.
RSK is a scalable blockchain which enables near
realtime payments with Turing complete smart
contract incorporation to the Bitcoin blockchain.
NXT provides a template based smart contracts
which are non Turing complete. The smart contract templates require to match with the business.

of attacks is known as the double spending attacks [83].
Majority attacks (A6): Majority of attacks occur when
some malicious users or groups take over the control to
rewrite transaction history or prevent new transactions from
confirming [84]. The attack can occur when a particular
blockchain consortium adopted with majority voting consensus [85]. Depending on the user requirement, sometimes
block mining and transaction verification is offloaded to some
dedicated leading peers of each member of the consortium.
If the majority of leading peers are hijacked by the malicious
user, the similar circumstance occurred.
Destroyable contracts (A7): The self-destruct vulnerability [86] removes the content of a smart contract by deleting
the bytecode at the particular addresses. Furthermore, it
sends all contract’s funds to a specific target address, making the contract non-functional. Exception disorder (A8):
Exception disorder occurs due to the exceptions lead to a
failure when they were not properly handled [87]. Exception
handling is an important practice in programming, either
blockchain or any other context. The improper handling of
exceptions, especially when one contract invokes another,
affects the operability of the entire network [88]. Hence, the
exception disorder is highlighted as major vulnerability.
Call stack vulnerability (A9): The call stack’s depth is
limited up to a certain value in the execution environment of
the smart contract. For instance, in Ethereum the call stack’s
depth limited to 1024 frames. The operation fails when the
depth of the call reaches the limitation. This can occur due to
various reasons such as programming errors [89].
Unbounded computational power intensive operations
(A10): Each operation on the smart contracts requires consumption of computational power [90]. For instance, the
cost for the computational power in Ethereum is called
Gas. The gas utilized to evaluate the computational resource
consumption of a particular operation on the smart contract.
Unbounded and unrestricted computational power intensive
operations lead to various errors and eventually affect the
system [91].
2) Potential Solutions

Security issues caused by semantic flaws can lead to massive
financial loss. Destefanis et al. [109] presented a case-study
regarding a smart contract library named as Parity. The problem was due to poor programming practices which caused
500,000 Ethers to freeze in 2017.1 The authors analyzed the
chronology of events and identified that the problem occurred
due to negligent programming practices.
Since the smart contract programs are deployed in every
node of the blockchain system, the requirement of the accuracy of the smart contract is supreme. The smart contract is
required to be depleted by vulnerabilities and programming
errors before pushing into the thousands of blockchain nodes.
There has been a number of research works conducted to
address various security attacks over smart contracts. We
1 Equals

to 150M USD in year 2017.
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[96]

in Ethereum smart contracts
MAIAN : Inter-procedural symbolic analysis and validation of
Ethereu,
ReGuard : Fuzzy-based analyzer to detect re-entrency vulnerabilites in Ethereum
ContractFuzzer : Fuzzy framework to detect vulnerabilities in
Ethereum
Oyente : A framework to detect bugs in the smart contracts

[97]

S-gram : Prediction tool fo potential vulnerabilities by irregular

[98]

token sequences
Vandal : Security analysis framework for Ethereum with conversion capability of EVM byte code into semnatic relations

[93]
[94]
[95]

Prosity : Decompiler for Ethereum which generates readable So-

[100]

lidity syntaxes from bytecode
MadMax : Static programming analysis technique to detect gas
focused vulnerabilities

[101]

Ethereum Eclipse Attacks and Solutions : Vulnerabilities in
consensus and block synchronization and countermeasures
Securify : Scalable security analyzer for Ethereum

[102]

Unbounded computational power
intensive operations(A10)

Call stack vulnerability (A9)

Exception disorder (A8)

Destroyable contracts (A7)

Majority attacks (A6)
X

X

X

X
X

X

X

[99]

Double spending attacks (A5)

X

Bad randomness (A4)

X

Sybil attacks (A3)

Description
SmartCheck : Comprehensive analysis tool to detect code issues

Underflow/ Overflow errors (A2)

Ref
[92]

Re-entrency vulnerability (A1)

TABLE 3. Security Attacks and Solutions

X
X

X

X

X
X

X

X

X

X

X

X

X
X

X

Semantic analysis framework : Semantic security analysis
[103]

framework for Ethereum using F* programming language

X

X

TrustChain : Permission-less tamper proof data structure with sybil
[104]

X

resistance

X

Zeus : Correctness verifier and fairness validator for smart contracts
X

[105]
EtherTrust : Automated static analyzer for EVM bytecode
[106]
MantiCore : Binary analyzer for Ethereum smart contracts to
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[107]

detect logic bombs

[108]

Cryptocurrency smart contracts for distributed consensus of
public randomness : A secured random number generator

X
X

X
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discuss these research works from the three main categories
below: identifying semantic flaws, security check tools and
formal verification.
a: Identifying semantic flaws

A number of research studies have analysed these semantic
flaws and identified programming practices to mitigate them.
For example, Atzei et al. [110] analyzed the vulnerabilities of Ethereum, which is popular in the industry. The
vulnerabilities were grouped into three classes according to
the level they are introduced, as Solidity, EVM bytecode,
or blockchain. The authors highlighted that they expect the
non-Turing complete, human readable languages will resolve
some of the issues identified.
Delmolino et al. [111] documented some important insights from teaching smart contract programming to undergraduate students in the University of Maryland. The authors
exposed common errors in designing safe and secure smart
contracts, and highlighted the importance of fixing these
errors in programming.
Similarly, Wöhrer et al. [112] presented several security
patterns which are applicable to Solidity developers in order
to mitigate typical attack scenarios in Ethereum platform.
The patterns declared included protection of re-entrancy attacks, enabling mutexes etc. The authors planned for creating
a structured and informative design pattern language for
Solidity.
b: Security check tools

Further, multiple security check tools have also been proposed to prevent semantic flaws of smart contracts.
Several studies have tackled the re-entry attack. Liu et al.
[94] presented the tool ReGuard, which are usable to identify re-entrency bugs in smart contracts. It is a fuzzy-based
analyzer which automatically detects the re-entrency bugs in
Ethereum smart contracts. ReGuard iteratively generates random diverse transactions to test the vulnerability. Similarly,
Jiang et al. [95] presented ContractFuzzer, a comprehensive
fuzzing framework to detect seven types of vulnerabilities in
Ethereum smart contracts. The authors identified few significant types of attacks such as gas-less send and re-entrency
vulnerability. The authors identified the false negative rate
optimized when comparing with other platforms.
Other research works looked into Ethereum bytecode. For
example, Brent et al. [98] provided a security analysis framework for Ethereum smart contracts. It provides an analysis
pipeline for the conversion of the low-level EVM bytecode
into semantic logic relations. The evaluation conveyed that
Vandal is fast and robust as well as outperforming leading
state-of-art tools with successful analysis of 95 of all 141,000
unique contracts with an average runtime of 4.15 seconds.
Suiche et al. [99] presented Prosity, a decompiler which
generates readable Solidity syntaxes from EVM bytecode.
The decompiled contracts can perform with static and dynamic analysis as required. Grishchenko et al. [103] later
presented a complete small-step semantics of EVM bytecode
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and formalized a significantly large fragment of EVM using
F*, which is a popular programming language used for
similar verification programmed proof assistant. The authors
also successfully validated it against official Ethereum test
suite. The authors further defined number of salient security
properties for smart contracts. More recently, Mossberg et al.
[107] introduced an open source dynamic execution framework named Manticore to analyse the binaries of Ethereum
smart contracts. The framework provides analysis to find
issues including logic bombs. The API provides flexibility to
customize the utilization of framework. This supports scalability up to larger contracts. The authors tested the tool with
Oyente and observed outperforming results and EtherTrust
showed better precision on a benchmark rather than state-ofart solutions.
As Ethereum contracts consume gas, the gas cost on the
smart contract execution has also become a vital concern.
GRECH et al. [100] classified and identified the gas focused
on vulnerabilities found in the Ethereum smart contracts.
The gas is the cost of a particular smart contract execution
on public Ethereum network and gas-focused vulnerabilities
mainly referred to the codes with exhaustive execution to
consume allocated gas for the smart contract. In addition
to that, the authors presented MadMax, which are some
static programming analysis techniques usable to detect gas
related vulnerabilities with significantly high confidence. The
approach included low-level analysis for decompilation in
declerative program analysis techniques for higher level analysis which validated with 6.6 million contracts.
Nikolic’ et al. [93] implemented MAIAN, which employs
an inter-procedural symbolic analysis and concrete validator
to identify real exploits. The tool identifies three main types
bugs including suicidal contracts that can kill by anyone,
prodigal contracts that can send Ethers to anyone and greedy
contracts which does not allow to get Ether to anyone. The
tool evaluated with analysis of one million contracts and
flags 34,200 contracts vulnerable spending 10 seconds per
contract.
More general-purposes security check tools were also
proposed. For example, Tikhomirov et al. [92] proposed
SmartCheck, a comprehensive analysis tool that detects security issues of Ethereum smart contracts. The authors evaluated the tool on a massive dataset of real-life contracts and
yielded successful results. They also stated the capability
of development of the tool in future directions including
improvement of grammar. Smartcheck has also been shown
to be more effective in automated security testing than other
tools [113]. Another example, Tsankov et al. [102] presented
Securify, a security analyzer for Ethereum smart contract.
It is scalable, fully automated and capable of proving the
contract behaviors are safe or unsafe corresponding to a
given property and tested with more than 18k contracts. The
analysis is a two stepped process which includes a symbolic
analysis of contract’s dependency graph to extract precise
semantic information and checking for the compliance violation patterns. Luu et al. [96] proposed a symbolic execution
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c: Formal verification

Formal verification in general refers to formally verifying
the correctness of a computer program. Formal verification is
important in the context of smart contracts as smart contracts
may hold financial values and are often made accessible
to everyone on a blockchain. Several research studies have
investigated the formal verification of smart contracts, and
applied formal verification on different stages during the
deployment of smart contracts. For example, Bhagavan et al.
[115] outlined a framework to analyze and verify runtime
safety. While Abdellatif et al. [116] and Nehai et al. [117]
proposed to verify smart contracts in their execution environment. Albert et al. [118] on the other hand proposed the
EthIR framework to analyze Ethereum bytecode.
B. PRIVACY ISSUES AND SOLUTIONS

Decentralization is a core principle of the blockchain based
smart contracts. The decentralization in blockchain makes
the transaction ledger and smart contracts transparent to all
peers in the network as a feature of security. The transparency
is not recommended for certain circumstances. The in-built
transparency is a significant privacy concern in blockchain
based smart contracts. Table 4 reflects the related works and
corresponding privacy solutions.
1) Different Privacy Concerns

Privacy is a broader domain in terms of the smart contract
[131]. Due to the distributed nature of smart contracts, there
are few major privacy concerns [132]. These privacy con10

[119]
[120]
[121]

X

X

Trading system with enhanced
user privacy
Privacy preserving and cost optimal mobile crowdsensing using
smart contracts and blockchain
ProvChain

X
X
X

[122]
ChainSpace
[123]

X

Arbitrum

X

[124]
Ekiden

X

[125]
TownCrier

X

[126]
ShadowEth

X

[127]
[128]

Supporting private data on Hyperledger Fabric with secure multiparty computation
Enigma

X
X

[129]
Zether

Privacy in execution of smart contracts (I4)

Description
Hawk

User privacy (I3)

Ref

Smart contract logic privacy (I2)

TABLE 4. Privacy Issues and Solutions

Transaction data privacy (I1)

tool named as Oyente to find potential security bugs. The
tool flagged 8,833 contracts as vulnerable out of the 19,366
including the DAO bug which led to a 60 million USD loss.
Later, Kalra et al. [105] also presented the framework Zeus,
which can be utilized to verify the correctness and validate
the fairness of smart contracts. They also defined the correctness as adherence to safe programming practices and fairness as the adherence to agreed upon higher-level business
logic. The framework significantly outperforms Oyente with
zero false negatives in their data set. Mavridou et al. [114]
introduced FSolidM, which included a meticulous semantics
for designing contracts as finite state machines. The authors
presented a tool for creating Finite State Machine (FSM) on a
user friendly graphical interface which automatically generates Ethereum smart contracts. The authors also introduced a
set of design patterns which can implement as plugins and
easily possible to integrate to enhance security and functionality. Liu et al. [97] proposed a semantic-aware security
auditing technique called S-gram for Ethereum. The authors
combined N-gram language modeling as well as lightweight
static semantic labelling and to learn statistical regulators
of contract tokens and to capture high-level semantics such
as the flow sensitivity of a transaction. The authors showed
that S-gram is usable to predict potential vulnerabilities in
identify irregular token sequences and possible to optimize
existing in-depth analyzers.

X

[130]

cerns [133] need to be addressed in order to increase the
employability of smart contracts to the industry [134].
Transaction data privacy (I1): In certain circumstances
[135], members in the network will not prefer transparency
since it will reveal some sensitive information such as trade
secrets, pricing information. Even though the system associated with blockchain, the required measures for privacy
preservation should be integrated [136], [137].
Smart contract logic privacy (I2): The smart contract
publicly deployed in all nodes of the blockchain [130]. Due
to some requirements, the business logic of the organization
required to be incorporated in the blockchain. The business
logics may include sensitive information such as commissions, bonuses. The revealing of such sensitive information
through the smart contract will be a privacy concern of the
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organizations.
User privacy (I3): User privacy is highly concerned in
some significant applications of blockchain based smart contracts. The users incorporate the smart contracts are required
to be private in certain circumstances. For instance, the
solutions like health information systems do not prefer by
the users if the personal identity information being revealed
in the ledger. The privacy of user identity is also a significant
concern in the implementation of blockchain based smart
contracts [138].
Privacy in execution of smart contracts (I4): The smart
contracts are programs which execute on the computational
infrastructure [139]. In blockchain, the smart contracts are
executed on the nodes. The instructions executed on the
machine can be accessed using multiple approaches [140],
[141]. For instance, the password entered by a user required
to be loaded into the memory and can be viewed in clear form
using memory dump tools. These type of lower level data
thefts at the execution are regarded as privacy violations in
certain circumstances [142].
2) Potential Solutions

We below discuss and categorize various possible solutions
on how to preserve smart contract privacy.
a: Preserving privacy of transaction data

Ibáñez et al. [143] presented significant insights on different aspects of blockchain technology including general data
protection regulation and its applicability on blockchain as
an enabler for data protection. The authors discussed application of smart contracts on permissioned blockchains and
permissionless blockchains in association with appropriate
data controllers. The authors categorized the two types of
solutions in enabling compliance, as integration of different
cryptographic functions and private computation schemes
without revealing contents of transactions and application of
blockchains as decentralized verification machines.
Juels et al. [144] illustrated the emergence of the criminal
smart contracts which will facilitate to reveal the confidential
information. The authors illustrated a few issues including
theft of cryptographic keys by criminal smart contracts. Their
results highlighted creating policies and technical safeguarding measures against criminal smart contracts to ensure the
smart contracts’ beneficial objectives.
Kosba et. al [119] presents Hawk, a privacy preserving
smart contracts, which dissipated the privacy hurdle encountered in Bitcoin and Ethereum as a currency. The authors
propose a framework, which enables a non specialist programmer to write a privacy preserving smart contract. Hawk
guarantees on-chain privacy, which cryptographically hides
the flow of money and amount from public’s view.
b: Protecting user privacy

Niya et al. [120] demonstrated a design and implementation of a trading application which utilized Ethereum smart
contracts. The application is developed with flexibility in
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requesting user identity directly by the seller and the buyer.
Lightweight blockchain is established to facilitate data exchange in device-to-device channels.
Chatzopoulos et al. [121] proposed a new architecture for
the event based spatial crowd-sensing tasks in association
with the blockchain and technology with user privacy preservation. The architecture utilizes smart contracts to allow
crowd-sensing service providers to submit their requests, run
cost optimal auctions and handle payments.
Liang et al. [122] designed and implemented ProvChain,
which is a decentralized architecture for trusted cloud data
provenance. Provchain provides significant security features
such as tamper-proof provenance and user privacy. The main
operational phases are provenance data collection, provenance data storage and provenance data validation which
provides tamper-proof records to enable transparency and
data accountability in the cloud.
c: Privacy in the logic

Al Bassam et al. [123] presents ChainSpace, which offers
privacy-friendly extensibility in the smart contract platform.
The platform offers higher scalability than the existing platform achieved through sharding across nodes using a novel
distributed atomic commit protocol named as S-BAC. It also
supports auditability and transparency.
Kalodner et al. [124] presented Arbitrum, which is a cryptocurrency system with smart contracts. Arbitrum’s model
is compatible for private smart contracts which does not
reveal the internal state to the verifiers who are involved
in the validation of transactions in certain circumstances.
Arbitrum incentivizes the parties to agree off-chain on the
VM’s behavior which means that the Arbitrum miners only
required to verify digital signatures without revealing the
contract to confirm that parties agreed on VM’s behavior.
d: Trusted execution environment (TEE)

Trusted execution environment such as Intel SGX [145]
guarantees confidentiality and privacy during code execution.
Zhang et al. [126] presented an authenticated data feed
system which is named as Town Crier. Town Crier provides a
bridge between smart contracts and existing websites which
are commonly trusted for non-blockchain applications. The
frontend and hardware backend combined with the solution
which is enabled with privacy as required.
Cheng et al [125] presented Ekiden, which combines
blockchain with TEE. The authors leveraged a novel architecture which separates the consensus from execution and
enabled confidentiality preserving smart contracts in trusted
execution environment. The authors planned to extend their
work to enable secure multi-party computation in future.
Yuan et al. [127] presented ShadowEth, which is a system that leverages a hardware enclave to ensure the confidentiality of smart contracts in public blockchain like
Ethereum. The system also ensures integrity and availability.
The authors implemented the prototype using Intel SGX on
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Ethereum network to analyse the security and vulnerability
of the system.

prototype implementation which comprises Ethereum smart
contract and off-chain consensus protocol.

e: Secure multi-party computation

D. CONCURRENCY IMPROVEMENTS

Benhamouda et al. [128] presented a method for making
Hyperledger Fabric blockchain platform compatible with private data using secure multi-party computation. The protocol
implemented utilizing Yao’s millionaire problem [146] and
oblivious transfer. The authors associated a helper server,
which separates multi-party computation into off-chain.
Zyskin et al. [129] presented Enigma which is a computational model based on a highly optimized version of
secure multi-party computation named as Enigma which
guarantees a verifiable secret-sharing schemes and ensure
confidentiality. The authors used a modified distributed hash
table to hold secret-shared data with an external blockchain
as the controller of the network to control the access and
identity management. The private components of the smart
contracts run off-chain on Enigma platform and named as
private contracts.

Once smart contracts are deployed on a blockchain, they
are expected to execute in multiple instances. To improve
efficiency, several studies have proposed approaches to improve concurrency of smart contracts. Two main categories
of approaches, including Basic Timestamp Ordering (BTO)
and Multi-Version Transaction Ordering (MVTO) were proposed. BTO assigns every transaction a timestamp, and
determines the serializability order of transactions for the
execution or access to a resource based on the timestamps.
MVTO guarantees that if inconsistency is detect between two
transactions that access relevant data items, one of them will
abort. For instance, Zhang et al. [150] proposed a concurrent
scheme to run smart contracts in concurrent manner which
yielded 2.5 times processing speed in block validation with
three working threads. Anjana et al. [151] developed an efficient framework based on Software Transactional Memory
systems (STMs) to enable concurrent execution of smart
contracts. The proposed framework yielded 3.6x and 3.7x
speedups over the serial miners under BTO and MVTO
respectively.

C. REDUCING COMPUTATIONAL OVERHEADS OF
SMART CONTRACTS

The smart contract execution is a resource-intensive process.
The stakeholders of the smart contract should compensate for
the execution for the relevant parties. In Ethereum, the cost
is evaluated in gas. The under-optimal smart contracts are
expensive in the computation and eventually will incur an additional cost to the users of smart contracts. Furthermore, the
overflown resource consumption of smart contracts will crash
the entire system. Therefore, the optimal execution condition
is highly anticipated in the context of smart contracts.
1) Potential Solutions

Idelberger et al. [147] presented important insights with technical advantages and disadvantages of logic-based smart contracts when featuring ordinary contracts. The authors proved
that a logic based approach can complement advantageously
on its procedural component in few dimensions including
negotiation, formation, storage. The authors emphasized that
logic and procedural approaches are not incompatible in
smart contracts. Chen et al. [148] developed GASPER, a tool
which locates the Ethereum smart contract gas costly patterns
by analyzing the smart contract bytecode. The creators can be
overcharged by under-optimized smart contracts by extra gas
consumption. In the evaluation, the authors discovered 3 representative predefined patterns from 4,240 smart contracts.
Kothapalli et al. [149] implemented an incentive compatible
protocol called SmartCast which is running off-chain and
rely on existing cryptocurrency for the reward and punishment mechanism implementation. The approach created a
system which enables the workers to enforce the integrity
can reward for their correct participation in the process
which were enforced through Ethereum smart contracts. The
authors evaluated the feasibility of the approach by building a
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IV. LESSONS LEARNED AND FUTURE WORK

The previous section reflects the significant technical aspects
of the blockchain based smart contracts from a wider perspective. The drawbacks and some solutions to existing smart
contracts are analyzed. This section elaborates with significant insights from the technical aspects of smart contracts
and research directions for further improvements.
A. SECURITY ATTACKS, VULNERABILITIES AND
SECURITY SOLUTIONS IN SMART CONTRACTS
1) Lessons Learned

Ordinary software programming languages can be used in the
programming languages used for smart contracts, e.g., Java,
Javascript, and GoLang. These languages are designed to be
Turing-complete to achieve full functionality. Programming
smart contracts will be exposed to human errors as other
ordinary software programs. The damages resulting from the
programming errors are exponential since the smart contracts
are deployed to all nodes. Smart contracts are distinguishing
since once the code is deployed, they will be distributed on
the entire network which makes it harder to patch as ordinary programs. Therefore, programmers must make sure the
smart contract programs are guaranteed to be bug-free. The
research on improvement of smart contract errors is evolving and the programmers encouraged to utilize the research
outcomes, such as improved libraries. The programmers are
capable of using a private network to simulate the attacks or
formal penetration testing for the evaluation of the response
in smart contracts for the attack scenario. The smart contracts
required to update with the patches on the smart contract
security vulnerabilities identified by research and make sure
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the programs developed by them are free of these known
vulnerabilities.
Additionally, the principles of programming are applicable
for smart contract programming. Smart contracts are required
to program with simplicity to eliminate overheads. The different hardware specifications of the blockchain nodes need
to be considered. The integration of loops must be minimized
and recursive executions require elimination and development. When the numbers are manipulated, it is essential to
prevent the codes from arithmetic overflows. If there are
specific libraries existing in order to eliminate such errors,
these libraries require to be utilized in the smart contracts.
The codes which will lead to deadlocks require identification
and elimination before the deployment of the smart contract.
Overall, the smart contracts should be designed with consideration of efficiency of memory and computation.
Moreover, as the application areas of smart contracts expand, the codes need to be formally verified. The formal verification requires that the particular smart contract, eventually
a computer program executes as per the formal specification
anticipated by the stakeholders. The formal specification of
smart contracts requires to clearly define with the support
of experts. Especially when the underlying blockchains are
integrated with mission-critical systems such as air-traffic
management and healthcare systems, the formal verification
will be a mandatory requirement. The formal verification
should not require any third-party intervention. For instance,
the vulnerability detection requires expert penetration testers
to simulate security attacks and detect vulnerabilities. The security audits may require expert intervention. But the formal
verification only requires to establish formal specifications
which can be expertise of the developers. The smart contract
developers should be aware of formal verification methods
in order to verify the smart contracts before deployment.
The formal verification identifies significant vulnerabilities
such as locking the funds, sending funds to other accounts
continuously without the account owner’s consent and so on.
The formal verification is a mandatory best practice for future
smart contract developers.
2) Future Work

The smart contract programming languages are Turingcomplete in most of the leading platforms. Turing completeness leads the entire smart contract system into security
risks as per the previous investigations. Therefore, some of
the smart contract platforms such as Stellar are designed
with Turing incomplete smart contract language. Although
Turing incomplete smart contracts do not provide the full
functionality as Turing complete ones, some of the security
risks are eliminated. Assignment of computational power
consumption limitations such as the gas limit will be a
prudent development consideration in the smart contracts
which will eliminate resource consumption overflows. The
correctness evaluation of smart contracts is an essential consideration in the future development of smart contract systems. Re-entrancy attack (A1) was addressed in most of the
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solutions as per Table 5. Sybil attacks (A3), majority attacks
(A6), destroyable contracts (A7) and exception disorders(A8)
requires addressing further by upcoming security solutions
before attacks leading to financial loss.
In addition to that third party utility libraries requires to develop in parallel. For instance, the on-chain cryptographic operations not supported by the Hyperledger-Fabric platform.
If the smart contracts are used as a cryptographic utility, it is
required to import cryptographic libraries. It is a vital requirement to check that the third-party libraries imported are free
of vulnerabilities. If not, importing the libraries will make the
entire blockchain system vulnerable. Syntax improvements
over smart contracts will also allow business stakeholders
to design the smart contracts of their own, with minimal
knowledge of programming. Furthermore, the secure design
principles of smart contracts will evolve as recommended
design patterns as leading programming languages already
defined.
The formal verification of smart contracts is anticipated as
a global standard in future smart contracts development. Developers, platform vendors will adopt the formal verification
compatibility of the blockchain platforms. There are opportunities for researchers to develop frameworks to conveniently
design formal specifications which are the prerequisites for
the formal verification of smart contracts. The techniques
such as AI can be consolidated into the next generation’s
formal verification methodologies. In the future, the service
platforms for formal verification can also be made available
online for popular smart contract platforms. This type of
service architecture can be used to support the AI-assisted
formal verification of smart contracts.
B. PRIVACY ISSUES AND SOLUTIONS
1) Lessons Learned

The main feature of the distributed ledger technology is
the transaction data visibility to all peers of the network.
Most people are reluctant to adopt blockchain technologies
due to the lack of privacy and transaction data visibility. A
plethora of research conducted in the enhancement of privacy
in distributed ledger technologies. Privacy enhancement is
a mandatory requirement when smart contracts are incorporated into future business systems. Since transparency is
a vital strength of blockchain, privacy improvement techniques should not violate the transparency of the blockchain
system. One possible solution is to store data off-chain. To
incorporate privacy and encryption with smart contracts, a
robust key management framework is required. Sometimes
the key management framework requires to link with HSMs
to align with the compliance requirements. As per Table 6,
the smart contract logic privacy requires further attention in
the research as privacy enhancement. Moreover, the privacy
requirement customizations should also be compliant with
the concrete business use case.

13

2) Future Work

In the future, smart contracts can be expected to integrate
with many business systems with different privacy requirements. Therefore, more privacy enhancement techniques can
be anticipated from the research. The distributed and transparent nature of blockchain-based smart contracts can be
observed as a contradictory feature from a privacy perspective. However, different techniques will be utilized in future
smart contract systems to balance privacy and decentralization. The smart contract key management will also be an
emerging direction of research in future blockchain systems.
The privacy will be a data security compliance requirement
such as PCI-DSS/ PA-DSS for financial systems and HIPAA
for healthcare data management systems. If the blockchainbased smart contracts are to be adopted with industry use
cases, it is mandatory to design the smart contracts with
provisions to align with the regulations. In addition to the
transaction data, user privacy is also a vital requirement in
blockchain networks. The future blockchain networks are
required to be designed for the synergistic operation of existing user management systems. The smart contract systems
are required to be compatible with existing PKI based user
management solutions along with hardware-assisted authentication schemes, such as smart cards or hardware tokens.
Modular architectural design will be an ideal design principle in future blockchain systems to simplify the integration
with existing platforms. For secure computation using smart
contract data, there also exist various opportunities in applications such as secure multi-party computation.
C. REDUCING COMPUTATIONAL OVERHEADS OF
SMART CONTRACTS
1) Lessons Learned

Performance optimization is a major requirement of smart
contracts. Smart contracts are often integrated with applications such as financial, aviation, identity management,
and access control, where real-time operation with minimal
latency and higher throughput are expected. Since the widely
used Ethereum blockchain does not support concurrency,
there exist limitations of expanding the Ethereum’s application domain. The storage service of the ledger, consensus
mechanism and smart contract programming languages are
the main dependencies of the performance of smart contracts. In addition, transaction verification of the underlying blockchain also affects performance. For instance, the
double-spending check is additional verification performed
in the financial smart contracts. The smart contract optimization is achievable in different ways. Optimization of consensus protocol is an effective approach. Multi-Version Transaction Ordering and Basic-Timestamp Ordering are some
of the consensus optimization techniques. Integration of the
Ripple consensus, Stellar smart contract platform reduced
transaction processing time into 3-5 seconds. The incorporation of high write throughput also improves the perforance of
the distributed database. The estimation of gas consumption
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before the deployment of Ethereum smart contracts ensures
that the execution is restricted within the limits when they are
deployed on a public blockchain network.
2) Future Works

Since smart contracts are deployed on the public blockchain
and they affect the efficiency of entire blockchain system, it
is important that smart contracts are optimized. Penalization
of under optimal smart contracts will be an effective solution to eliminate such under optimal conditions. A global
performance rating mechanism for well-known blockchain
platforms such as Ethereum can be developed to evaluate
independently the performance of smart contracts. Before
deploying smart contracts in the blockchain, the performance
rating should be approved by the stakeholders. The evaluation can be deployed as a service platform. However,
smart contract developers are now biased towards deploying
simplified smart contracts and transferring computational
overheads to off-chain services. If the computational overheads are transferred off-chain, the data privacy and integrity
become vulnerable. Furthermore, the off-chain service can be
an additional factor that limits the performance. For off-chain
integration, the REST API can be utilized to pass the data to
be computed to the outside. However, the REST API will
also have certain limitations from a performance perspective.
Therefore, alternative integration techniques such as gRPC
can be used. If the computational overhead is transferred
to Edge nodes in the future, COAP can be used to the
integration.
D. CONCURRENCY IMPROVEMENTS
1) Lessons Learned

Concurrency is essential for the smart contracts to cope
with the future demands. The smart contract execution and
consensus mechanisms should be improved to fulfill the concurrency demands. The concurrency improvements should
not trade off security features. The block synchronization
and maintenance of the consistency in the ledger require
to be considered when designing concurrency improvement
mechanisms.
2) Future Works

Smart contracts are expected to play a vital role in the industrial IoT context in future. The concurrency improvements
must align with the restricted computing nature of IoT. The
concurrency in consensus mechanisms must be efficient to
fulfill the requirements of IoT.
V. OTHER FUTURE RESEARCH TOPICS

We next examine the possibly of applying other computer
science theories to smart contracts in different aspects. The
applicability and related works of significant theories of
computer science to smart contracts discussed.
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1) Smart Contracts and Game Theory

Game theory consists of a set of mathematical tools for
identifying the interactions between agents. The combination
of smart contracts and game theory highlights as emerging
research topics. There are many applications that will be
beneficial to smart contracts. Liu et al. [73] presented a comprehensive survey on the application of game theory to smart
contracts. The authors discussed the applicability of game
theory for different aspects of smart contracts such as security
and mining management. The authors also highlighted the
existing challenges and future research directions. Piasecki
[152] discussed the game theory behind smart contract integrated casinos. The author explored that an attacker who is
financially strong can game the system through purchasing
computer power which is beneficial for himself. The author
proposed how to secure the Proof-of-Work blockchain from
the type of attack focused.
2) Smart Contracts and Artificial Intelligence

Artificial Intelligence (AI) can be applied to the smart contracts in different ways. Some AI techniques can be embedded in the smart contract codes, others can be used to validate smart contracts. Furthermore, there are many emerging
applications of Tensor and other deep learning concepts for
the blockchain based smart contracts. Cognitive computing
is another subset of AI which simulates human thoughts on
computing infrastructure.

computing resource consumption and efficiency in operation.
The open issues associated with the resource-restricted computing infrastructure are also discussed to highlight the data
privacy requirements. Kang et al. [155] proposed a federated
learning system based on a consortium blockchain. The authors designed a contract theory-based incentive mechanism
to evaluate high reputation workers for reliable training to
elaborate on the learning process. The authors also discussed
the improvement requirement of the reputation calculation.
c: Smart contracts and cognitive computing

Cognitive computing is an advanced AI research topic which
enables human thinking in the computing infrastructure.
Cognitive computing is adopted with the human thinking
pattern and limitations in the execution which yields significantly higher accuracy when comparing with the other AI
techniques. Blockchain-based smart contracts will improve
the service values in the different application scenarios of
cognitive computing. The data transparency, decentralized
access control capability and the decentralized trust are the
significant features of blockchain based smart contracts in
the perspective of cognitive computing. Daniel et al. [156]
conducted a survey on the applicability of cognitive computing in the healthcare domain. The authors highlighted that
the implementation of blockchain for the healthcare is not a
straightforward and it is important to meet the compliance
requirements.

a: AI for testing and evaluation of smart contracts

d: Smart contracts with tensor networks

AI is generally applicable to the testing of smart contracts.
More specifically, the testing can be focused on directions
such as the performance testing, vulnerability detection, and
correctness evaluation of the smart contracts. The contribution of AI as a utility service for the blockchain is important
to improve the blockchain based smart contracts and the performance. Marwala et al. [153] presented how to use AI for
the verification of smart contracts. The authors pointed out
important applications of AI to the blockchain-based smart
contract context, such as improvement of security, scalability,
and so on. The authors also highlighted the applicability
of AI-based formal verification for the evaluation of smart
contracts.

There are significant applications in the tensor networks for
smart contracts. These applications are relevant to industries
such as financial and retail trade. The predictive modeling,
the customer buying pattern analysis can be associated with
blockchain and tensor networks. Charlie et al. [157] presented a tensor-based approach to predict smart contract interactions based on their cryptocurrency exchanges. The tensor modeling and stochastic process based approach utilized
to underline the actual exchanges between smart contracts.
The proposed approach is also capable of predicting future
exchanges.

b: Federated learning

Federated learning is a decentralized and collaborative learning approach which is aligned with the decentralization capability of the blockchain. Federated learning operates without
uploading the raw data as the training datasets. Especially, the
distributed sensitive information, such as healthcare information can be integrated with blockchain to achieve different
functionalities, such as data access control and federated
learning. The combination of federated learning and smart
contracts can form new research opportunities. Lu et al. [154]
proposed a blockchain and federated learning based privacy
preservation mechanism for the industrial IoT. The authors
integrated federated learning to the consensus to improve the
VOLUME 4, 2016

3) Smart contracts in data science

Smart contracts are applicable as a scalable technique in
data science. Especially, controlling a massive data volume
in a centralized architecture arises performance bottlenecks,
failure risks and security risks. The role of smart contracts
for data science is vital in different aspects. The applications of blockchain-based smart contracts for data science
includes data access control, data integrity, ensuring decentralized trust, and enabling trusted data sharing mechanisms.
Karafiloski [158] presented a survey on blockchain based
solutions for big data. The authors reviewed different use
cases such as medical record access control, IoT, and digital property management. Abdullah et al. [159] detailed
authentication techniques associated with blockchain for big
data. The authors discussed the Kerberos authentication and
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how the blockchain is capable of addressing the limitations
identified. Yue et al. [160] presents a data sharing platform
which ensures traceability. The smart contracts can be used
to enable the data sharing. Xu et al. [161] presented a smart
contract-based storage system, named as Sapphire to support
data analytics in IoT. Uchibeke et al. [162] developed a
blockchain access control system using Hyperledger Fabric
to control the access of large data sets.
VI. CONCLUSION

The paper starts with the concepts which are prerequisites for
the blockchain-based smart contracts. The technical aspects
of the smart contracts section provides a broad discussion on
the essential features of smart contracts. The smart contracts
and the current research of important topics in computer
science also included the technical aspects section. The
lessons learned and the future works section elaborated with
an overview of the future research directions along with
important insights from the technical aspects. As we can see,
the application domains of smart contracts will expand the
future. The gap between human and smart contracts will be
eliminated in future through mobility. Smart contracts must
be improved in the form of efficiency and transaction processing time and it will expose further opportunities to smart
contracts. The next generation of the computing requires
optimal and lightweight computation. Hence, the consensus
mechanisms are required to improve to support the operation
of blockchain on resource-constrained future computing infrastructure. The human-smart contract gap reduction will be
a key research concern in future to improve the usability of
smart contracts to solve the problems in the existing systems.
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