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Abstract—The year of 2017 saw a surge of interest in a curious
new way to raise capital: the ‘Initial Coin Offering’ (ICO).
In this style of crowdfunding, investors exchange a general-
purpose cryptocurrency, such as Bitcoin (BTC) or Ethereum
(ETH), for a branded and special-use blockchain token, which
somehow underpins or represents the project that is being
funded. Billions of dollars worth of capital has already been
raised through these schemes, and these huge transfers have
motivated diverse, and often skeptical, commentary. However,
the technical standards which underpin these schemes have often
passed unremarked, even though they were, arguably, the catalyst
for the huge growth witnessed in this sector. The present work
will elucidate how an informal standard for smart contracts on
the Ethereum blockchain, labelled ERC-20, has enabled the wide
proliferation of special purpose fundraising tokens. Crucially, the
ERC-20 standard allows frictionless interoperability, so that any
compliant Ethereum wallet software can transact and monitor
the full range of compliant tokens. In this way, the short and
rather dry ERC-20 document allows any Ethereum wallet to
control a diverse portfolio of token investments, and it is precisely
this interoperability that has permitted the vast capital transfers
of the ICO era. The present work will briefly survey the short
history of this technology and will discuss some implications that
this disruption presents for technical standardisation bodies.

I. INTRODUCTION

Crpytocurrencies are now an established, volatile and
widely-discussed asset class [1]. When a cryptocurrency pay-
ment is made, the transaction is immutably recorded on a
shared public ledger called a blockchain. The original concept
for a blockchain emerged with the publication of a whitepaper
titled “Bitcoin: A Peer-to-Peer Electronic Cash System” [2]
This seminal work was pseudonymously authored under the
name Satoshi Nakamoto: whether it represents the work of one
person, or a collective, remain unclear [3]. The whitepaper’s
core technical innovation was a proposal to solve the double
spending problem, that is, a mechanism whereby an entirely
decentralised network of validators can achieve a consensus on
the canonical state of shared ledger. A reference open-source
client implementing the whitepaper’s proposals was released,
and with it the Bitcoin network was created. Crucially, the
original, informal whitepaper can be seen as the foundational
interoperability standard for any client interacting on the Bit-
coin network, which within a decade was handling hundreds
of billions of dollars worth of BTC tokens. This established a
pattern for the cryptocurrency sector, where ad hoc standards
are adopted rapidly and evolve organically. While this is

not atypical in the open software community, it represents a
profoundly different approach to the conservative, well-audited
and heavily legalistic world of traditional finance. What role
might formal technical standards play in this new and high
stakes arena?

Beyond merely facilitating simple token transactions, mod-
ern blockchains, such as Ethereum [4], have introduced new
flexible new functionality in the form of smart contracts [5].
These are computer programmes of arbitrary complexity which
run persistently on the blockchain itself, where they will
execute in an entirely trustless, decentralised and provably-
correct manner on a global network of independent validating
computers. In a similar way to how cryptographic proofs un-
derwrite the legitimacy of a Bitcoin transaction, the Ethereum
network achieves a consensus on the correct execution of each
computational step in a smart contract [6]. Accordingly, it
should be impossible for anyone to impede or interfere with
the execution of these programmes: they cannot be prevented
from running as-written.

For instance, this flexibility could allow two parties to
commit wealth to an escrow facility embedded in a smart
contract [7], which could hold the assets for a fixed time
period, or release them only when a particular condition is
met. Crucially, there is no escrow agent involved in such a
scheme: the smart contract will execute precisely as coded,
and by design it is effectively impossible for any one actor
to impede its execution or interfere with it. This removes the
counterparty and regulatory risks traditionally associated with
such arrangements.

Multi-signature wallets are another typical usecase for smart
contracts, where transfers of funds must be crytographically
signed by some number of independent keyholders (analogous
to a shared account with a traditional bank) These usecases
can also offer examples of how a smart contract’s immutability
can be problematic: for instance, a mistake in the coding
of a popular multi-signature wallet, called Parity, meant that
around half a million ETH tokens became permanently frozen
and unspendable: this was worth around $160 million at the
time [8]. Unlike dealing with a bank or other financial entity,
users had no one to appeal after this occurrence. Various other
cases could be mentioned where users have lost access to their
funds, or had them stolen outright [9]. The ad hoc world of
open source software has not delivered a uniformly smooth



user experience for early adopters of cryptocurrencies and
smart contracts, and so it seems timely to ask if new technical
standards could improve the end-user experience.

To start a discussion on this topic, the particular role played
by the ERC-20 token standard in popularising blockchain
fundraising will be explored in Section II. Conclusions stem-
ming from this discussion will be given in Section III.

II. RAISING CAPITAL ON THE BLOCKCHAIN

Diverse teams of entrepreneurial developers have proposed
ideas for exploiting blockchain technologies in sectors such as
prediction markets [10], adult entertainment [11], or Internet-
of-Things [12]. However, developing the software and business
models to underpin such ventures obviously requires consider-
able capital and resources. For this reason, many teams active
in the crypto space have sought blockchain-native approaches
to raising capital. These schemes typically entail the pre-
selling of tokens to backers, under an expectation that the
token’s future value will be somehow linked to the project’s
subsequent uptake and success.

A. The DAO: a cautionary tale

One of the first, and best-known, ICOs was organised to
promote and fund an experimental Decentralised Autonomous
Organisation, the DAO. The developers’ vision was that
the DAO would function as an entirely decentralised and
democratic venture capital fund, with an initial remit to seed
develop in the Ethereum ecosystem. As one contemporary
article expressed it: “This is a corporation whose bylaws are
written entirely in code” [14]. The DAO was to be an exotic
new type of business organisation, entirely governed by its
token holders, with all investment decisions being mediated
through a system of interconnected smart contracts, without
legal restraint or regulatory oversight.

The DAO fundraising campaign had a initial target of
just $500,000 worth of ETH tokens, but it was massively
successful and eventually netted the equivalent of around
$150,000,000 [15]. In return for committing their ETH to the
DAO, investors were issued governance tokens, with symbol
Ð. These Ð tokens could be used to interact with smart
contracts that would determine how the DAO would allocate
its funds (loosely analogous to the voting rights enjoyed by
owners of traditional shares in a company) The tokens were
freely tradable between parties, however doing so required a
wallet that could recognise the Ð tokens and allow them to be
transacted.

However, quite soon after the spectacular fund-raising suc-
cess of the DAO, the scheme ran into serious trouble: in June
2016, a malicious actor found a way to interact with its smart
contracts such that they could extract $60 million worth of
ETH [16]. This event offered an early, and costly, lesson
on the pressing need for secure and bug-free code in smart
contracts. This event had huge repercussions throughout the
fledgling Ethereum community [17], and it eventually resulted
in a contentious hard-fork of the entire blockchain to reset
the offending transaction. An alternative chain emerged in the

wake of this, and remains active, called Ethereum Classic [18].
On this alternative blockchain, the DAO hacking transactions
were not reversed. Ideology was very much at stake during this
contentious fork: to what extent did the community believe that
code is law? The DAO contracts were written in such a way
that a sufficiently astute malicious actor could exploit them
for their own gain, and any investor could theoretically have
audited the code to spot that this was possible.

It is important to note that the Ethereum Virtual Machine it-
self functioned perfectly throughout the DAO hack. The smart
contract code was executed correctly and as-programmed,
but it was the content of this code, and the interactions it
inadvertently permitted, that allowed the appropriation of the
funds. The identity of the DAO hacker remains unknown and
no enforcement proceedings have been brought, so the legality
of the exploit they used remains unclear.

The case of the DAO shows how high the stakes are when
dealing with blockchain assets, where even the slightest coding
error in a smart contract might be exploited for financial gain.
Good technical standards often help to prevent unintended
and unpredictable occurrences in complicated systems such
as these. Indeed, as we will see in the following sections, the
emergence of the ERC-20 token standards removed various
uncertainties around interacting with smart contracts such as
the DAO’s by defining standard interfaces for querying a
token balance or transferring its ownership. However, even a
simple token standard could conceivably embody or facilitate
exploitable security vulnerabilities. Can standardisation bodies
expose themselves to such potential liabilities, should they
endorse a particular token standard? Many of the most sensible
technical standards, such as for life rafts on ships or fire safety
of building materials, arrive in the wake of well publicised
catastrophes. Might calls for formal smart contract standards
likewise emerge in the wake of a financial fiasco such as the
DAO or the Parity wallet hack?

B. The ICO boom of 2017

Even though it failed spectacularly, the fundraising approach
popularised by the DAO was subsequently adopted by many
other blockchain projects. In just the last eight months of 2017,
$4 billion of wealth was gathered through similar ICO schemes
[19]. Of the 450 ICO tokens surveyed in [19], 355 were built
on the Ethereum blockchain in conformance with the ERC-20
standard. This dominance illustrates how pivotal this technical
standard was in facilitating this new form of fundraising, and
indeed this contributed to the emergence of Ethereum as an
important blockchain platform.

The title of [20] typifies the typical contemporaneous com-
mentary on the ICO fundraising model: “The ICO Gold
Rush: It’s a Scam, It’s a Bubble, It’s a Super Challenge for
Regulators”. Might it likewise present a “super challenge”
for standardisation bodies?

For the first time, ERC-20 created an ecosystem where
end users of only moderate technical sophistication could
participate in exciting new blockchain initiatives without them



The ERC-20 standard stipulates that a smart contract must implement nine functions:

function name()
function symbol()
function decimals()
function totalSupply()
function balanceOf(address _owner)
function transfer(address _to, uint256 _value)
function transferFrom(address _from, address _to, uint256 _value)
function approve(address _spender, uint256 _value)
function allowance(address _owner, address _spender)

There are also two events:

event Transfer(address indexed _from, address indexed _to, uint256 _value)
event Approval(address indexed _owner, address indexed _spender, uint256 _value)

Fig. 1. The functions that a token smart contract must implement to conform with the ERC-20 standard [13]

needing to install complex and platform-dependant wallet soft-
ware. This democratised participation in blockchain financing
and opened up new sources of capital. For an investor, the
ERC-20 token standard boosts the attractiveness of ICO tokens
as their ongoing liquidity seems promising, as these tokens
can be easily transacted on various exchanges and with any
compliant wallet. This interoperability greatly expands the
pool of potential purchasers and ensures onward technical
compatibility, even as the underlying blockchain technology
evolves. This example again shows the economic value that
is unlocked by the interoperability that technical standards
promote.

C. The history of the ERC-20 standard

The initial proposal for a standard set of functions for
interacting with token contracts was mooted on GitHub by
Vitalik Buterin on June 23rd 2015 [21]. Over time, this initial
proposal developed into an “Ethereum Request for Comment”,
numbered 20 [13]. The ERC-20 standard defines standard
interfacing functions, listed in figure 1, and gives the following
motivation statement:

“A standard interface allows any tokens on Ethereum to be
re-used by other applications: from wallets to decentralized
exchanges.”

These token smart contracts run on the blockchain, each
having a distinct address, and they oversee the ownership
of special tokens, which exist alongside ETH, the native
currency of Ethereum. By defining standard interfaces to these
contracts, generic wallet software can interact with them easily,
so that, for instance, querying a user’s balance always means
calling a function named balanceOf(address_owner)
at the public contract address for the token of interest. In this
way, the smart contracts tracking the many diverse ERC-20
tokens function like separate and self-contained sub-ledgers.
With its nine functions and two events, a simple standard
was created that allowed anyone, anywhere to easily launch

a fungible blockchain token on the Ethereum platform. The
proposal in [13] is modest in size, just 5.61 kB, yet this
document created the environment for vast capital flows into
speculative projects. This illustrates the power of timely tech-
nical standards.

Notably, Buterin was the original author of the Ethereum
whitepaper [6], and has served since then as a community
leader and founder of the Ethereum Foundation. When he
made the initial proposals for the ERC-20 token standards,
he was just 21 years old. Buterin’s introduction to the ERC-
20 proposal points up the tension between the huge flexibility
offered by a Turing complete blockchain virtual machine, and
the desire for smooth interoperability for end users:

“Although Ethereum allows developers to create absolutely
any kind of application without restriction to specific feature
types, and prides itself on its “lack of features”, there is
nevertheless a need to standardize certain very common use
cases in order to allow users and applications to more easily
interact with each other.”

In September 2017 the informal ERC-20 standard was
formally adopted as an Ethereum Improvement Proposal, EIP-
20 [22]. However, it appears that the nomenclature of ‘ERC-
20’ is still commonly used to designate tokens compliant with
this standard.

More recently, a new standard, ERC-223, has been mooted
as a successor to ERC-20 [23]. Crucially, this new standard
would be backwards compatible with ERC-20. It has been pro-
posed to rectify a problem with the earlier standard, whereby
ERC-20 tokens could inadvertently be sent to an noncompliant
smart contract, where they would be fail to be rejected and
would become frozen at that address. As mentioned in the
proposal of the new standard [23], millions of dollars worth
of ERC-20 tokens have already been lost in this way. This
underlines how interoperability standards for blockchain assets
have immediate, and often costly, real-world consequences.



III. CONCLUSIONS

By allowing software wallets and exchanges to handle
diverse tokens in a uniform way, the ERC-20 standard re-
duced barriers to entry for prospective investors in blockchain
projects, and likely played a key role in catalysing the ICO
boom of 2017. This case study demonstrates that technical
standards, even loose and informal ways, are an essential com-
ponent of both the Ethereum ecosystem and the blockchain
sector more generally.

Various questions might arise from the foregoing discus-
sions:

• The ERC-20 standard was not formally ratified during
the initial ICO surge, and was officially an “Ethereum
Request for Comment”. This status did not prevent it
from underpinning transaction worth billions of dollars.
Might this indicates that the anarchic world of blockchain
finance can happily subsist with ad hoc and expedient
standards, without a need for traditional standardisation
bodies?

• How might the Turing-complete freedom offered by the
Ethereum Virtual Machine be balanced with a desire to
protect naive users, and what role can technical standards
play in this? It is clear that that ERC-223 gives users
greater protection than ERC-20: should standardisation
bodies proactively engage in research to identify similar
opportunities to improve safe interoperability?

• How might legislators act to regulate cryptographic as-
sets, in the absence of central bodies to promulgate or
enforce token standards? The case of the DAO hack indi-
cates the potential for malicious interference with poorly
written smart contracts. If legislators wish to regulate
token sales to protect consumers, will the mandates of
ERC-20, openly hosted on GitHub, need to be somehow
transposed into national legislation?
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