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ABSTRACT

Empirical studies have demonstrated that point estimate deep neural networks despite
being expressive estimators capturing rich interactions between covariates, neverthe-
less, exhibit high sensitivity in their predictions leading to overconfident misclassi-
fications due to changes in the underlying representation of data distributions. This
implication lead us to study the problem of out-of-distribution detection in identifying
and characterising out-of-distribution inputs. This phenomenon has real world implic-
ations especially in high-stake applications where it is undesirable and often prohibit-
ive for an estimator to produce overconfident misclassified estimates.

Alternatively, Bayesian models present a principled way of quantifying uncertainty
over predictions represented in the estimator’s parameters but at the same time they
pose challenges when applied to large high dimensional datasets due to computa-
tional constraints requiring estimating high dimensional integrals over a large para-
meter space. Moreover, Bayesian models among others present properties leading to
simple and intuitive formulation and interpretation of the underlying estimator.

Therefore, we propose to exploit this synergy between Bayesian inference and deep
neural networks for out-of-distribution detection. This synergy leads to Bayesian
neural networks exhibiting the following benefits (i) providing efficient and flexible
neural network architectures applicable to large high dimensional datasets, (ii) estim-
ating the uncertainty over the predictions captured in the predictive posterior distribu-
tion via Bayesian inference.

We validate our findings empirically across a number of datasets and performance
metrics indicating the efficacy of the underlying methods and estimators presented in
regard to calibration, uncertainty estimation, out-of-distribution detection, detection
of corrupted adversarial inputs and finally the effectiveness of the proposed contrast-
ive objectives for out-of-distribution detection. We hope that the methods and results
presented here reflect the importance of how brittle an estimator can be due to dis-
crepancies between train and test distribution leading to real world implications of
particular interest to reliable and secure machine learning.

The algorithmic advances and research questions presented in this dissertation extend
the domains of out-of-distribution detection and robustness against ambiguous inputs,
in addition to exploring auxiliary information that can be incorporated during training.
The resulting estimators overall are high dimensional exhibiting efficient detection.
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CHAPTER

ONE

INTRODUCTION

Deep neural networks (DNN) are flexible and powerful estimators emitting a hierarch-
ical structure composed of computational units at multiple levels. Even though DNN
models typically outperform conventional estimators, their estimates can be unreliable
when presented with “ambiguous inputs” leading to concerns over security implica-
tions in high stakes applications (Alemi et al., 2018; Guo et al., 2017; Hill, 2019; Kumar
et al., 2019; Marin et al., 2012).

To clarify the term “ambiguous inputs” we have devised the following example from
supervised learning. Given a neural network estimator trained on a binary classifica-
tion problem to discriminate between cats and dogs with high accuracy (Figure 1.1),
what should be the expected response of this estimator when presented with a novel
category? (e.g. an image of a bird, Figure 1.2).

Figure 1.1: Neural network estimator trained to distinguish cats from dogs.
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A valid assumption would be that the bird image would be assigned equal probabil-
ity of each category. But, since the estimator was not exposed to birds before during
training it implies that we do not have any control over its behaviour for such novel
categories, often leading to an undefined behaviour of the estimator (Nguyen et al.,
2015).

Figure 1.2: Undefined behaviour of estimator for novel inputs.

This example is based on the assumption that novel categories not seen during train-
ing must be distinctive and conceptually different from the already existing categories
in the train set. In such situations the underlying assumptions of a priori knowledge
regarding the unknown test distribution can be categorised into: (i) the estimator hav-
ing access to a small size labelled test data; (ii) the estimator having access to a large
size unlabelled test data; (iii) the estimator having access to a small size unlabelled test
data; (iv) the estimator having no access or knowledge about the test data (Liu et al.,
2018; Qiao et al., 2020; Sun et al., 2020).

In fact modern neural networks exhibit their lack of ability to handle novel inputs in
sometimes startling ways. We perform the following experiment (similar to Gal and
Ghahramani (2016)) to illustrate this. We train an estimator on the following categories
dog, cat, automobile, horse and bird. Then, for a data point randomly sampled from the
test distribution we rotate it by 10 degree increments between an angle of 0 ≤ θ ≤ 180

degrees and record the estimator’s prediction after each rotation. These predictions are
depicted on the y-axis in Figure 1.3, where the x-axis represents the amount by which
the test image has been rotated (in 10 degree increments). Notice how the estimator is
able to predict the true label (i.e. “dog”) with approximately 100% confidence for an

13



angle θ ≤ 30o while for an angle θ > 30o it misclassifies the test image to one of the
remaining categories (“cat”, “automobile”, “horse”, or “bird”) with high confidence.

Figure 1.3: Example of in-distribution (ID) shift resulting in ambiguous inputs.

This example illustrates the fact that although the train and test data are derived from
the same distribution nevertheless the relationship between predictors and targets
(i.e. inputs and outputs) might have changed causing the estimator to misclassify with
high confidence. As a consequence this estimator would be characterised as unreliable
since it does not provide any uncertainty over its estimates (Schulam and Saria, 2019).

Even though there exist numerous ways to retrieve the uncertainty of an estimator over
its estimates, for simplicity, in the remainder of this dissertation with the term uncer-
tainty we will often be referring to the entropy of the predictive posterior distribution
since it provides interesting connections among mutual information, differential en-
tropy and relative entropy (i.e. Kullback-Leibler divergence) which can also be used
to express and quantify uncertainty or the inherent randomness in the estimates of an
estimator.

With slight abuse of terminology the examples above can be described as out-of-
distribution (OOD) detection (Hendrycks and Gimpel, 2017). OOD is often used to de-
scribe phenomena such as distribution shift or subtle changes in the data distribution
(e.g. train distribution ̸= test distribution). One of the main challenges regarding the
problem of OOD detection, is that it violates the identical and independently distrib-
uted (i.i.d) assumption (Figure 1.4), thus, rendering classic learning theory inapplicable
(definitions deferred in Chapter 2).

Figure 1.5 presents an illustrative example of OOD data in a multiclass classification
setting. The in-distribution (ID) data are the tori, squares, and triangles, while the OOD
data are the crosses. The question of interest then becomes whether it is possible to train
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In-Distribution (ID) Out-of-Distribution (OOD)

P

Train Test

Q,

Test Test

D, . . .

Figure 1.4: Violation of the i.i.d assumption, OOD data sampled from distributions Q,
D different from P in ID data.

an estimator only on in-distribution data and at test time detect the OOD data? Notice
that the difficulty in this example lies within the fact that the OOD data encompasses
the ID data, therefore, any max-margin estimator trained on this dataset will evidently
misclassify a portion of OOD data as in-distribution.

Figure 1.5: Example of OOD data (grey crosses) far from and in-between ID data.

The overall aim of this dissertation is to investigate reliable deep learning methods
that are robust against ambiguous inputs. In that endeavour, we examine among other
things, the role of calibration in overconfident predictions, how to quantify uncertainty
for OOD data utilising Bayesian neural networks, the effect of adversarial examples on
the predictions of an estimator and whether these examples can be detected as OOD,
and finally the role of regularisation and auxiliary information in constructing estim-
ators that are robust against OOD data.
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Calibrating Estimators

Often modern deep learning estimators are hindered by their poor calibration. Guo
et al. (2017) demonstrated that modern neural networks suffer from poor calibration
influenced by factors such as their depth (# layers), width (# neurons per layer), weight
decay (i.e. regularisation) and batch normalisation (i.e. standardising input data). Prior
work by Niculescu-Mizil and Caruana (2005) arrived at the same conclusion for a
group of classic estimators that also suffer from poor calibration. Moreover, it has been
shown that calibration properties of an estimator also decay with distribution shift and
choice of architecture (Minderer et al., 2021) leading to over-confident predictions.

Informally stated, a poorly calibrated estimator outputs probabilities that are either
over-confident or under-confident, similarly, a calibrated estimator outputs probabil-
ities that are neither over-confident nor under-confident. In essence, calibration states
that the probabilities obtained by the model should reflect the true likelihood of the
ground truth (Dawid, 1982; Murphy and Epstein, 1967). For instance, given 100 pre-
dictions each with 80% confidence then 80 of them should be classified correctly.

A poorly calibrated estimator often does not accurately reflect either the true likeli-
hood of the ground truth predicted category or the estimated predictive uncertainty,
leading to impaired OOD detection which is essential for the safe application of neural
networks. Although different notions of calibration exist in the literature (Vaicenavi-
cius et al., 2019; Widmann et al., 2019), in this dissertation we will mostly be concerned
with the confidence of the top predicted category for each data point (Guo et al., 2017;
Nixon et al., 2019).

Quantifying Predictive Uncertainty Using Bayesian Neural Net-
works

Unfortunately, deep learning models do not innately possess the ability to character-
ise OOD data with high uncertainty (Nalisnick et al., 2019; Schulam and Saria, 2019).
By definition neural networks are discriminative estimators representing a parametric
class of functions expressed as a composition of a number of nonlinear functions also
known as layers

fθ(x) = WN ϕN (WN−1 . . . ϕ2 (W2 ϕ1 (W1 x))) . (1.1)

where θ = {Wn}Nn=1 defines the model parameters and ϕ denotes a nonlinear function.

16



Neural networks provide a deterministic output for a given input because their para-
meters express a point estimate for each input. We refer to this kind of neural network
as a point estimate neural network and for simplicity abbreviate it as DNN. As such, it
is non-trivial to properly equip neural networks with uncertainty estimation resulting
in trustworthy predictions for OOD data (Ovadia et al., 2019). One approach would
be to provide a probabilistic formulation of neural networks expressing a distribution
over their estimates such that the spread of the distribution would characterise the
certainty or lack thereof of the estimator’s predictions.

Fortunately, Bayesian neural networks (BNN) (Neal, 1996; Wang and Yeung, 2016)
provide such a predictive distribution which could be utilised to identify OOD data.
BNNs specify a distribution over the estimator’s parameters and estimating this pos-
terior distribution permits them to capture uncertainty in their predictions.

Figure 1.6: Example of Bayesian neural network.

Another difference is that in a BNN the parameters represent a source of randomness
expressed as random variables, whereas, in a DNN the parameters are considered fixed
with randomness emitted from the actual data. In Figure 1.6 the random variables
correspond to θ = {W1,W2,W3} and quantities µ, σ can be estimated from the input x.

Given a training set S = {(xi, yi)}ni=1 of n input and target pairs we can construct a BNN
through the choice of a likelihood function p(S|θ) (e.g. neural network fθ) and a prior
distribution over the estimator’s parameters p(θ). The uncertainty over the predictions
can then be capture by approximating the posterior distribution p(θ|S).
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posterior︷ ︸︸ ︷
p(θ|S) =

likelihood︷ ︸︸ ︷
p(S|θ)

prior︷︸︸︷
p(θ)

p(S)︸︷︷︸
evidence

. (1.2)

p(θ|x, y) = p(y, θ|x)
p(y|x)

=
p(y|x, θ)p(θ)∫
θ
p(y, θ|x)dθ

.

A BNN can be seen as a joint distribution of parameters θ and observed outputs y

given inputs x. The posterior distribution indicates how likely a particular setting of
parameters are after observing the training set. The likelihood expresses how likely the
data are given a particular setting of parameters. Finally, the prior encodes belief with
respect to the distribution of the parameters without seeing any data.

One difficulty in obtaining the posterior distribution is the evidence since it involves
marginalising over all parameter settings (i.e. integral in Eq. 1.2). Usually this integral
is intractable that is why we often resolve in approximations of the posterior distri-
bution. The existing methods to approximate the posterior could be categorised into
sampling or local approximations. Both categories are broadly recognised as approxim-
ate inference methods (Marin et al., 2012).

Bayesian principles for neural networks provide a framework for estimating uncer-
tainty based on information pre and post data collection. This information is captured
in the posterior denoting the probability distribution over the space of plausible an-
swers given the observed data. It also enables sequential learning and reduces overfit-
ting via Bayesian model averaging (Hoeting et al., 1999).

In general such principles have also been employed in deep learning but due to com-
putational restrictions scaling to large datasets has been challenging resulting in less
principled approximations (i.e. MC-Dropout) whose posterior approximation does not
contain mass over the whole parameter space (Kirkpatrick et al., 2017).

Protecting Against Adversarial Examples

Adversarial examples describe meticulously crafted noise imperceptible to the human
eye causing an estimator to produce overconfident misclassified predictions. This par-
ticular type of noise is also classified as ambiguous input. Both Bayesian neural net-
works (BNN) and point estimate deep neural networks (DNN) exhibit susceptibility to
adversarial examples (Carlini and Wagner, 2017). Therefore, in this work we extend the
efficacy of Bayesian neural networks from the OOD detection setting to the adversarial
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domain by evaluating a number of Bayesian neural network estimators and examin-
ing their stability against adversarial attacks. Furthermore, we present an extension to
Bayesian neural networks integrating them with adversarial defence techniques lead-
ing to estimators that overall produce stable predictions on adversarial inputs. Our
findings with respect to the OOD detection ability of Bayesian neural networks with
and without adversarial defence techniques on both natural and adversarial inputs on
real world datasets, indicate that adversarial defence techniques provide protection
against adversarial attacks and occasionally improve OOD detection to the expense of
degraded in-distribution accuracy.

Regularising With Auxiliary Information for OOD Detection

Since adversarial defence techniques tend to degrade the in-distribution accuracy, to
ameliorate this issue we propose two novel objectives to extend and augment any es-
timator by integrating auxiliary information inspired by contrastive learning (Oord
et al., 2018). These objectives are devised for OOD detection utilising auxiliary inform-
ation similarly to outlier exposure (Hendrycks et al., 2019a), allowing domain know-
ledge to be incorporated into the existing training framework for OOD detection. In
addition, one can interpret these objectives as explicit regularisation of the unlabelled
OOD data. We empirically evaluate the proposed objectives against state-of-the-art
methods and datasets and present our findings indicating that estimators trained with
these objectives exhibit efficient OOD detection on ambiguous inputs.

To summarise, this dissertation addresses the following limitations of modern neural
networks – lack of confidence calibration and inability to detect OOD inputs – through
uncertainty estimation and calibration via Bayesian neural networks, adversarial train-
ing and novel loss functions.

1.1 Research Questions

Throughout the development of this dissertation we have been intrigued and almost
obsessed in understanding why neural networks fail in the presence of ambiguous in-
puts. Our goal has always been to understand these behaviours and failure modes of
neural networks and hopefully provide intuitive mitigations. We are primarily inter-
ested in developing and deploying techniques that do not alter the underlying problem
but as a consequence provide robustness against ambiguous inputs. Below we present
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the main research questions (RQs) investigated throughout the duration of this disser-
tation:

• RQ1: Are Bayesian neural networks better calibrated than point estimate neural net-
works?

• RQ2: Can Bayesian neural networks quantify uncertainty of ambiguous inputs better
than point estimate neural networks?

• RQ3:Are Bayesian neural networks capable of detecting OOD inputs, and how do they
compare with point estimate neural networks for this task?

• RQ4: Do Bayesian neural networks exhibit any robustness against adversarial inputs by
default, and, if not can we make them more robust?

• RQ5: Is it possible to devise custom objectives in order to improve OOD detection ability
in neural networks utilising auxiliary information as a form of regularisation?

1.2 Contributions

The contributions claimed in this dissertation are:

• CB1: We show that Bayesian neural networks are better calibrated than their point es-
timate counterparts and that there seems to be no correlation between calibration and
uncertainty estimation ability of the underlying estimator.

• CB2: We show that Bayesian neural networks are indeed effective at uncertainty estima-
tion and moreover can outperform point estimate neural networks in OOD detection.

• CB3: We show that adversarial defence techniques improve detection of OOD inputs in
Bayesian neural networks while also withstanding against adversarial noise.

• CB4: We propose two custom objectives that can extend any estimator to improve OOD
detection while utilising auxiliary information as an additional form of regularisation.
We demonstrate that estimators trained using these objectives outperform a number of
current approaches while maintaining competitive performance with the rest.
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1.3 Publications

Below we present a list of publications supporting the contributions mentioned above
in addition to Table 1.1 that connects each research question with its own contribution
supported by its publication.

• John Mitros and Brian Mac Namee. On the Validity of Bayesian Neural Networks
for Uncertainty Estimation. In Proceedings for the 27th Irish Conference on Artificial
Intelligence and Cognitive Science, (AICS), volume 2563, 2019.

• John Mitros, Arjun Pakrashi, and Brian Mac Namee. A Comparison of Bayesian
Deep Learning for Out-of-Distribution Detection and Uncertainty Estimation.
In Proceedings of the 37th International Conference of Machine Learning Workshops,
(ICML), volume 119, 2020.

• John Mitros, Arjun Pakrashi, and Brian MacNamee. Ramifications of Approxim-
ate Posterior Inference for Bayesian Deep Learning in Adversarial and Out-of-
Distribution Settings. In Proceedings of the 16th European Conference on Computer
Vision Workshops, (ECCV), volume 12535, 2020.

• John Mitros and Brian Mac Namee. On the Importance of Regularisation & Aux-
iliary Information in OOD detection. In Proceedings of the 28th International Confer-
ence on Neural Information Processing, (ICONIP), CCIS series, volume 1517, 2021.

Table 1.1: List of research questions corresponding to each contribution supported by
its publication and expanded upon on the chapter indicated below.

Research Question Contribution Chapter Publication

RQ1 and RQ2 CB1 Chapter 3 Mitros and Mac Namee (2019)

RQ3 CB2 Chapter 4 Mitros et al. (2020a)

RQ4 CB3 Chapter 5 Mitros et al. (2020b)

RQ5 CB4 Chapter 6 Mitros and Mac Namee (2021)
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1.4 Dissertation Structure

The remainder of this document is structured as follows. Chapter 2 outlines necessary
background knowledge, presents related work and finally provides parallel formula-
tions of the learning problem under OOD data. Chapter 3 presents results regarding
calibration and uncertainty estimation in BNN related to RQ1 and RQ2. Chapter 4
addresses research question RQ3 related to the ability of Bayesian neural networks
to detect OOD inputs. Chapter 5 investigates the robustness of Bayesian neural net-
works against adversarial inputs and addresses RQ4. Chapter 6 improves upon exist-
ing methods related to RQ5 by introducing two new objectives for classification util-
ising auxiliary information to robustify predictions against ambiguous inputs. Finally,
Chapter 7 summarises the work presented and describes directions for future work.
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CHAPTER

TWO

BACKGROUND AND RELATED WORK

In this Chapter we present the necessary background information and related work in
out-of-distribution (OOD) detection outlining the basic concepts, notation and defini-
tions for calibration, uncertainty estimation, and Bayesian neural networks. We also
present two formulations for the OOD detection setting presenting alternative per-
spectives of the same underlying problem. The first formulation states OOD detec-
tion as a problem of identifying and learning invariant covariates in the presence of
distribution shift, whereas the second formulation presents OOD detection as a bin-
ary classification problem between in-distribution (ID) and out-of-distribution (OOD)
data.

2.1 Confidence Calibration

Calibration scores have always been a subject of study in the machine learning com-
munity. Kuleshov and Liang (2015) produced calibrated probabilities for structured
output spaces and for inputs derived from potentially adversarial sources in an on-
line setting. Lakshminarayanan et al. (2017) introduced ensembles of randomly ini-
tialised neural networks producing aggregated calibration scores whereas Kuleshov
et al. (2018) proposed a simple procedure for calibrating regression algorithms. Finally,
Widmann et al. (2019) suggested hypothesis testing under different statistics to verify
calibration properties of estimators and Gupta and Ramdas (2021) provided calibration
guarantees for histogram binning independent of any distribution assumptions.

Essentially, an estimator f outputs a pair of a category and an associated vector of prob-
abilities (y, p), for a given input x. Often the probability vector p is distorted resulting
in misclassified estimates with high confidence. Distortions might arise due to (i) the
sum of elements in the probability vector not adding up to 1, violating Kolmogorov’s
second axiom of probability theory, (ii) the accuracy of the estimator not matching its
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confidence. Thus, an estimator f predicting a category y with confidence p is con-
sidered calibrated if the confidence matches its accuracy for the ground truth category,
across all possible confidence levels q and categories y.

P(Y = y | p = q)︸ ︷︷ ︸
accuracy

= q︸︷︷︸
confidence

, ∀q ∈ [0, 1], ∀y ∈ Y. (2.1)

Definition 1 (Confidence Calibration): Given an input space X ∈ X ⊆ Rd, a target space
Y ∈ Y ⊆ Z+ and an interval of possible confidence values q ∈ [0 − 1] which represents the
true ratio of observations in each category y ∈ Y over the total observations in the sample size.
Then, an estimator f ∈ F with f : X → Y is considered multicategory calibrated if for any
category y ∈ Y the predicted probability (i.e. accuracy) matches the confidence level q (i.e. the
true ratio of data belonging to category y over all remaining data in the sample).

P(Y = argmax
y

fy(x) | max
y

fy(x) = q)− q. (2.2)

Subtracting the confidence q from both sides of Eq. 2.1 leads to the calibration error. Es-
timating the expectation over the calibration error provides the expected calibration error
(ECE) (Guo et al., 2017).

ECE = E
max
y

fy(x)

[
P(Y = argmax

y
fy(x) | max

y
fy(x) = q)− q

]
. (2.3)

We cannot directly estimate the probability inside the expectation since it involves the
unknown ground truth joint distribution, therefore, we approximate Eq. 2.3 by discret-
ising the probability interval [0 − 1] into a fixed number of bins B, and, for each bin b

assign the predicted probability max
y

fy(x), if its value is enclosed in that bin, over all

data points n (Vaicenavicius et al., 2019).

ECE =
B∑
b=1

|b|
n
| acc(b)− conf(b)|. (2.4)

acc(b) =
1

|b|
∑
i∈b

1

{
Yi = argmax

y
fy(x)i

}
.

conf(b) =
1

|b|
∑
i∈b

max
y

fy(x)i.
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Could calibration alleviate overconfidence in misclassified ambiguous inputs for deep
learning models? Suppose we have a binary estimator f : X → {0, 1} which out-
puts the predictions in Table 2.1. Notice that the accuracy of the estimator P(Y = 1 |
max

y
fy(x) = q) is the same as its confidence q = 0.5 on the ground truth category 1.

That means that the estimator is perfectly calibrated but completely inaccurate since
its predictions are as good as a random coin toss.

Table 2.1: Example of calibrated but inaccurate estimator.

Y = True Category 0 0 0 0 0 1 1 1 1 1
f(x) = Estimator’s Prediction 0.5 0.5 0.5 0.5 0.5 0.5 0.5 0.5 0.5 0.5

Thus, calibration might not always guarantee an appropriate measure of confidence.

In this context next we present some common calibration methodologies in the literat-
ure.

Plat scaling (Platt, 1999) introduces calibration as a form of parametric estimation. The
idea is based on training a logistic regression estimator on the predicted estimates of a
model in order to retrieve calibrated confidence scores.

Histogram binning (Zadrozny and Elkan, 2001) assigns predictions to bins on the unit
interval based on minimising an objective among different bins. To retrieve calibrated
confidence scores it suffices to estimate the calibration score from the amount of pre-
dictions inside each bin matching the confidence for that particular bin. This non-
parametric approach to calibration can accommodate large datasets.

Isotonic regression (Zadrozny and Elkan, 2002), produces calibrated confidence scores
similar to histogram binning by learning a function minimising an objective between
the predictions of an estimator and the corresponding categories.

Bayesian Binning Quantiles (BBQ) (Naeini et al., 2015) refers to an extension of histo-
gram binning producing calibrated estimates based on marginalisation over different
bins. BBQ performs Bayesian model averaging on the probabilities corresponding to
each binning scenario. This process permits BBQ to compute a calibrated probability
output for any prediction emitted by the estimator given a specific binning scenario
and the validation dataset.
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2.2 Uncertainty Estimation

Measures of uncertainty convey information regarding the amount of noise in the es-
timator’s predictions. A noisy or corrupted test datum often deviates from the support
of the training distribution (ID) leading to invalid conclusions derived from uncertain
estimates. For instance, sources of uncertainty could be found in (i) noisy data, as a con-
sequence of measurement imprecision or noisy targets of a dataset (i.e. inherent noise),
(ii) estimator parameters, due to noise originating from the approximate posterior and
not knowing a priori the optimal parameters explaining the observed data.

Definition 2 (Uncertainty Estimation): Given an input space X ∈ X ⊆ Rd and an output
space Y ∈ Y ⊆ Z+ then, an estimator f ∈ F mapping inputs to outputs f : X → Y can
be considered uncertainty aware if its density function is concentrated around the groundtruth
likelihood for distinct inputs x, x′ ∼ P drawn from the same distribution P , while at the same
time its density becomes uniformly low for inputs xood ∼ Q drawn from a different distribution
Q deviating from the groundtruth likelihood, for ϵ, δ > 0.

P(|f(x)− f(x′)| > ϵ) < δ ∧ P(|f(x)− f(xood)| > ϵ) ≥ 1− δ. (2.5)

There are two types of uncertainty associated with the predictions of an estimator,
aleatoric and epistemic uncertainty (Der Kiureghian and Ditlevsen, 2009). Aleatoric
uncertainty typically originates from the randomness in the latent variables or due to
the inherent noise in the target labels, and unfortunately observing more data will not
affect it (Depeweg et al., 2018; Huang et al., 2021; Liu et al., 2019). Instead, epistemic
uncertainty has its primary source of randomness stemming from the estimator’s para-
meters θ due to the approximate posterior q(θ) and contrary to aleatoric uncertainty it
is reducible by observing more data (Depeweg et al., 2018; Huang et al., 2021; Liu et al.,
2019).

Thus, a test datum can be identified as ambiguous (i.e. outlier, out-of-distribution,
noisy etc.) relative to the in-distribution training data if its epistemic uncertainty is
high, or, it can be identified as inherently ambiguous due to insufficient information
with respect to latent variables if its aleatoric uncertainty is high (Depeweg et al., 2018).

Regularly in classification tasks we can decompose predictive uncertainty as the sum
of aleatoric and epistemic uncertainty (Amaral et al., 2014; Depeweg et al., 2018).
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H(y|x, S)︸ ︷︷ ︸
predictive uncertainty

= I(y, θ|x, S)︸ ︷︷ ︸
epistemic uncertainty

+ E
θ∼p(θ|S)

[H(y|x, θ)]︸ ︷︷ ︸
aleatoric uncertainty

. (2.6)

According to Gal (2016) the predictive uncertainty can be estimated as the entropy of
the softmax output from the estimator f(x), and epistemic uncertainty is the joint mu-
tual information on predictions and parameters (Kendall and Gal, 2017). Whereas,
aleatoric uncertainty originating from the inputs often represents the average entropy
for a particular value of parameters (Amaral et al., 2014; Depeweg et al., 2018). In es-
sence, epistemic uncertainty captures uncertainty in the parameters of an estimator,
and, aleatoric uncertainty captures uncertainty with respect to the inherent noise in the
input data.

2.2.1 Aleatoric Uncertainty

In order to estimate aleatoric uncertainty we have to replace the intractable exact pos-
terior p(θ|S) with the approximate variational density q(θ) and finally obtain m samples
of parameters θm to be utilised in inference (Amaral et al., 2014; Depeweg et al., 2018).

E
θ∼p(θ|S)

[H(y|x, θ)] = E
θ∼p(θ|S)

[
−

K∑
k=1

p(y = k|x, θ) ln p(y = k|x, θ)

]
(2.7)

= −
∫

p(θ|S)
K∑
k=1

p(y = k|x, θ) ln p(y = k|x, θ) dθ

= −
∫

q(θ)
K∑
k=1

p(y = k|x, θ) ln p(y = k|x, θ) dθ

= − 1

M

M∑
m=1

K∑
k=1

p(y = k|x, θm) ln p(y = k|x, θm).
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2.2.2 Predictive Uncertainty

To estimate the predictive uncertainty we follow the same steps as in the aleatoric un-
certainty by expanding the pedictive poterior p(y = k|x, S) as a marginalisation over
parameters and replacing the intractable exact posterior p(θ|S) with the approximate
variational density q(θ). Finally, obtaining m samples of parameters θm to be utilised
in inference (Amaral et al., 2014; Depeweg et al., 2018).

H(y | x, S) = −
K∑
k=1

p(y = k|x, S) ln p(y = k|x, S) (2.8)

= −
K∑
k=1

E
θ∼p(θ|S)

[p(y = k|x, θ)] ln E
θ∼p(θ|S)

[p(y = k|x, θ)]

= −
K∑
k=1

1

M

M∑
m=1

p(y = k|x, θm) ln
1

M

M∑
m=1

p(y = k|x, θm).

2.2.3 Epistemic Uncertainty

Epistemic uncertainty can be decomposed similarly to predictive and aleatoric uncer-
tainty estimated from Eq. 2.7 and 2.8 (Amaral et al., 2014; Depeweg et al., 2018). De-
composing and rearranging terms we get.

I(y, θ|x, S) = H(y|x, S)− E
θ∼p(θ|S)

[H(y|x, θ)] (2.9)

=
1

M

M∑
m=1

K∑
k=1

p(y = k|x, θm) ln p(y = k|x, θm)

−
K∑
k=1

1

M

M∑
m=1

p(y = k|x, θm) ln
1

M

M∑
m=1

p(y = k|x, θm).
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2.3 Approximate Bayesian Inference

The inference problem in Bayesian neural networks amounts to estimating the pos-
terior distribution p(θ|S) (Eq. 1.2) capturing the estimator’s uncertainty. Doing so is
necessary in order to derive the predictive distribution p(y|x, S), this is the conditional
probability of y given x (Marin et al., 2012).

p(y|x, S) =
∫
θ

p(y|x, θ) p(θ|S) dθ (2.10)

= E
p(θ|S)

[p(y|x, θ)] .

The posterior predictive distribution can also be interpreted as the likelihood given
parameters p(y|x, θ), where each parameter configuration is weighted by the posterior
p(θ|S). The likelihood reflects the plausibility of the training data S under a particular
parameter setting θ. For instance, if S contains independent data points then the likeli-
hood is the product of conditional probabilities for each data point given parameters θ
(Christian, 2014).

p(y|x, θ) =
n∏

i=1

p(yi|xi, θ). (2.11)

Estimating marginal likelihoods often requires calculating high dimensional integrals
resulting in analytically intractable posterior and hence predictive distributions. In
such situations or when a closed form solution does not exist we resolve in approxim-
ations. In order to estimate the posterior parameter p(θ|S) ≈ p(y|x, θ) we frequently
optimise the following objectives (Alquier, 2020).

MAP = argmax
θ

n∑
i=1

ln p(yi|xi, θ) + ln p(θ). (2.12)

MLE = argmax
θ

n∑
i=1

ln p(yi|xi, θ). (2.13)

Both objectives can be optimised by gradient based algorithms. The first objective is the
maximum a posteriori (MAP) estimation while the second is the maximum likelihood
estimation. Moreover, since θ is high dimensional depending on the underlying neural
network architecture and depth, we resolve in approximating the predictive posterior
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distribution via Monte Carlo sampling, which is a method for drawing samples from
the posterior θm ∼ p(θ|S).

p(y|x, S) = 1

m

m∑
i=1

p(y|x, θi). (2.14)

A common approach to simulate samples from the posterior is MC-Dropout (Gal and
Ghahramani, 2016). MC-Dropout provides an alternative interpretation of a regular-
isation mechanism (i.e. Dropout (Srivastava et al., 2014)) as Monte Carlo sampling.
Initially Dropout was proposed to prevent overfitting by eliminating parameters cor-
related against the same data covariates during training of a deep learning model. In-
stead, MC-Dropout utilises the same regularisation mechanism during inference (i.e.
during prediction on the test set) to approximate the marginal posterior distribution
by simulation of different parameter settings from a trained estimator. Given a trained
neural network estimator fθ we draw m samples from the posterior θm ∼ p(θ|S) such
that the histogram of θm approximates the true posterior density and the posterior
mean value. This avoids the need of any integration.

2.3.1 Dropout as Approximate Bayesian Inference

MC-Dropout (Gal and Ghahramani, 2016) is based on prior work of Damianou and
Lawrence (2013) which established a connection between neural networks with dro-
pout and Gaussian Processes (GP). It provides an interpretation of dropout during
inference as approximate Bayesian inference. Given a dataset (X, Y ) the posterior over
the GP is formulated as

F |X ∼ N (0,K(X,X ′)). (2.15)

Y |F ∼ N (F, I). (2.16)

y|Y ∼ Categorical

(
eyi∑
j ̸=i e

yj

)
. (2.17)

where y denotes a target label, F denotes distributions on functions that the GP repres-
ents, and I denotes the identity matrix. An integral part of the GP is the choice of the
covariance matrix K representing the similarity between two inputs as a scalar value.
The connection between neural networks and Gaussian processes is established by ap-

30



proximating the kernel K in Eq. 2.15 with the choice of a neural network estimator
formulated below as a Gaussian kernel.∫

p(θ) ϕ(θTx) ϕ(θTx′) dθ. (2.18)

Because the integral is intractable we resolve in Monte Carlo sampling to approximate
it, hence, the name Monte Carlo Dropout.

K =
1

m

m∑
i=1

ϕ(θTi x) ϕ(θ
T
i x

′). (2.19)

Let us now consider a one hidden layer neural network with dropout
(θT2 M2)ϕ(x(θ

T
1 M1)) where M1,M2 ∼ Bernoulli(p1, p2) are samples from a Bernoulli

distribution with parameters p1 and p2 representing dropout masks. Utilising the
approximate kernel one can express the parameters θ1,2 as

θ1,2 = M1,2 (K1,2 + σ ϵ1,2)(1−M1,2)σ ϵ1,2. (2.20)

resembling the neural network formulation with dropout. Finally, to retrieve the pos-
terior predictive distribution we simulate Monte Carlo samples over subsets of para-
meters of the trained estimator at test time from the different dropout masks aggregat-
ing the predictions.

2.3.2 Variational Methods as Approximate Bayesian Inference

Variational inference (Jordan et al., 1999) is an alternative strategy to Markov chain
Monte Carlo (MCMC) sampling in order to approximate the target posterior densit-
ies for Bayesian models with a family of approximate parameterised densities. The
key idea behind variational inference is to utilise optimisation rather than sampling,
transforming the underlying inference problem into an optimisation problem.

In variational inference the intractable posterior p(θ|S) is approximated with a simpler
density q(θ) over the estimator’s parameters. To find a suitable density q(θ) we minim-
ise the Kullback-Leibler (KL) divergence over this density to the exact posterior. The
retrieved density q(θ) from the optimisation process is then utilised in the estimator’s
predictions rather than the exact posterior (Hoffman et al., 2013).
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KL(

approximate︷︸︸︷
q(θ)︸ ︷︷ ︸

posterior

∥
exact︷ ︸︸ ︷

p(θ|S)︸ ︷︷ ︸
posterior

) = E
q(θ)

[
ln

q(θ)

p(θ|S)

]
(2.21)

= E
q(θ)

[ln q(θ)]− E
q(θ)

[ln p(θ|S)]

= E
q(θ)

[ln q(θ)]− E
q(θ)

[
ln

p(S|θ)p(θ)
p(S)

]

= E
q(θ)

[ln q(θ)]− E
q(θ)

[ln p(S|θ)p(θ)] +

∫
θ q(θ) ln p(S)dθ=ln p(S)����: 1∫

θ q(θ)dθ︷ ︸︸ ︷
E
q(θ)

[ln p(S)]

= E
q(θ)

[ln q(θ)]− E
q(θ)

[ln p(S|θ)p(θ)] + ln p(S)

ln p(S) = − E
q(θ)

[ln q(θ)] + E
q(θ)

[ln p(S|θ)p(θ)] + KL(q(θ)∥p(θ|S)︸ ︷︷ ︸
intractable but positive≥ 0

ln p(S) ≥ − E
q(θ)

[ln q(θ)] + E
q(θ)

[ln p(S|θ)p(θ)]︸ ︷︷ ︸
Evidence Lower Bound

.

Thus, minimising the KL divergence amounts to maximising the evidence lower bound
(ELBO) objective (Blei et al., 2017).

ELBO(q) = − E
q(θ)

[ln q(θ)] + E
q(θ)

[ln p(S|θ)] + E
q(θ)

[ln p(θ)] (2.22)

= E
q(θ)

[ln p(S|θ)]− E
q(θ)

[ln q(θ)] + E
q(θ)

[ln p(θ)]

= E
q(θ)

[ln p(S|θ)]︸ ︷︷ ︸
expected reconstruction error

− E
q(θ)

[
ln

q(θ)

p(θ)

]
︸ ︷︷ ︸

KL( q(θ)︸︷︷︸
approx. posterior

∥ p(θ)︸︷︷︸
prior

)

.

To obtain the optimal parameters we can resolve in stochastic optimisation methods
(i.e. SGD) to maximise ELBO. The optimal parameters provide access to a suitable can-
didate density q(θ) ≈ p(θ|S) close to the exact posterior from which we can sample
during inference to obtain the predictive posterior distribution (Paisley et al., 2012).

A common assumption regarding the retrieved density q(θ) after optimising KL is that
it factorises into a product of distributions treating the estimator’s parameters as in-
dependent variables. Thus, if q(θ) was following a Gaussian distribution then during
inference we would sample from a Normal distribution rather than the exact posterior
(Matthew and David, 2015).
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Both sampling methods (based on Monte Carlo simulations similar to MC-Dropout)
and variational inference are different approaches to solving the same problem, al-
though, variational inference tends to be faster and easier to scale to large data com-
pared to sampling. That is the reason it is often employed in Bayesian neural networks
(e.g. SWAG (Maddox et al., 2019) and DPN (Malinin and Gales, 2018)).

2.4 Bayesian Neural Networks

Approximate Bayesian inference facilitates the synergy between optimisation and in-
ference mechanisms introducing the capability to train large neural network estimators
through gradient based algorithms and obtain a predictive posterior distribution dur-
ing inference. A culmination of this combination leads to Bayesian neural networks
(Wang and Yeung, 2016). The remainder of this section describes leading Bayesian
network approaches.

2.4.1 Stochastic Weight Averaging of Gaussian Samples

Stochastic weight averaging of Gaussian samples (SWAG) by Maddox et al. (2019) de-
scribes an extension of prior work on stochastic weight averaging (SWA) (Izmailov
et al., 2018). The weights of a neural network are averaged during different SGD it-
erations, which in essence can be interpreted as approximate Bayesian inference (Blei
et al., 2017), tracing back to works of (Polyak and Juditsky, 1992; Ruppert, 1988). First
we will explain SWA which can also be interpreted as averaged SGD (Polyak and Ju-
ditsky, 1992; Ruppert, 1988). The main difference between SWA and averaged SGD is
that SWA utilises a simple moving average instead of an exponential one, in conjunc-
tion with a high constant learning rate, instead of a decaying one. In essence, in SWA
one maintains a running average θ̄SWA = 1

n

∑n
i=1 θi over the weights of a NN during the

last 25% of the training process utilised in updating the first and second moments of
batch-normalisation. This leads to better generalisation since the SGD projections are
smoothed out during the average process leading to wider optima in the optimisation
landscape of the neural network. SWAG is an approximate Bayesian inference tech-
nique for estimating the covariance from the parameters of a neural network. SWAG
maintains a running average of the second uncentered moment over the estimator
parameters θ2 = 1

n

∑n
i=1 θ

2
i in order to compute the covariance Σ = diag(θ2 − θ̄SWA)

to derive the approximate Gaussian posterior N (θ̄SWA,Σ). At test time the parameters
of the neural network are drawn from this posterior θm ∼ N (θ̄SWA,Σ) in order to per-
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form Bayesian model averaging to retrieve the predictive posterior density along with
the uncertainty estimates from the first and second moments.

2.4.2 Joint Energy Model

The Joint Energy Model (JEM) (Grathwohl et al., 2020) provides the ability to reinterpret
a discriminative estimator p(y|x) as an energy based model (EBM) of the joint distri-
bution p(y, x). An EBM (LeCun et al., 2006) parameterises a probability density via an
unnormalised log-density function. An interesting aspect of this is that any probability
density p(x) can be expressed as an energy function.

p(x) =
e−

energy︷ ︸︸ ︷
Eθ(x)

p(θ)︸︷︷︸
evidence

. (2.23)

where the energy function maps each data point x ∈ Rd to a scalar value and the
evidence p(θ) =

∫
x
e−Eθ(x)dx acts as a normalising constant with respect to particular

data x. Notice that as a statistical quantity the energy function is interpreted as a cross
entropy estimator.

The key observation is to define the energy function of the joint distribution on data x

and categories y via the logits of the discriminative estimator, that is Eθ(x) = −fθ(x)[y].

p(x, y) =
e−fθ(x)[y]

p(θ)
. (2.24)

Marginalising out y on the numerator of Eq. 2.24 yields p(x) and obtaining the predict-
ive density p(y|x) via p(x, y)/p(x) amounts to parameterising a categorical distribution
on logits via the softmax function, hence, indicating that there exist a generative estim-
ator hidden in every standard discriminative estimator.

JEM can be trained on unlabelled data improving calibration, robustness, and out-of-
distribution detection while also enabling to generate samples.

2.4.3 Dirichlet Prior Networks

Dirichlet prior networks (Malinin and Gales, 2018) (DPN) are an alternative approach
to estimating the uncertainty of predictions. A subtle difference between this approach
and those presented thus far is that DPN explicitly formulates a parameterisation of
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a distribution using a neural network estimator while previous approaches aimed at
constructing an implicit conditional distribution. An additional detail is that previous
approaches only model the mismatch between train and test data through the paramet-
ers of the estimator by imposing a prior distribution on them, instead DPN considers
it as a separate source of uncertainty and it formulates it explicitly as a distribution
over predictive categorical densities p(c|x, θ) with point estimate categorical distribu-
tion c. This is illustrated in Eq. 2.25 where the middle term, p(c|x, θ) related to distri-
bution mismatch between train and test data, is omitted in previous Bayesian neural
networks.

p(y|x, S) =
∫∫

p(y|c)︸ ︷︷ ︸
data uncertainty

p(c|x, θ)︸ ︷︷ ︸
distribution uncertainty

p(θ|S)︸ ︷︷ ︸
model uncertainty

dc dθ. (2.25)

Training the estimator involves optimising the neural network parameters while min-
imising the KL divergence between in-distribution and out-of-distribution data. The
in-distribution data has been modelled with a prior sharp Dirichlet distribution while
the out-of-distribution data has been modelled with a prior flat Dirichlet distribution.
Once the estimator is trained we can obtain uncertainty measures for each prediction.

2.5 Out-of-Distribution Detection

The problem of out-of-distribution detection amounts to identifying a robust and stable
estimator from a hypothesis class whose performance does not deteriorate with inputs
from the unknown test distribution, implying that the underlying chosen estimator can
recognise such inputs. An important aspect of this formulation is that the unknown
test distribution is different from the train distribution upon which the estimator was
previously exposed.

Because this violates a central assumption in supervised learning, in that regard, we
present three formulations of the supervised OOD detection problem highlighting the
essential difference among (i) an independent and identically distributed (i.i.d) setting
where there is no distribution shift or ambiguous inputs, (ii) an out-of-distribution
setting where there exists a distribution shift between train and test data, and (iii) an
adversarial setting where there exists ambiguous inputs deliberately crafted from an
adversary.

Let us begin by briefly recalling the definition of a data sample which will be prevalent
in the following definitions of the different supervised OOD detection problems.
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Definition 3 (Data Sample): Let X ⊆ Rd denote the input space and Y ⊆ R the target space.
LetD denote the n-fold product space (X×Y)n, then a sample is a sequence S = {(xi, yi)}ni=1 ∈
D of n independent and identically distributed (i.i.d.) observations according to an unknown
joint distribution P ∈ P , where P denotes the collection of all probability distributions on the
space X × Y .

2.5.1 Learning Without Out-of-Distribution Data

Every learning problem often entails a random sample S, a pair of an input space and
a target space (X ,Y), and a quantity of interest P(Y |X). Every pair of values (x, y) in
S denotes an i.i.d realisation of the random variables (X, Y ) with X drawn from the
input space X and Y from the target space Y .

The main quantity of interest is the conditional distribution P(Y |X) relating covari-
ates to targets, often expressed as a joint density over inputs and targets P(X, Y ) =

P(Y |X)P(X) (Shalev-Shwartz and Ben-David, 2014).

Denoting a random variable as a sum of its expected value and variance permits ex-
pressing the realisation of any pair (x, y) of X and Y as

y = E[Y |X = x]︸ ︷︷ ︸
mean

+ δ︸︷︷︸
variance or noise term

. (2.26)

and letting the estimator f approximate the mean value E[Y |X = x] = f(x) in Eq. 2.26,
permits to describe the relation between inputs and targets as y = f(x) + δ without
explicitly referring to the conditional distribution P(Y |X) (Shalev-Shwartz and Ben-
David, 2014).

Thus, the main object of study is how well does f estimate the true mean value. In
supervised learning this is defined by minimising the expected test error E of an estim-
ator f from a hypothesis classF on a random test sample S derived from an underlying
joint distribution P (Shalev-Shwartz and Ben-David, 2014). This is formally depicted
in Definition 4.

Definition 4 (Expected Error): Given an estimator f ∈ F , an objective function L, and a
distribution P ∈ P , the expected test error E is defined as:

EP (f) = E
(x,y)∼P

[L(f(x), y)] (2.27)

=

∫
X×Y

L(f(x), y) dP (x, y).
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A related problem in estimating the expected test error E with respect to the joint dis-
tribution P is that we cannot directly compute it since we do not have access to this
distribution. Instead, we often resolve in approximating the test error via the empirical
train error ÊS on a sample S of fixed length n.

Definition 5 (Empirical Error): Given an estimator f ∈ F , an objective function L, and a
training set S ∼ P n, the empirical error is defined as:

ÊS(f) =
1

n

n∑
i=1

L(f(xi), yi). (2.28)

There are two important questions which we need to answer. First, how can we obtain
an estimator f that produces small train error? Second, how can we guarantee that
the same estimator will also produce small test error? Answering the first question is
the task of the learning algorithm which is responsible for identifying an f with small
train error. Let A be a learning algorithm A : D → F retrieving a suitable f based on a
sample S ∈ D, according to a predefined criterion L : F × Y → R+ assigning an error
for each inaccurate estimation of f .

To answer the second question we need to define a measure that can quantify how
good of a proxy of the expected test error the empirical train error is. This is usually
defined as the probability of the worst case deviation among the two error terms not
exceeding a small scalar value ϵ (Shalev-Shwartz and Ben-David, 2014).

P
[
sup
f∈F
|EP (f)− ÊS(f)| > ϵ

]
. (2.29)

Thus, the goal of supervised learning is to asymptotically minimise the probability of
the event in Eq. 2.29 in the limit of obtaining more data samples. Notice that this
formulation does not introduce any statements in regards to distribution shift.

2.5.2 Learning With Out-of-Distribution Data

An important assumption in supervised learning is that both train and test data are de-
rived from the same underlying joint distribution P (X, Y ) in the i.i.d setting. Suppose
instead that the test data are derived from a different joint distribution Q(X, Y ) than the
train data. How can supervised learning be formulated in this setting of distribution
shift?
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We present two key detection frameworks for the out-of-distribution setting. The
first framework suggests learning robust estimators based on invariant associations
between covariates rather than spurious correlations (Arjovsky et al., 2019). An im-
portant assumption of this framework is having access to data sampled from different
distributions which all seem to share an invariant dependence of the target variable of
interest Y on some of the covariates X among all distributions.

The common empirical error minimisation approach in supervised learning cannot dis-
tinguish between invariant associations and spurious correlations due to the restrictive
setting of only observing i.i.d data from a generative process. The main idea is based
on identifying a representation of covariates such that the final estimator would be
optimal across all distributions.

Definition 6 (Arjovsky et al., 2019; Wald, 1945) is based on the assumption that the
unknown test distribution Ptest could belong to an infinite collection of distributions
P = {Ptest}∞n=1 interpreted as minimising the worst error over all test distributions
Ptest ∈ P . Instead, the best one can hope for is to approximate P utilising a finite set
of training distributions {Ptrain}kn=1 ⊆ P . This is the underlying assumption relating
the train distributions to the unknown OOD test distributions through the existence of
invariant covariates among them in order to minimise the expected invariant error.

Definition 6 (Out-of-Distribution Detection as Invariant Error Minimisation): Given a col-
lection of distributions P , a hypothesis space F over randomly drawn unspecified data samples
S ∈ D according to some unspecified joint distribution Ptest, then the expected OOD test error
for an estimator f ∈ F is defined as:

EOOD(f) = sup
Ptest∈P

EPtest(f) (2.30)

= sup
Ptest∈P

E
(x,y)∼Ptest

[L(f(x), y)] .

where EPtest(f) is the expected loss governed by distribution Ptest.

The second framework formulates learning in the presence of distribution shift as an
out-of-distribution detection problem in a binary classification setting, minimising mis-
classification between train PX and test QX marginal distributions (see Definition 7)
(Ben-David et al., 2006). Often we cannot minimise the expected out-of-distribution
test error EOOD directly due to a lack of prior knowledge on QX . On such occasions one
assumes access to auxiliary information in the form of unlabelled data sampled from a
distribution UX different from PX and QX .
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Definition 7 (Out-of-Distribution Detection as Binary Classification): Given input space
X ⊆ Rd and target space Y ⊆ {0, 1}. Let Y denote a uniform draw from {0, 1}. Let PX

and QX be distinct marginal distributions on X for in- and out-distribution respectively. Let P
be a joint distribution on X ×Y . At test time, sample a new instance from the joint distribution
P with conditional distributions P(X|Y = 1) = PX , and, P(X|Y = 0) = QX . Then given an
estimator f ∈ F the expected OOD test error is:

EOOD(f) = inf
f∈F
EP (f) (2.31)

= inf
f∈F

E
(x,y)∼P

[L(f(x), y)] + d(PX , UX)︸ ︷︷ ︸
metric function

.

Notice the difference between Definition 6 and Definition 7. In Definition 6 it is as-
sumed that the estimator f has access to a diverse group of labelled in-distribution
data during training in order to identify potential invariant covariates in these groups
leading to robust estimators at test time detecting OOD inputs. Instead, in Definition
7 it is assumed that the estimator f might have access to unlabelled data during train-
ing different from the train data but not as diverse as those in Definition 6, assisting in
identifying and detecting between in- and out-of-distribution inputs.

2.5.3 Learning With Adversaries

Often the data presented to an optimal estimator during inference can be maliciously
corrupted leading to overconfident erroneous predictions. Such corruptions can occur
either naturally due to measurement imperfection or due to an adversary maliciously
seeking to exploit the estimator’s errors. This is also a common example of distribution
shift often investigated in an out-of-distribution detection setting.

In such occasions the solution usually resolves in a robust optimisation formulation
also known as adversarial learning. The key idea is to identify an estimator that min-
imises the worst case empirical error on a finite set of plausible malicious perturbations.

Definition 8 (Cullina et al., 2018) states that it is possible to find a perturbation δ such
that when added to the original input x then it will result in a misclassification while
maintaining the visual semantic content of an image intact. Notice that the inner max-
imisation can be estimated by finding the worst case adversarial perturbation utilising
either the fast gradient method (FGM) (Goodfellow et al., 2015) or the projected gradi-
ent method (PGM) (Kurakin et al., 2017).
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Definition 8 (Out-of-Distribution Detection as Adversarial Learning): Given an estimator
f ∈ F , a distribution P ∈ P and an input x ∈ X ⊆ Rd, there exists a ball Bϵ(x) =

{δ : ∥x− δ∥p ≤ ϵ} of radius ϵ on a manifold M and a perturbation δ ∈ ∆, such that
∆ = {δ : δ ∈ Be(x) ∩ [−1, 1]n} denotes the feasible region of admissible perturbations and
fθ(x+ δ) ̸= fθ(x) while ∥x− (x+ δ)∥p ≤ ϵ for all ϵ > 0, where Bϵ(x) describes an ℓp–ball for
ϵ small centred at x. Then, the expected OOD test error for an estimator f is:

EOOD(f) = inf
f∈F

sup
δ∈∆
Ep(f) (2.32)

= min
f∈F

E
(x,y)∼P

max
δ∈∆

L(f(x+ δ), y)︸ ︷︷ ︸
adv. attack: {FGM,PGM}

 .

The idea is based on iterative gradient ascent to generate the adversarial samples and
then project them back onto the feasible perturbation set ∆. The update rule for PGM is
given in Eq. 2.33 where Γ(·) denotes the projection of inputs onto the acceptable range
of pixel values ∆.

xt+1︸︷︷︸
adv. example

= Γ∆(xt + η sign(∇L(f(xt + δ), y))) (2.33)

Γ∆(z) = ϵ
z

max {ϵ, ∥z∥p}

The concept is illustrated in Figure 2.1. Consider two categories, tori and crosses, re-
sembling data points on a manifoldM induced by a DNN. If we draw a ball B of radius
ϵ centred at the cross data point closest to the decision boundary, then, there exists a
perturbation δ and optimising in its direction would result into a misclassification by
the DNN perceiving the target cross as a torus category.

Even though both Definition 6 and Definition 8 are expressed as minimising the worst
case error over OOD data they should not be conflated. The main distinction between
them is based on the assumption they impose on how the OOD data was generated.
In Definition 6 this assumption was stated as a set of naturally occurring distribution
shifts among different groups of data, whereas, in Definition 8 the set of distribution
shifts is restricted to a finite number of worst case perturbations deliberately devised
by an adversary on purpose to maximise the error on OOD data. Understanding better
the set of worst case perturbations allows us to impose prior domain knowledge ex-
pressing which perturbations might occur in the future equipping an estimator f with
the ability to recognise and detect OOD inputs.
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Figure 2.1: Adversarial example generation on data manifoldM.

2.5.4 Out of Distribution Detection Methods

Early methods for OOD detection relied on scores derived from multi-class estimators.
Hendrycks and Gimpel (2017) proposed to utilise the confidence score (often referred
to as maximum softmax probability (MSP)) to identify OOD inputs. Their approach
was later refined by Liang et al. (2018) proposing ODIN which introduced rescaling
the MSP scores via temperature scaling in addition to input perturbations. Lee et al.
(2018b) demonstrated that one could obtain standard Gaussian density estimates from
the estimator’s intermediate activations conditioned on the target variable of interest to
identify OOD inputs. Further improvement by Lee et al. (2018a) led to the Mahalanobis
detector fitting a Gaussian distribution to the activation of the last layer of the estimator
and performing OOD by measuring the Mahalanobis distance from the outputs to the
in-distribution data.

Furthermore, a number of methods rely on auxiliary objectives based on the assump-
tion of access to additional available data. For instance, MSRep (Shalev et al., 2018)
introduced the idea of combining multiple semantic representations of several words
obtained from different corpora or architectures as target labels to improve OOD de-
tection, whereas Hendrycks et al. (2019a) in outlier exposure (OE) assumed access to
additional unlabelled data to improve OOD detection on a joint objective. In addition,
Hendrycks et al. (2019b) used self-supervised learning with auxiliary augmentations to
retrieve robust estimators against OOD inputs. In the same spirit Mohseni et al. (2020)
proposed self-supervised training coupled with a rejection mechanism for OOD inputs
during inference.
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Another popular approach to improve robustness and uncertainty estimation against
OOD data relies on ensemble learning, aggregating estimates from either similar or dif-
ferent architectures of independently trained discriminative or generative estimators
(Choi and Jang, 2018; Lakshminarayanan et al., 2017; Vyas et al., 2018). Unfortunately
ensembling multiple estimators can be computationally intensive which led to devel-
opment of methods striving to improve quality of latent variables in hopes of obtaining
more informative representations to distinguish OOD inputs from in-distribution data.

Sastry and Oore (2020) demonstrated that the obtained Gram matrices from multiple
latent variables can be utilised to improve OOD detection while Masana et al. (2018)
proposed a multi-head architecture to amplify the quality of latent variables for OOD
detection.

Ren et al. (2019) discovered that the likelihood score of deep generative estimators
for OOD detection is highly affected by the background statistics of the input data,
therefore, they proposed a likelihood ratio method which effectively corrects for these
confounding background statistics and enhances the in-distribution specific covariates
for OOD detection. Morningstar et al. (2021) introduced DoSE to ameliorate the is-
sue often found in generative estimators assigning higher likelihood to OOD than in-
distribution data. To identify OOD samples they constructed an estimator on several
summary statistics of the in-distribution data, and then during inference, they mark the
data points that have low support under the observed densities of the measurements
as out-of-distribution.

Another interesting approach to OOD detection is contrastive learning. In that regard
Tack et al. (2020) proposed contrasting shifted instances (CSI), a training scheme that in
addition to contrasting a given sample with other instances it also contrasts the sample
with distributionally shifted augmentations of itself. In addition, to detect OOD inputs
they proposed a new detection score specific to their training scheme. Winkens et al.
(2020) also proposed a contrastive learning approach and a new detection score which
quantifies the difficulty of the OOD detection by capturing the similarity of inlier and
outlier datasets. Their scoring mechanism is based on the probability with which an
estimator confuses outliers with inliers. Instead, Liu et al. (2020) proposed an energy
score for OOD detection (EnergyOOD) demonstrating its efficacy over traditional soft-
max scores while being less susceptible to the overconfidence issue.

Finally, Lee et al. (2020) suggested a meta-learning estimator that adaptively balances
the effect of meta-learning and task-specific learning within each task exhibiting ro-
bustness against OOD inputs. By learning the different balancing variables between
tasks they can decide to obtain a solution by relying on either the meta-knowledge
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or the task-specific learning. Their objective is formulated into a Bayesian inference
framework and solved using variational inference.

2.6 Evaluation of Out-of-Distribution Detection

Evaluating OOD detection algorithms is not a trivial task, as such, we present a gen-
eral experiment methodology outlining the datasets, performance metrics, methods
and evaluation process followed throughout this dissertation {unless specifically stated
otherwise}.

2.6.1 Datasets

The datasets used in this dissertation can be categorised into the following three cat-
egories: synthetic datasets, real datasets and real corrupted datasets. The synthetic
datasets are often constructed for the purpose of evaluating a hypothesis and obtain-
ing insights regarding the underlying question under investigation. Instead, the real
and real corrupted datasets refer to well-established image classification datasets in the
machine learning literature to empirically validate and confirm a promising hypothesis
already evaluated on synthetic datasets.

Synthetic Datasets

The synthetic dataset consists of samples drawn from Gaussian distributions with dif-
ferent mean and standard deviation parameters assembled into unique clusters re-
sembling categories of a multi-class classification setting. This dataset is presented
in Chapter 6 consisting of 50,000 train samples and 10,000 test samples comprised of
three distinct categories for training and four categories for testing in order to simulate
OOD inputs for detection.

Real Datasets

The real datasets used in this dissertation mostly comprised of colour images repres-
enting distinct categories. For instance, CIFAR-10 consists of ten categories depicting
animals and vehicles (including planes), while, CIFAR-100 consists of one hundred
categories depicting people, animals, vehicles, plants, and foods. SVHN is a result
of the Google street view project representing colour images of house numbers of ten
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categories, one for each digit. FashionMNIST represents greyscale images of fashion ac-
cessories and clothing, from ten categories. Finally, LSUN consists of of ten categories
of scenes depicting different places and twenty categories of objects including people,
animals, plants, household items, and vehicles (including planes). Further details re-
garding the number of instances and categories of each dataset are described below.

• The CIFAR-10 (Krizhevsky, 2009) dataset consists of 60,000 colour images of di-
mensionality 32x32 with 10 categories. Each category contains 6,000 images. In
total there are 50,000 train images and 10,000 test images.

• The CIFAR-100 (Krizhevsky, 2009) dataset consists of 60,000 colour images of di-
mensionality 32x32 with 100 categories. Each category contains 600 images. In
total there are 50,000 train images and 10,000 test images.

• The SVHN (Netzer et al., 2011) dataset consists of 99,289 colour images of dimen-
sionality 32x32 representing digits of house numbers. There exist 10 categories
one for each digit. In total there are 73,257 train images, and 26,032 test images.

• The FahsionMNIST (Xiao et al., 2017) dataset consists of 70,000 greyscale images
of dimensionality 28x28 with 10 categories. Each category contains 6,000 images.
In total there are 60,000 train images and 10,000 test images.

• The LSUN (Yu et al., 2015) classification dataset consists of colour images of di-
mensionality 512x512 with 10 categories. Each category contains numerous im-
ages ranging from approximately 120,000 to 3,000,000. The validation data in-
cludes 300 images, and the test data has 1000 images per category.

Real Corrupted Datasets

Three datasets that add corruptions to the images in the CIFAR-10 and CIFAR0-100
datasets are also used.

The CIFAR-10-C dataset consists of 10,000 colour test images of dimensionality 32x32
with 10 categories corrupted with 15 common corruptions (see Figure 2.2) at 5 differ-
ent severity levels, with 1 being the lowest and 5 the highest. The total number of
corrupted test images is 15 x 5 x 10,000 = 750,000.

The CIFAR-100-C dataset is identical to CIFAR-10-C also corrupted in a similar manner
except that it has 100 categories instead of 10.

Finally, the CIFAR-10-Adv. dataset consists of 10,000 colour test images of dimension-
ality 32x32 with 10 categories corrupted with adversarial noise via the projected gradi-
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ent descent mechanism of generating adversarial samples. This dataset is presented in
Chapter 5 whereas CIFAR-10-C and CIFAR-100-C are presented in Chapter 6.

Figure 2.2: Common corruptions for CIFAR-10-C and CIFAR-100-C (reproduced from
Hendrycks and Dietterich (2019)).

2.6.2 Performance Metrics

Existing methods for OOD detection often convert their outputs into a score indicating
the likelihood that an input instance is out-of-distribution. Usually common metrics
utilised to calculate these scores include confidence, entropy, mutual information, and dif-
ferential entropy. These metrics can also be applied to the outputs of a deep neural
network to perform OOD detection.

In-Distribution Classification Metrics

To evaluate the efficacy of the estimator f on the in-distribution multi-class classifica-
tion task we utilised the accuracy on the predictions along with its confidence, often
referred to as maximum softmax probability (MSP) or normalised exponential func-
tion.
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acc(f) =
1

n

n∑
i=1

1{f(xi) = yi}. (2.34)

conf(f) =
1

n

n∑
i=1

max
y

f(xi)[y]. (2.35)

Calibration Metrics

To validate whether an estimator is calibrated we utilised the expected calibration error
(ECE) metric defined in Eq. 2.36, on the validation set in combination with reliability
diagrams (example shown in Figure 3.3).

ECE =
B∑
b=1

|b|
n
| acc(b)− conf(b)|. (2.36)

Uncertainty Metrics

To capture the uncertainty of an estimator on its outputs we utilised entropy over its
predictions defined in Eq. 2.8 in combination with the symmetric KL divergence along
with Figure 3.4.

KL(P∥Q) +KL(Q∥P ) =

∫
p(x) ln

p(x)

q(x)
dx+

∫
q(x) ln

q(x)

p(x)
dx. (2.37)

Typically the continuous analogue of the discrete relative entropy is referred to as dif-
ferential entropy.

KLD(P∥Q) = −
∫

p(x) ln
p(x)

q(x)
dx. (2.38)

In addition, mutual information can also be employed to capture uncertainty describ-
ing the relative entropy between the joint distribution and the product of its marginals.

I(X;Y ) = KL(P(X,Y )∥PX × PY ) (2.39)

=

∫∫
p(x, y) ln

p(x, y)

p(x)q(x)
dxdy.
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Out-of-Distribution Detection Metrics

A common metric utilised in out-of-distribution detection to identify whether inputs
are derived from the in-distribution data rather than the out-of-distribution data is the
area under the curve of the receiver operating characteristic function.

AUC-ROC(f) =

∑
xid ∈SID

∑
xood ∈SOOD

1 [f(xid) < f(xood)]

|SID| · |SOOD|
. (2.40)

The indicator function returns 1 if the inequality is true otherwise 0. The in-distribution
data is denoted by SID while the out-of-distribution data with SOOD. Of course, one
could also use confidence, entropy, mutual information or even differential entropy to
construct AUC-ROC scores for ood detection.

Robustness Against Corruptions Metrics

In order to measure the underlying robustness of an estimator against common corrup-
tion we utilise the mean corruption error (mCE) similar to (Hendrycks and Dietterich,
2019) except for we do not normalise the obtained scores with the errors of a reference
estimator like for instance AlexNet.

mCE(f) =
1

C

C∑
c=1

V∑
v=1

f(xv
c). (2.41)

The notation xv
c indicates an input corrupted with corruption c at severity level v.

2.6.3 Models and Methods

To assess the performance of a proposed method it is important to carefully select a
set of estimator architectures for comparison and evaluation. Among established point
estimate deep neural network architectures one might find VGG16 (Simonyan and Zis-
serman, 2015), PreResNet164 (He et al., 2016), and WideResnet28x10 (Zagoruyko and
Komodakis, 2016). To maintain a fair evaluation across point estimate deep neural net-
works and Bayesian neural networks (see Chapter 2.4) we utilised the same underlying
architectures.

For instance, in Chapter 3 the estimator architectures for both point estimate deep
neural networks and Bayesian neural networks are VGG16, PreResNet164 and
WideResNet28x10. Instead, in Chapters 4, 5, and 6 the underlying estimator archi-
tecture is WideResNet28x10.
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2.6.4 Experiment Design

For every experiment performed on real datasets there is a corresponding in-
distribution (ID) and out-of-disribution (OOD) dataset. The in-distribution dataset is
predominantly used for the multi-target classification setting and is split into train, val-
idation and test sets. The validation set is used to tune hyperparameters of the estim-
ators whereas the test set is only exposed during inference. In most occasions during
the training phase of the underlying estimator we do not assume access to additional
labelled or unlabelled data and whenever that is not the case we state it explicitly (e.g.
Chapter 4, Chapter 6). Once the training process is over we obtain the estimator with
the best accuracy on the validation set ready to be further evaluated during inference
on the final test set.

2.6.5 Summary

The research programme presented in this dissertation aims at better understand-
ing Bayesian neural networks in terms of calibration, uncertainty estimation, out-
of-distribution detection and adversarial robustness. We demonstrate that Bayesian
neural networks by default are better calibrated than point estimate deep neural net-
works. Moreover, we show that Bayesian neural networks perform better at uncer-
tainty estimation and out-of-distribution detection than point estimate deep neural
networks. In addition, we show that by default neither Bayesian neural networks nor
point estimate deep neural networks can withstand against adversarial inputs caus-
ing the underlying estimators to confidently misclassify them, and additional mitig-
ation techniques such as adversarial defences might be necessary to amplify robust-
ness and out-of-distribution detection. Finally, we present two objectives improv-
ing out-of-distribution detection utilising auxiliary information from unlabelled data
sources assisting the underlying estimators in appropriately decorrelating between in-
distribution and out-of-distribution covariates.
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CHAPTER

THREE

UNCERTAINTY ESTIMATION IN
BAYESIAN NEURAL NETWORKS

This chapter evaluates the ability of Bayesian neural networks in terms of calibration
and uncertainty estimation in an effort to answer research questions RQ1 and RQ2.

3.1 Introduction

Deep neural networks (DNN) have been adopted at an increasing pace by industry as
predictive estimators, but their sensitivity and lack of robustness on ambiguous inputs
poses real challenges for critical domain applications. As such, the problem of quanti-
fying uncertainty regarding the estimator’s predictions in the presence of ambiguous
inputs has attracted less attention and techniques formulated on the basis of a Bayesian
framework such as Bayesian neural networks (BNN) which could potentially capture
data uncertainty are no exception.

We propose to close this gap by evaluating the validity of BNN in terms of uncertainty
estimation over their predictions against point estimate deep neural networks (DNN).
The key idea is based on leveraging Bayesian inference in combination with neural
networks in order to quantify the uncertainty over predictions along with approximate
measures such as the posterior predictive uncertainty.

The key questions investigated in this chapter are presented below which stem directly
from research questions RQ1 and RQ2 introduced in Section 1.1 of Chapter 1:

1. Are Bayesian neural networks better calibrated than point estimate neural net-
works?
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2. Are Bayesian neural networks better at uncertainty estimation in prediction tasks
than point estimate neural networks?

3. Does better calibration in Bayesian neural networks imply overall better uncer-
tainty estimation?

We address these questions using four datasets and comparing three DNN against six
BNN on three different metrics. Additionally, we investigate any potential correlation
between calibration and accuracy, as well as, calibration and uncertainty estimation
between in and out of distribution inputs. First, we rank all estimators based on their
accuracy on the test set of every dataset. Next, we turn to calibration error as a means
of identifying potentially miscalibrated estimators. Finally, we examine the ability of
all estimators to identify and express uncertainty over ambiguous inputs between in-
distribution and out-of-distribution data.

The key contributions of this chapter are listed below, and they contribute towards
CB1 and to a certain extent CB2 introduced in Section 1.2 of Chapter 1:

• An empirical validation showing that Bayesian neural networks are better calib-
rated than point estimate neural networks.

• An empirical study demonstrating the validity of uncertainty estimation in
Bayesian deep learning methods.

• A study examining the correlation between calibration and uncertainty estima-
tion in Bayesian neural networks.

3.2 Experiment Design

This study utilises four well-established datasets in the machine learning literature:
CIFAR-10, SVHN, FashionMNIST and CIFAR-100 (Section 2.6.1). The empirical evalu-
ation presented consists of the following three components: (i) estimators, (ii) confid-
ence calibration and (iii) uncertainty estimation. Three point estimate deep neural net-
works were used: VGG16, PreResNet164 and WideResNet28x10 (Section 2.6.3). Two
Bayesian neural networks were used: MC-Dropout (Section 2.3.1) and SWAG (Section
2.4.1), utilising the same underlying architecture similar to the point estimate deep
neural networks (i.e. VGG16, PreResNet164, WideResNet28x10).

To evaluate the generalisation ability of the estimators on a hold-out test set we util-
ised accuracy, Eq. 2.34. Each estimator was trained on half of the randomly chosen

50



categories from the four datasets with the remaining half categories withheld for the
purpose of evaluating their ability to associate out-of-distribution instances with high
uncertainty, given that the withheld categories were only introduced at inference. The
duration of training was 300 epochs with the final estimator selected being the best
performing on the validation set.

The selected optimiser during the experiments was stochastic gradient descent (SGD)
(Robbins and Monro, 1951) with initial learning rate set to η = 0.05, with momentum
set to m = 0.9, and weight decay γ in the range [3e−4, 5e−4]. Additionally, data aug-
mentation utilising random horizontal flip, random cropping and random pixel dis-
tortion were applied on the training set.

To measure the calibration of an underlying estimator we utilised the expected calib-
ration error (ECE), Eq. 2.4, in combination with the equivalent reliability plots. This
metric captures the disagreement between the estimator’s predictions and the true em-
pirical proportion of instances for each category often expressed as a weighted aver-
age between accuracy and confidence. In order to validate that the results are not a
product of random chance and that the estimators are indeed calibrated provided that
their expected calibration errors are adjacent, we utilised bootstrap hypothesis testing
for calibration on the test set of each dataset under the null hypothesis that the estim-
ator’s outputs are calibrated (Vaicenavicius et al., 2019). The underlying approach to
hypothesis testing and its algorithmic procedure are described below.

Given an estimator f we analyse if its estimates f(x) on a test set S are calibrated
according to an arbitrary statistic h(f(S)), such as for instance, ECE, logloss, Brier score,
etc. Since we are mostly concerned with expected calibration error then the statistic h

refers to the ECE score. The overall procedure can be described in the following steps:

1. Set the null hypothesis of the estimator to be calibrated H0 : h(f(S), yb) =

h(f(S), y).
Set the alternative hypothesis to be not calibrated H1 : h(f(S), yb) > h(f(S), y).

2. Generate B bootstrapped category sets yb for b ∈ {1, . . . , B}, such that yb,i is
sampled from f(xi).

3. Calculate the ECE score h(f(S), yb) for each bootstrapped category set yb evalu-
ated on the actual test set S.

4. Reject the null hypothesis if the probability of the ECE score P(h(f(S), yb)) >

h(f(S), y)) on the bootstrapped category set yb exceeds that of the true category
set y.
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Algorithm 1 Bootstrap Hypothesis Test for Calibration
procedure BOOTSTRAPTEST(f, h, S, y)

for trial← 1 to 10, 000 do
b← {1, . . . , |S|} ▷ resample with replacement from the set of indices
yb ← argmax

y
fy(S)[b] ▷ estimate labels for random sample on test set

s← h(f(S), yb) ▷ compute ECE for the estimated set of labels
p← p+

∑|S|
i=1 1 {si > h(f(S), y)} ▷ estimate probability of an extreme ECE

end for
if (p/10, 000) < 0.05 then

return Reject H0 ▷ Reject null hypothesis if probability is small
end if

end procedure

To characterise out-of-distribution inputs with high uncertainty we estimated the pre-
dictive uncertainty, Eq. 2.8, over the estimator’s predictions. Recall that every dataset
is split randomly into two parts. One of the parts entailing half of the categories repres-
enting the in-distribution data on which the estimator was trained, with the other part
denoting as out-of-distribution instances the remaining categories which were utilised
only during inference.

Finally, to conveniently compare and summarise the performance of the different es-
timator’s regarding their ability to characterise and identify out-of-distribution inputs
with high uncertainty the scalar value of the symmetric KL divergence, Eq. 2.37,
between the predictive uncertainty, Eq. 2.8, over the predictions of the in-distribution
data and the predictive uncertainty over the predictions of the out-of-distribution data,
was selected as a sensible candidate of a summary statistic to interpret Figures 3.5, 3.6
and 3.7. The symmetric KL divergence permits to evaluate how similar are two distri-
butions with larger values denoting a noticeable distinction between them. In essence,
large values of the symmetric KL divergence denote the ability of the underlying es-
timator to capture and associate out-of-distribution samples with high uncertainty.

3.3 Results

In this section we describe the results from the experiments along with the findings
arising in regard to the questions outlined in Section 3.1. The accuracy of all the estim-
ators across datasets is depicted in Table 3.1 and equivalently in Figure 3.1 where it is
shown that Bayesian neural networks overall exhibit higher accuracy. For instance, on
Fashion MNIST and SVHN, WideResNet28x10-SWAG has the highest accuracy while
on CIFAR-10, WideResNet28x10-MC Dropout represents the highest accuracy.
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Table 3.1: Accuracy of estimators on datasets CIFAR-10/100, SVHN & FashionMNIST.

Estimators CIFAR-10 SVHN FashionMNIST CIFAR-100

VGG16 94.40 97.10 95.76 74.92
VGG16-MC Dropout 93.26 96.87 95.60 72.58
VGG16-SWAG 93.80 96.83 96.30 74.44

PreResNet164 93.56 97.90 96.86 80.62
PreResNet164-MC Dropout 94.68 97.73 97.12 80.58
PreResNet164-SWAG 93.14 97.69 97.18 82.24

WideResNet28x10 94.04 97.44 97.16 81.44
WideResNet28x10-MC Dropout 95.54 97.63 97.08 81.98
WideResNet28x10-SWAG 95.12 97.95 97.18 83.40

Figure 3.1: Accuracy across estimators and datasets.

In order to answer the first question of whether Bayesian neural networks exhibit better
calibration compared to point estimate deep neural networks we draw the attention of
the reader to Figures 3.2, and 3.3 in conjunction with Table 3.2. The expected calibration
errors (ECE) in Table 3.2 measuring the degree of model miscalibration seem to be in
accordance with the results from Guo et al. (2017) demonstrating that modern neural
networks are indeed poorly calibrated. In addition, the reliability plots presented in
Figure 3.3 indicate a perfectly calibrated estimator by the diagonal line. Anything be-
low the diagonal represents an over-confident estimator, while anything above the di-
agonal represents an under-confident estimator. Observe in Figures 3.2 and 3.3 that the
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majority of the estimators are to an extent miscalibrated. Some Bayesian approaches,
however—in particular estimators based on MC-Dropout and SWAG—are better cal-
ibrated than their point estimate deep neural networks counterparts.

Table 3.2: Expected calibration errors (ECE) in % for CIFAR-10, SVHN, FashionMNIST,
and CIFAR-100. Values < 1% indicate calibrated estimators (Guo et al., 2017).

Estimators CIFAR-10 SVHN FashionMNIST CIFAR-100

VGG16 6.77 3.08 3.29 16.18
VGG16-MC Dropout 4.23 1.55 1.55 11.81
VGG16-SWAG 4.99 2.05 1.73 7.53

PreResNet164 3.10 2.38 2.16 9.67
PreResNet164-MC Dropout 3.38 1.61 2.01 9.97
PreResNet164-SWAG 4.93 0.90 1.54 1.70

WideResNet28x10 2.00 2.10 2.12 5.11
WideResNet28x10-MC Dropout 2.55 1.47 2.08 3.96
WideResNet28x10-SWAG 0.98 0.82 1.15 0.96

Figure 3.2: Expected calibration error across datasets and estimators.
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To further evaluate that the ECE scores are not solely a product of randomness in the
test set we perform a bootstrap hypothesis test in order to indicate which estimators
are truly calibrated and which are not. In Table 3.3 we see that two BNNs, VGG16-MC
Dropout and WideResNet28x10-SWAG indicate to be calibrated across all datasets.

Table 3.3: Bootstrap hypothesis testing of esitmators across each dataset, representing
p-values. Bold values indicate miscalibrated estimators.

Estimators CIFAR-10 SVHN FashionMNIST CIFAR-100

VGG16 0.001 0.001 0.001 0.001
VGG16-MC Dropout 0.987 0.624 0.986 0.581
VGG16-SWAG 0.001 0.001 0.16 0.99

PreResNet164 0.001 0.001 0.001 0.001
PreResNet164-MC Dropout 0.001 0.001 0.001 0.001
PreResNet164-SWAG 0.001 0.746 0.001 0.99

WideResNet28x10 0.086 0.001 0.001 0.99
WideResNet28x10-MC Dropout 0.001 0.001 0.001 0.99
WideResNet28x10-SWAG 0.99 0.98 0.765 0.99

Next, to answer the second question with regard to whether Bayesian neural networks
are better at uncertainty estimation than point estimate deep neural networks we draw
the attention of the reader to Table 3.4 and equivalently Figures 3.4, 3.5, 3.6, 3.7 and 3.8.
The information presented in Table 3.4 provides a summary of the uncertainty estim-
ation over OOD inputs from Figures 3.5, 3.6, 3.7 and 3.8, by measuring the symmetric
KL divergence, on the predictive uncertainty between in- and -out-of-distribution in-
stances.

Interpreting Table 3.4 we can see that Bayesian neural networks like MC Dropout and
SWAG overall perform better at uncertainty estimation on three of the four datasets
compared to point estimate deep neural networks such as PreResNet164 which per-
forms better only on one dataset with MC Dropout second best. The same trend is
evident also in Figures 3.5, 3.6, 3.7 and 3.8, utilising predictive uncertainty, Eq. 2.8, as
a measure of expressing uncertainty over OOD instances, such that an estimator prop-
erly equipped with uncertainty estimation over its predictions should assign low en-
tropy on in-distribution data and high entropy for out-of-distribution data. Notice that
on FahsionMNIST in Figure 3.6, SVHN in Figure 3.7 and CIFAR-100 in Figure 3.8 again
two Bayesian neural networks are performing best, that is MC Dropout and SWAG,
while on CIFAR-10 in Figure 3.5 the best performing model is a point estimate deep
neural network, that is PreResNet164.
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Table 3.4: Symmetric KL divergence between in- and out-of-distribution splits of
CIFAR-10 (5 + 5), SVHN (5 + 5), FahsionMNIST (5 + 5) and CIFAR-100 (50 + 50). Larger
values indicate the ability of an estimator to identify OOD instances with high uncer-
tainty.

Estimators CIFAR-10 SVHN FashionMNIST CIFAR-100

VGG16 2.9527 5.6382 1.5199 0.9352
VGG16-MC Dropout 3.8494 6.2732 1.4053 1.4609
VGG16-SWAG 2.3750 5.0582 2.0606 1.6580

PreResNet164 4.2443 3.3753 1.6280 1.3280
PreResNet164-MC Dropout 2.8793 2.7053 1.1958 1.1980
PreResNet164-SWAG 1.8101 3.3446 1.4967 1.7798

WideResNet28x10 2.1810 3.0513 1.1995 1.4813
WideResNet28x10-MC Dropout 2.9291 2.9955 1.2085 1.5285
WideResNet28x10-SWAG 2.7802 3.6469 1.6674 1.4530

Figure 3.4: Symmetric KL diverg. on predictive uncertainty for in- & OOD predictions.
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Figure 3.5: Out of sample distributional entropy plots for all estimators on CIFAR-10
(5 + 5) categories. The x-axis denotes entropy in logarithmic scale.
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Figure 3.6: Out of sample distributional entropy plots for all estimators on FashionM-
NIST (5 + 5) categories.
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Figure 3.7: Out of sample distributional entropy plots for all estimators on SVHN (5 +
5) categories.

Finally, to answer the last question of whether better calibration in Bayesian neural
networks would also imply better uncertainty estimation we examined, first, the exist-
ence of any correlation between calibration and accuracy. This would help us identify
if better calibration also implies better overall accuracy, and, second, the existence of
any correlation between calibration and uncertainty estimation. We present the find-
ings in the scatter plots of Figure 3.9 examining the correlation between calibration and
accuracy, and Figure 3.10 demonstrating any potential correlation between calibration
and uncertainty estimation.

In Figure 3.9 one should observe a slight negative trend between calibration and accur-
acy indicating that the more accurate an estimator is the better calibrated it is overall.
This observation can be somewhat misleading. An estimator can be quite accurate
but miscalibrated, for instance this is the case of PreResNet164-SWAG on FashionM-
NIST dataset which exhibits the same accuracy as WideResNet28x10-SWAG on Fash-
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Figure 3.8: Out of sample distributional entropy plots for all estimators on CIFAR-100
(50 + 50) categories.

ionMNIST dataset but in comparison with it can be considered as miscalibrated, or
equivalently an estimator can be very well calibrated but inaccurate, this is the case of
WideResNet28x10-SWAG on CIFAR-10 which compared to WideResNet28x10-SWAG
on CIFAR-100 exhibits almost the same degree of calibration but cannot be considered
as accurate (see Table 3.3). Overall, it seems that any potential underlying correlation
between calibration and accuracy of an estimator might be misleading. In contrast, in
the scatter plot of Figure 3.10 there seems to be an absence of a general strong trend
since the majority of the data points resemble almost a random pattern. Observe for
instance that VGG16 on SVHN is the second best at expressing uncertainty over OOD
inputs and still is miscalibrated when compared to WideResNet28x10-SWAG on SVHN
dataset, indicating that an estimator can be well-equipped with uncertainty estimation
but poorly calibrated. Similarly, an estimator can be calibrated, for instance this is the
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Figure 3.9: Scatter plot of calibration vs. accuracy across estimators and datasets.

Figure 3.10: Scatter plot of calibration vs. symmetric KL across estimator and datasets.

case of WideResNet28x10-SWAG on SVHN indicating the best overall calibration, but
poor at representing uncertainty estimation over OOD inputs.
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In order to formally validate any trend or lack thereof in Figure 3.10, we conducted a
Pearson correlation coefficient between expected calibration error and symmetric KL-
divergence followed by a two tailed paired t-test hypothesis to indicate any statistical
significance between the means of the expected calibration error µ0 and symmetric KL-
divergence µ1 scores. The null hypothesis is set to be H0 : µ0 = µ1 with the alternative
hypothesis being H1 : µ0 ̸= µ1. The t-statistic is estimated based on the following
formula t = ρ

√
n−1√
1−ρ2

whereas the degrees of freedom are estimated according to df =

n− 1.

The results in Table 3.5 indicate a negligible negative correlation between expected cal-
ibration error and symmetric KL-divergence on CIFAR-10 and FashionMNIST poten-
tially indicating any absence of influence between calibration and uncertainty estima-
tion. Instead, we observe a stronger negative correlation on CIFAR-100 indicating that
an improvement in uncertainty estimation could result in better calibration by redu-
cing its error. In contrast, on SVHN one observes a mild positive correlation indicating
that an improvement in uncertainty estimation could result in an overall degradation
regarding the calibration error of an estimator. This conclusion is also supported by
the paired t-test hypothesis where the p-values < 0.05 on SVHN and CIFAR-100 in-
dicate the existence of statistically significant difference in the sample means between
expected calibration error and symmetric KL-divergence scores.

Table 3.5: Pearson correlation coefficient and t-test hypothesis test for significant dif-
ference between expected calibration error and symmetric KL-Divergence.

CIFAR-10 SVHN FashionMNIST CIFAR-100

ρ-Pearson -0.0600 0.3566 -0.1962 -0.7639
n-samples 9 9 9 9
t-statistic -0.1590 1.0097 -0.5295 -3.1315
df -degrees-of-freedom 8 8 8 8
p-value 0.2730 0.0006 0.0812 0.0084

Combining the results from Table 3.4 along with Figures 3.4, 3.5, 3.6, 3.7 and 3.8 seems
to suggest that Bayesian neural networks have an advantage compared to point es-
timate deep neural networks at the task of uncertainty estimation on OOD instances.
Although, the result is not undisputed and a larger study would be more appropriate,
given that there were occasions where the point estimate deep neural networks would
obtain better uncertainty estimation (i.e. higher divergence scores) than the Bayesian
neural networks, though overall the results are indicative in the direction of Bayesian
neural networks having a benefit for uncertainty estimation.
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3.4 Conclusion

In conclusion, we have shown that point estimate deep neural networks indeed suffer
from poor calibration and inability to identify out-of-distribution instances with high
uncertainty. Bayesian deep neural networks provide a principled and viable alternative
that allows the estimators to be informed about the uncertainty in their parameters and
at the same time exhibits a lower degree of sensitivity against OOD inputs compared
to their point estimate DNN. Even though Bayesian neural networks outperform point
estimate deep neural networks in the task of uncertainty estimation over OOD inputs
on the majority of datasets, we would argue that a larger study would be beneficial
in evidently retrieving more conclusive results determining whether this capability of
Bayesian neural networks to estimate uncertainty can also be transferred efficiently
in the domain of out-of-distribution detection where the interest lies within detecting
such ambiguous inputs and not simply expressing an uncertainty over them. This
suggests that there is a promising research direction for improving the performance of
Bayesian deep neural networks in detecting out-of-distribution instances.
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CHAPTER

FOUR

OUT-OF-DISTRIBUTION DETECTION IN
BAYESIAN NEURAL NETWORKS

This chapter evaluates the ability of Bayesian neural networks to detect out-of-
distribution instances in an effort to answer research question RQ3.

4.1 Introduction

In this work we extend the benefits of uncertainty estimation in Bayesian neural net-
works (BNN) to the domain of out-of-distribution (OOD) detection. Two main chal-
lenges are of concern when considering the ability of an estimator to detect OOD in-
puts. First, the overall incapability of common estimators including modern neural
networks to detect OOD samples previously not exposed to them. Second, that mis-
classified predictions which unintentionally are assigned high confidence. These chal-
lenges potentially can lead to problems related with trustworthiness, transparency and
privacy of the underlying estimates (Schulam and Saria, 2019).

The majority of the proposed solutions have their foundations in different fields in-
cluding differential privacy, information theory, robust high dimensional statistics, ro-
bust control theory and robust optimisation. Recently attention has been concentrated
to methods that provide a principled approach to quantifying uncertainty through
Bayesian neural networks (Gal and Ghahramani, 2016; Grathwohl et al., 2020; Mad-
dox et al., 2019; Malinin and Gales, 2018). In spite of their sophistication, questions
regarding the effectiveness of Bayesian neural networks in OOD detection still remain
unanswered.

In this work, we propose to close this gap, by evaluating the efficacy of recent Bayesian
neural networks in detecting OOD inputs without explicitly being trained on such in-
puts, in a benchmark study involving four datasets CIFAR-10, SVHN, FashionMNIST,
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and CIFAR-100 (Section 2.6.1) and five estimators, DNN, DPN (see Section 2.4.3), MC-
Dropout (see Section 2.3.1), SWAG (see Section 2.4.1), and JEM (see Section 2.4.2), with
a DNN acting as the baseline model. The key idea is to identify whether Bayesian
neural networks can detect OOD inputs better than point estimate DNN without expli-
citly being trained on them. This formulation of OOD detection stems from Definition
7 in Chapter 2.

The key questions investigated in this work are presented below stemming from re-
search question RQ3 introduced in Section 1.1 of Chapter 1:

1. Are Bayesian neural networks effective at detecting out-of-distribution samples
without previous exposure to them?

2. Is this ability of the estimators to detect OOD inputs correlated with their accur-
acy?

The key contributions of this work are the following, and they contribute towards CB2
introduced in Section 1.2 of Chapter 1:

• A benchmark study demonstrating that Bayesian deep learning methods do in-
deed outperform point estimate neural networks in OOD detection.

• An empirical validation showing that from the considered approaches in this
work, Stochastic Weight Averaging of Gaussian Samples (SWAG) (Maddox et al.,
2019) is the most effective (achieving the best balance between performance in
the OOD detection task and the original image classification task).

• We demonstrate that OOD detection is harder when there exists even minimal
overlap between in-distribution and out-of-distribution examples and outlier ex-
posure (Hendrycks et al., 2019a) might not be beneficial in such scenarios.

4.2 Experiment Design

We chose arbitrarily a dataset A to train the estimators. After obtaining the best es-
timator from the training phase on dataset A, to evaluate its performance on the OOD
detection task we perform inference twice, once on the test set of dataset A and a second
time on the test sets of each of the remaining datasets B,C,D, . . ., different from A. Fi-
nally, to establish whether an estimator f overall is superior to an estimator g in terms
of OOD detection we record and analyse the appropriate performance metrics presen-
ted in Section 2.6.2 in order to construct an informed decision.

66



Particularly, we compare the performance of four state-of-art likelihood methods
based on Bayesian neural networks on the task of OOD detection—DPN, MC-Dropout,
SWAG, and JEM—with the performance of a standard point estimate deep neural net-
work (DNN) using a number of well-known image classification datasets—CIFAR-10,
CIFAR-100, SVHN, and FashionMNIST. We utilise a 28 layers wide and 10 layers deep
WideResNet28x10 (Zagoruyko and Komodakis, 2016) as the DNN estimator, and this
deep neural network architecture also serves as the base architecture employed by the
remaining estimators. When available, pre-trained estimators were employed (i.e. JEM
(Grathwohl et al., 2020)), while for the remaining estimators (i.e. DNN, DPN, MC-
Dropout, SWAG) we trained each for 300 epochs using a validation set for hyperpara-
meter tuning and rolling back to the best estimator to avoid overfitting.

The selected optimiser during the experiments was stochastic gradient descent (SGD)
(Robbins and Monro, 1951) with initial learning rate set to η = 0.05, with momentum
set to m = 0.9, and weight decay 1 γ in the range [3e−4, 5e−4]. Additionally, data aug-
mentation utilising random rotation with an angle θ ≤ 25o degrees, random horizontal
flip, random cropping and random pixel distortion were applied on the training set.

To measure the performance of the different estimators we utilised the following met-
rics: accuracy, Eq. 2.34, and AUC-ROC scores, Eq. 2.40, based on entropy, Eq. 2.8,
mutual information, Eq. 2.39 and differential entropy, Eq. 2.38. Accuracy provides an in-
dication of the estimator’s classification performance on the in-distribution (ID) inputs
while AUC-ROC scores are predominantly utilised in evaluating the estimator’s per-
formance in detecting OOD inputs. First, we evaluate each estimator’s accuracy on the
classification problem for which it was trained using the relevant test dataset. Next, to
evaluate the performance of the estimator in OOD detection we measure its ability to
distinguish between in-distribution (ID) examples from the relevant test set and OOD
examples from the test set from one of the other remaining datasets. For instance, when
SVHN is used as the in-distribution training set, CIFAR-10, LSUN, and CIFAR-100 are
used as the out-of-distribution test sets. This means that for each training set we have
three different evaluations of OOD detection effectiveness. One of the available out-
of-distribution datasets is selected for use at training time for DPN which requires this
extra data. Only the training portion of this dataset is used for this purpose, while the
test portion is used for evaluation.

As already noted the predictions provided by the estimators are converted into OOD
scores using the following metrics:

1Weight decay is a regularisation method, often “justifiably” conflated with ℓ2-norm regularisation
on the model parameters θ since the overall difference between the two methods is subtle, but in the
case of adaptive optimisers this can be misleading (Loshchilov and Hutter, 2019)
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• Predictive uncertainty (Shannon, 1948), Eq. 2.8, computing information entropy
over the estimated predictions.

• Mutual information (Shannon and Weaver, 1949), measuring the amount of in-
formation obtained about a random variable X by observing some other random
variable Y .

• Differential entropy (Lazo and Rathie, 1978), Eq. 2.38 also known as the continuous
entropy used to measure distributional uncertainty between in-distribution and
out-of-distribution data.

To avoid having to set detection thresholds we use these metrics to obtain scores for
in-distribution (ID) and out-of-distribution (OOD) instances of the equivalent test sets
in order to generate an AUC-ROC curve for the two categories, ID and OOD. We do
this individually for each estimator and metric to generate the equivalent AUC-ROC
scores.

4.3 Results

Table 4.1 and Figure 4.1 presents the overall performance of each estimator for the
in-distribution image classification task, evaluated using classification accuracy. The
results indicate that, for most cases, Bayesian methods perform comparatively with re-
gard to the DNN baseline, except for DPN exhibiting lower accuracy on all datasets,
SWAG exhibiting lower accuracy only on FashionMNIST and JEM exhibiting lower ac-
curacy on CIFAR-10, SVHN and FashionMNIST.

In Tables 4.2, 4.3 and 4.4, and accordingly, Figures 4.2, 4.3, 4.4, and 4.5 we present the
results of the OOD detection experiments. The scores represent AUC-ROC scores cal-
culated using predictive uncertainty (i.e. entropy), mutual information, and differential en-
tropy on the estimator’s predictions. The values inside parenthesis indicate the percent-
age improvement with respect to a DNN which is treated as a baseline. The up arrow
↑ indicates an improvement and the down arrow ↓ indicates a reduction in perform-
ance. The last row of the table indicates the average percentage improvement across
the dataset combinations for each approach with respect to a DNN. Finally, Table 4.5
summarises the results from Tables 4.1, 4.2, 4.3 and 4.4, representing the average per-
formance increase based on AUC-ROC scores utilising each OOD scoring metric.

We can deduce from Tables 4.2, 4.3, and 4.4 that Bayesian methods— DPN, MC-
Dropout and SWAG—almost always improve OOD detection performance over the
DNN baseline. Interestingly, in our experiment JEM consistently performed poorly
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Table 4.1: Accuracy of estimators for the in-distribution dataset classification task.

Estimators CIFAR-10 SVHN FashionMNIST CIFAR100
DNN 95.06 96.67 95.27 77.44
DPN 88.10 90.10 93.20 79.34
MC-Dropout 96.22 96.90 95.40 78.39
SWAG 96.53 97.06 93.80 78.61
JEM 92.83 96.13 83.21 77.86

Figure 4.1: Accuracy across estimators and datasets.

with respect to the DNN. We attribute this mostly to a failure of robust selection of
hyperparameter combinations. Despite our best efforts we were not able to achieve
classification accuracy above 83% on the FashionMNIST dataset using this approach,
and the OOD performance suffered from this.

However, even for the datasets in which the JEM estimator performed well for the
image classification task (i.e. SVHN and CIFAR-100) its use did not lead to an increase
in OOD detection. In addition, following the hyperparameter combinations in (Malinin
and Gales, 2018) we were not able to successfully replicate results for DPN regarding
the in-distribution case with CIFAR-10 and accordingly the OOD case with CIFAR-100.
In both cases the estimators diverged. Overall, we found that both JEM and DPN can
be extremely sensitive to the choice of hyperparameters.

The results in Table 4.5 indicate that across the different evaluation metrics, DPN per-
forms best for OOD detection, with SWAG following closely behind. MC-Dropout is
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Table 4.2: Out-of-distribution experiment results. Scores are Entropy based AUC-ROC
scores. The values in parenthesis are % improvement of the corresponding estimator
w.r.t. DNN, taken as a baseline. An ↑ indicates improvement and ↓ degradation. The
asterisks (*) indicate the out-distribution datasets used to train DPN.

Data (baseline) Entropy AUC-ROC score (% gain w.r.t. baseline)
In-distribution OoD DNN DPN MC-Dropout SWAG JEM

CIFAR-10
CIFAR-100* 86.27 85.60 (↓0.78%) 89.92 (↑4.23%) 91.89 (↑6.51%) 87.35 (↑1.25%)
SVHN 89.72 98.90 (↑10.23%) 96.25 (↑7.28%) 98.62 (↑9.92%) 89.22 (↓0.56%)
LSUN 88.83 83.30 (↓6.23%) 92.04 (↑3.61%) 95.12 (↑7.08%) 89.84 (↑1.14%)

SVHN
CIFAR-100 93.19 99.10 (↑6.34%) 94.33 (↑1.22%) 95.97 (↑2.98%) 92.34 (↓0.91%)
CIFAR-10* 94.58 99.60 (↑5.31%) 94.97 (↑0.41%) 96.03 (↑1.53%) 92.85 (↓1.83%)
LSUN 92.97 99.70 (↑7.24%) 93.31 (↑0.37%) 95.71 (↑2.95%) 91.82 (↓1.24%)

FashionMNIST
CIFAR-100 91.20 99.50 (↑9.10%) 93.75 (↑2.80%) 96.19 (↑5.47%) 62.79 (↓31.15%)
CIFAR-10* 94.59 99.60 (↑5.30%) 96.06 (↑1.55%) 94.28 (↓0.33%) 64.76 (↓31.54%)
LSUN 93.34 99.80 (↑6.92%) 97.40 (↑4.35%) 99.05 (↑6.12%) 65.38 (↓29.96%)

CIFAR-100
CIFAR-10 78.25 85.15 (↑8.82%) 80.70 (↑3.13%) 84.92 (↑8.52%) 77.64 (↓0.78%)
SVHN* 81.52 92.64 (↑13.64%) 85.59 (↑4.99%) 94.16 (↑15.51%) 81.22 (↓0.37%)
LSUN 77.22 86.38 (↑11.86%) 76.58 (↓0.83%) 87.22 (↑12.95%) 77.54 (↑0.41%)

Avg % improvement (↑6.48%) (↑2.76%) (↑6.60%) (↓7.96%)

Figure 4.2: Scatter plot of OOD detection vs. accuracy based on entropy AUC-ROC
scores.

third, but comparatively worse than the other two. All three Bayesian methods on
average increase OOD detection performance with respect to the DNN baseline, re-
gardless of the metric utilised to calculate OOD scores. The choice of a Bayesian neural
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Table 4.3: Out-of-distribution experiment results. AUC-ROC scores are based on Mu-
tual Information. The values in parenthesis are % improvement of the corresponding
estimator w.r.t. DNN, taken as a baseline. An ↑ indicates improvement and ↓ degrada-
tion. The asterisks (*) indicate the out-distribution datasets used to train DPN.

Data (baseline) Mutual Information AUC-ROC score (% gain w.r.t. baseline)
In-distribution OoD DNN DPN MC-Dropout SWAG JEM

CIFAR-10
CIFAR-100* 86.37 83.89 (↓2.87%) 90.04 (↑4.25%) 92.06 (↑6.59%) 87.56 (↑1.38%)
SVHN 89.82 94.22 (↑4.90%) 96.47 (↑7.40%) 98.79 (↑9.99%) 89.36 (↓0.51%)
LSUN 88.97 80.94 (↓9.03%) 92.20 (↑3.63%) 95.36 (↑7.18%) 90.15 (↑1.33%)

SVHN
CIFAR-100 93.24 99.23 (↑6.42%) 94.42 (↑1.27%) 94.92 (↑1.80%) 92.38 (↓0.92%)
CIFAR-10* 94.64 99.79 (↑5.44%) 95.07 (↑0.45%) 96.00 (↑1.44%) 92.91 (↓1.83%)
LSUN 93.02 99.94 (↑7.44%) 93.40 (↑0.41%) 95.64 (↑2.82%) 91.85 (↓1.26%)

FashionMNIST
CIFAR-100 91.37 99.43 (↑8.82%) 94.00 (↑2.88%) 95.61 (↑4.64%) 63.11 (↓30.93%)
CIFAR-10* 94.78 99.67 (↑5.16%) 96.28 (↑1.58%) 93.73 (↓1.11%) 64.98 (↓31.44%)
LSUN 93.53 99.90 (↑6.81%) 97.62 (↑4.37%) 99.28 (↑6.15%) 65.05 (↓30.45%)

CIFAR-100
CIFAR-10 78.88 85.64 (↑8.57%) 80.76 (↑2.38%) 85.02 (↑7.78%) 75.45 (↓4.35%)
SVHN* 81.94 92.55 (↑12.95%) 86.05 (↑5.02%) 94.37 (↑15.17%) 80.32 (↓1.98%)
LSUN 77.18 97.36 (↑26.15%) 76.54 (↓0.83%) 87.43 (↑13.28%) 75.72 (↓1.89%)

Avg % improvement (↑6.73%) (↑2.73%) (↑6.31%) (↓8.57%)

Figure 4.3: Scatter plot of OOD detection vs. accuracy based on mutual information
AUC-ROC scores.

network like DPN in combination with differential entropy is quite effective. For the
remaining estimators the best performance is achieved based on predictive uncertainty
(i.e. entropy) as an OOD scoring metric. This indicates that overall, Bayesian methods
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Table 4.4: Out-of-distribution experiment results. AUC-ROC scores are based on Dif-
ferential Entropy. The values in parenthesis are % improvement of the corresponding
estimator w.r.t. DNN, taken as a baseline. An ↑ indicates improvement and ↓ degrada-
tion. The asterisks (*) indicate the out-distribution datasets used to train DPN.

Data (baseline) Differential Entropy AUC-ROC score (% gain w.r.t. baseline)
In-distribution OoD DNN DPN MC-Dropout SWAG JEM

CIFAR-10
CIFAR-100* 80.67 85.28 (↑5.71%) 89.77 (↑11.28%) 88.66 (↑9.90%) 85.18 (↑5.59%)
SVHN 82.71 93.93 (↑13.57%) 96.70 (↑16.91%) 98.09 (↑18.60%) 84.98 (↑2.74%)
LSUN 85.09 82.49 (↓3.06%) 92.46 (↑8.66%) 93.12 (↑9.44%) 90.52 (↑6.38%)

SVHN
CIFAR-100 92.89 99.26 (↑6.86%) 93.87 (↑1.06%) 90.43 (↓2.65%) 82.90 (↓10.75%)
CIFAR-10* 94.44 99.80 (↑5.68%) 94.55 (↑0.12%) 92.52 (↓2.03%) 82.98 (↓12.13%)
LSUN 92.66 99.93 (↑7.85%) 92.84 (↑0.19%) 90.38 (↓2.46%) 79.97 (↓13.70%)

FashionMNIST
CIFAR-100 91.93 99.52 (↑8.26%) 95.30 (↑3.67%) 97.48 (↑6.04%) 62.24 (↓32.30%)
CIFAR-10* 95.61 99.73 (↑4.31%) 97.33 (↑1.80%) 94.40 (↓1.27%) 64.77 (↓32.26%)
LSUN 94.34 99.88 (↑5.87%) 98.43 (↑4.34%) 99.71 (↑5.69%) 64.94 (↓31.16%)

CIFAR-100
CIFAR-10 77.73 84.71 (↑8.98%) 79.74 (↑2.59%) 81.54 (↑4.90%) 73.89 (↓4.94%)
SVHN* 83.54 91.89 (↑10.00%) 86.87 (↑3.99%) 94.20 (↑12.76%) 79.57 (↓4.75%)
LSUN 74.97 96.82 (↑29.15%) 73.22 (↓2.33%) 79.92 (↑6.60%) 74.04 (↓1.24%)

Avg % improvement (↑8.60%) (↑4.36%) (↑5.46%) (↓10.71%)

Figure 4.4: Scatter plot of OOD detection vs. accuracy based on differential entropy
AUC-ROC scores.

improve the performance on OOD detection, with DPN and SWAG achieving similar
performance (although JEM does not achieve improvements over the DNN baseline).
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Figure 4.5: Histograms for in and out-of-distribution predictions across estimators and
datasets. The x-axis represents predictive uncertainty (i.e. entropy) in log scale.
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Additionally, one could resort to heuristic approaches such as for instance devising
thresholds on Figure 4.5 for separating ID from OOD samples. There exist multiple
ways to achieve this but an intuitive starting point would have been to take into con-
sideration the in-distribution score of the estimator and based on that to appropriately
select a threshold representing the 95% percentile. In order to avoid such heuristics
we rely on AUC-ROC scores which could operate directly on outputs similar to those
depicted in Figure 4.5.

Moreover, to further clarify the impact of the alternative metrics on the final results
across the different estimators we direct the reader’s attention to Table 4.5 representing
their rankings from best (i.e. DPN) to worst (i.e. JEM) in terms of their OOD effective-
ness, in addition to establishing any fluctuations caused by these metrics. We observe
that for JEM the different metrics do not affect the final results since they are all ranked
equally. Instead, for MC-Dropout mutual information performs best by improving
overall OOD effectiveness followed by the remaining metrics providing equal contri-
butions. Instead, for SWAG entropy and maximum probability provide the best results
followed by differential entropy and mutual information. Last but not least, for DPN it
seems that differential entropy and mutual information are the most effective metrics
followed by entropy and maximum probability with equal contributions.

Table 4.5: % performance increase w.r.t. DNN for all the evaluation scores, relative
ranks are shown in parenthesis. The last row shows average ranks.

DPN MC-Dropout SWAG JEM
Max prob. 5.895% (2) 2.618% (3) 6.067% (1) -8.350% (4)
Mutual Info 7.262% (1) 6.243% (2) 5.337% (3) -8.034% (4)
Entropy 6.480% (2) 6.480% (3) 6.601% (1) -7.960% (4)
Diff. Entropy 9.232% (1) 4.386% (3) 5.495% (2) -10.217% (4)
Avg. rank (1.50) (2.75) (1.75) (4.00)

However, it is worth noting from Table 4.1 that the DPN estimator does not per-
form well on the base image classification tasks compared to the remaining estimators.
Therefore, we conclude that of the estimators compared in this experiment SWAG is
the most effective as it achieves strong OOD detection performance, without comprom-
ising basic in-distribution classification performance. It also does not require the use
of an auxiliary OOD datset during training. Although if the final objective is achieving
the best possible OOD detection performance then DPN should be considered.

Finally, in order to provide a holistic overview regarding the performance of point
estimate neural networks against equivalent Bayesian neural networks we employ res-
ults directly from Liu et al. (2020) depicting state-of-the-art point estimate neural net-
works for OOD detection. The results of this comparison are represented in Table 4.6
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where it is observable the existence of variability in terms of OOD effectiveness among
the different OOD datasets. The best performing estimators for each OOD dataset are
shown in bold face where it is observable that a Bayesian estimator (ContRank+MC
Dropout) attains the highest OOD score on CIFAR-100 and SVHN whereas Mahalan-
obis and OE attain the highest OOD score on the LSUN dataset. Provided the existence
of variability regarding the results which to an extent could impair conclusive state-
ments we hypothesise that for future work a larger study in this endeavour might be
beneficial.

Table 4.6: Comparison of point estimates vs. Bayesian OOD detection methods based
on published results in the literature directly corresponding to our trained estimators
(Liu et al., 2020).

Data Entropy AUC-ROC scores

SID SOOD
Point Estimates Bayesian

DNN Mahalanobis ODIN MSRep OE EnergyOOD DPN MCD SWAG JEM ContReg+MCD ContRank+MCD
CIFAR-10 CIFAR-100* 86.27 93.90 85.59 91.23 93.30 92.60 85.60 89.92 91.89 87.35 93.62 96.60

SVHN 89.72 97.62 91.96 99.48 98.40 90.96 98.90 96.25 98.62 89.22 98.36 96.96
LSUN 88.83 96.30 90.35 96.05 97.60 94.24 83.30 92.04 95.12 89.84 93.62 95.61

CIFAR-100 CIFAR-10 78.25 81.34 74.54 81.49 75.70 76.61 85.15 80.70 84.92 77.64 68.25 69.47
SVHN* 81.52 86.01 67.26 77.54 86.66 73.99 92.64 85.59 94.16 81.22 98.98 99.79
LSUN 77.22 93.90 78.94 79.05 79.71 79.23 86.38 76.58 87.22 77.54 64.21 61.32

4.4 Conclusion

In this work we ask if Bayesian methods improve OOD detection over DNNs for image
classification tasks? We investigated four recent methods and compared them with a
baseline DNN on four different datasets. The underlying model architecture was the
same for each estimator (i.e. WideResNet28x10) in order to retrieve unbiased results.
All methods were evaluated in OOD detection using AUC-ROC on different metrics—
entropy, mutual information, and differential entropy. Our findings show that the Bayesian
methods do indeed improve performance at the OOD detection task over the DNN
baseline. DPN coupled with differential entropy for OOD scoring achieved the best
OOD detection performance, but in-distribution classification accuracy was degraded.
SWAG achieved a particularly good trade-off balance between in-distribution classific-
ation accuracy and OOD detection performance. We acknowledge the fact that the aux-
iliary information presented to DPN might be considered as an advantage compared
to other existing methods but since it was part of the overall methodology originally
introduced in the DPN work and provided that it was already deployed in equivalent
comparisons (Malinin and Gales, 2018) we considered that it would have been best to
not alter its original methodology. However, preliminary results suggest, that there is
an opportunity to further advance OOD detection performance.
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CHAPTER

FIVE

ADVERSARIAL ROBUSTNESS IN
BAYESIAN NEURAL NETWORKS

This chapter evaluates the robustness ability of Bayesian neural networks to withstand
against adversarial inputs in an effort to answer research question RQ4.

5.1 Introduction

In addition to the OOD detection problem described in Chapter 4, there is another
equally important issue impairing deep neural networks performance, that is ad-
versarial attacks (Akhtar and Mian, 2018; Ozdag, 2018). For a trained deep neural
network estimator, adversarial noise which is imperceptible to the human visual sens-
ory system (i.e. similar to optical illusions) can be constructed and incorporated into
any data type (e.g. image, audio, text) causing the underlying estimator to classify it
with high confidence as a separate category from its actual true category. Since many
deep learning based image recognition systems are being deployed in real world ap-
plications, such adversarial attacks can have serious societal consequences. Therefore,
developing strategies to mitigate against them is a significant open issue.

In this work we describe an evaluation of the effectiveness of different Bayesian neural
networks against adversarial attacks utilising a selection of image classification data-
sets. In this experiment we are interested in identifying whether Bayesian neural net-
works can withstand untargeted adversarial attacks given that they have demonstrated
their efficacy in OOD detection. This will allow us to better understand the implica-
tions in critical domain applications since it implies that the predictions from state-
of-the-art deep learning models cannot be trusted (Alemi et al., 2018; Hill, 2019; Ku-
mar et al., 2019; Marin et al., 2012). Finally, we investigate the potential benefit from
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utilising adversarial defence mechanisms for both tasks of detecting OOD data, and,
withstanding against adversarial attacks on the in-distribution test data.

For that purpose we designed a new experiment including the usual DNN acting as
a control baseline, two Bayesian estimators MC-Dropout, and SWAG, and three ad-
versarial defence techniques Top-k, Randomised Smoothing, and MMLDA trained on
the in-distribution dataset CIFAR-10 and evaluated on the following OOD datasets
CIFAR-10-Adv., CIFAR-100, SVHN, and LSUN before and after introducing each ad-
versarial defence technique during the training process of each estimator. This formu-
lation of adversarial learning for OOD detection stems from Definition 8 in Chapter
2.

The key questions investigated in this chapter are presented below stemming from
research question RQ4 introduced in Section 1.1 of Chapter 1:

1. Are Bayesian neural networks by default capable of detecting adversarial ex-
amples?

2. Could simple defence mechanisms Top-k, Randomised Smoothing, MMLDA, im-
prove overall OOD detection in Bayesian neural networks, in addition to with-
standing against adversarial attacks?

The key contributions of this work are the following, and they contribute towards CB3
introduced in Section 1.2 of Chapter 1:

• We demonstrate that Bayesian neural networks are not robust to adversarial noise
without prior exposure or explicit training on such noise.

• We find that the effect of different adversarial defence methods on Bayesian
neural networks overall improve robustness against adversarial attacks and OOD
detection on the unseen test datasets but at the same time cause the accuracy on
the in-distribution test dataset to degrade.

5.2 Experiment Design

In this experiment we test the efficacy of Bayesian neural networks in detecting ad-
versarial perturbations with and without the contribution of adversarial defence meth-
ods such as Top-k, Randomised Smoothing, and MMLDA. To achieve that we utilised
a conventional DNN as our control baseline which we compared with two Bayesian
neural network approaches MC-Dropout, and SWAG trained on the CIFAR-10 dataset
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and evaluated on the following metrics: accuracy, Eq. 2.34, predictive uncertainty (i.e.
entropy), Eq. 2.8, and AUC-ROC scores, Eq. 2.40. We selected MC-Dropout and SWAG
based on the fact that they seem to provide the best trade-off between in-distribution
accuracy and OOD detection (see Chapters 3, and 4) while reducing some compu-
tational constraints during training and inference on the construction of adversarial
examples.

First, we evaluated the ability of each estimator against untargeted adversarial ex-
amples generated with Projected Gradient Descent (PGD) (Madry et al., 2018; Ozdag,
2018) which is considered quite effective as an attack. For PGD we used the following
hyperparameter values ϵ = 0.1 and α = 0.01 for ten iterations (Kurakin et al., 2017).
Second, we introduced three recently proposed defence techniques against adversarial
examples and evaluated their efficacy on the (i) clean test set, (ii) adversarially corrupted
test set, and finally on the (iii) OOD detection task utilising the adversarially corrupted
test set of CIFAR-10 and the corresponding clean test set of CIFAR-100, SVHN, and
LSUN as OOD data. The defence methods evaluated against adversarial examples are:
Randomised Smoothing (Cohen et al., 2019), Sparsify k-winners take all (Top-k) (Xiao et al.,
2020), and Max-Mahalanobis Linear Discriminant Analysis (MMLDA) (Pang et al., 2020).

In order to train estimators with MMLDA and RandSmooth we used the same hyper-
parameter settings as in the original papers that recommended them (Pang et al., 2020),
(Cohen et al., 2019). For instance, for MMLDA we set the variance value equal to 10 for
CIFAR-10 in order to compute the Max-Mahalanobis centres on the features from the
penultimate layer of each estimator.

5.3 Results

We first illustrate the effect of adversarial noise on the ability of different estimators to
perform the underlying classification task on CIFAR-10 in the presence of adversarial
noise. Table 5.1 shows the performance of each estimator on the CIFAR-10 classifica-
tion problem on a clean dataset with no adversarial noise, while Figure 5.1 compares
the defence techniques against no defence on the same clean test set. For Randomised
smoothing, the values in parentheses denote the percentage of abstained predictions
on the total number of instances from the test set. Randomised smoothing had a neg-
ative impact on the in-distribution performance across all estimators indicating that
robustness might be at odds with accuracy (Tsipras et al., 2019). MMLDA and Top-k
seem to have a positive effect on DNN and MC-Dropout but not on SWAG.
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Table 5.1: Accuracy on CIFAR-10 clean test set for each defence technique. Percentage
of abstained predictions is indicated in parenthesis for the RandSmooth approach.

Estimators No Defence Top-k RandSmooth MMLDA
DNN 95.06 94.52 86.25 (13.00) 95.18
MC-Dropout 96.22 94.43 86.98 (13.39) 95.21
SWAG 96.53 91.73 79.68 (20.32) 91.30

Figure 5.1: Evaluation of defence techniques vs non-defence on clean test set of CIFAR-
10.

Table 5.2 summarises the performance of the same estimators when adversarial noise
is added to the test set. The first column in Table 5.2 corresponds to the accuracy on the
adversarially corrupted test set (i.e. all 10K data points in test set) for each estimator
without applying any adversarial defence mechanism. Lower values indicate that the
adversarial attack was successful and managed to force the estimators to misclassify
instances with high confidence. The impact of adversarial noise is evident in these res-
ults. When there is no defence mechanism utilised then classification accuracy plum-
mets to less than 2% for all estimators. The addition of defence techniques, especially
MMLDA and randomised smoothing indicate improvement in performance.

Table 5.2: Accuracy on CIFAR-10 test set corrupted with adversarial noise.

Estimators No Defence Top-k RandSmooth MMLDA
DNN 1.15 11.41 62.65 (27.75) 45.71
MC-Dropout 1.94 7.28 88.85 (17.98) 47.90
SWAG 0.55 0.79 36.80 (20.97) 47.95
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Figure 5.2: Evaluation of defence techniques vs non-defence on the adversarially cor-
rupted test set ofCIFAR-10.

In addition, Table 5.3, shows that the estimator predictions can be used to identify ad-
versarial examples in the same manner that OOD examples were identified by meas-
uring the predictive uncertainty (i.e. entropy) over the final predictions. It compares
the entropy scores generated for an in-distribution test set versus those generated for
adversarial examples and uses AUC-ROC scores to measure the ability of an estimator
to distinguish them. First, notice that in line with the results in the previous section
the Bayesian estimators perform better at this task than the baseline DNN when no de-
fence against adversarial examples is used. SWAG, in particular, seems quite effective.
When adversarial defence mechanisms are used, the performance increases dramatic-
ally. Top-k in particular seems effective in this occasion.

Table 5.3: Out-of-distribution detection results for all defence methods on clean vs ad-
versarially corrupted CIFAR-10. Scores represent entropy based AUC-ROC in percent-
age.

Data Entropy AUC-ROC score
Defence OOD DNN MC-Dropout SWAG
No defence CIFAR-10-Adv. 13.67 36.54 73.81
Top-k CIFAR-10-Adv. 99.83 99.83 98.90
MMLDA CIFAR-10-Adv. 53.15 85.65 70.38
RandSmooth CIFAR-10-Adv. 62.68 57.06 48.29

Finally, Table 5.4 shows whether the defence techniques provide any improvements
with regard to the underlying OOD detection task when the estimators are trained on
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the in-distribution data CIFAR-10 and evaluated on the OOD data CIFAR-100, SVHN,
and LSUN. The values represent AUC-ROC scores obtained based on predictive uncer-
tainty (i.e. entropy) of the predictions.

Notice that without introducing any adversarial defence approach on the task of OOD
detection Bayesian methods like SWAG by default obtain high detection rate against
OOD inputs outperforming the DNN baseline. Interestingly when introducing ad-
versarial defence techniques we observe a variation in the OOD detection results. Take
for instance Top-k and MMLDA which improve OOD detection for the DNN baseline
on two datasets compared to no defence. The opposite phenomenon is observed for
RandSMooth which seem to degrade overall OOD detection. In summary, Top-k and
MMLDA improve overall OOD detection performance for the DNN baseline, instead,
MMLDA improves OOD detection only for MC-Dropout.

Table 5.4: Out-of-distribution detection results. Scores represent entropy based AUC-
ROC in percentage.

Data Entropy AUC-ROC score
ID {CIFAR-10} OOD DNN MC-Dropout SWAG

No defence
CIFAR-100 86.27 89.92 91.89
SVHN 89.72 96.25 98.62
LSUN 88.83 92.04 95.12

Top-k
CIFAR-100 90.59 90.45 84.72
SVHN 91.20 92.62 94.61
LSUN 92.42 92.39 89.81

MMLDA
CIFAR-100 99.87 99.24 79.78
SVHN 99.74 99.75 84.56
LSUN 99.93 99.67 81.72

RandSmooth
CIFAR-100 62.91 69.33 60.21
SVHN 42.62 63.22 66.48
LSUN 61.94 69.10 61.23
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5.4 Conclusion

In this work we studied the effectiveness of BNN in OOD detection against adversari-
ally corrupted datasets. We demonstrated that Bayesian neural networks by default
do not possess the ability to cope with adversarial examples, despite performing bet-
ter than DNN with respect to OOD detection. Although adversarial defence tech-
niques overall degrade accuracy on the clean test set, at the same time, they robustify
against adversarial examples across estimators and occasionally improve OOD detec-
tion. Randomised smoothing performed the best against adversarial inputs, followed
by MMLDA. With regard to the OOD detection task it seems that Top-k improved per-
formance for DNN while MMLDA improved performance for DNN and MC-Dropout.
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CHAPTER

SIX

OBJECTIVES FOR OUT-OF-DISTRIBUTION
DETECTION

This chapter introduces two custom objective functions for out-of-distribution detec-
tion utilising auxiliary information as a form of regularisation extending any common
estimator in an effort to answer research question RQ5.

6.1 Introduction

Inspired by recent progress on the contrastive learning paradigm (Chen et al., 2020;
Goyal et al., 2019; Henaff, 2020; Li and Vasconcelos, 2020; Oord et al., 2018; Poole et al.,
2019) in this chapter we propose two novel objectives for out-of-distribution (OOD)
detection that exploit the abundance of unlabelled data similar to (Hendrycks et al.,
2019a). Unfortunately, the outlier objective function suggested in (Hendrycks et al.,
2019a) is task dependent constraining the user to switch between classification and
density estimation. Instead, we demonstrate empirically that our methods operate
surprisingly similarly to density estimators, ideally dispersing uncertainty on out-of-
distribution estimates uniformly outside the support of in-distribution data while sim-
ultaneously performing classification. Interestingly, our methods operate directly on
the probability distributions of the estimates instead of the latent space which is the
norm in contrastive learning, providing satisfactory decorrelation between in- and
out-of-distribution samples, as well as being competitive with existing approaches.
The proposed objectives presented in this chapter to an extent resemble Definition 6
in Chapter 2.
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The main difference is the set of collections of unknown test distributions P which is
approximated by Ptrain containing only one element, this is the unlabelled auxiliary
OOD dataset distribution. Instead, in the actual Definition 6 the set Ptrain often entails
more than one distribution. Finally, we empirically study the role of regularisation in
OOD detection and robust classification.

The key questions investigated in this work are presented below and stem from re-
search question RQ5 introduced in Section 1.1 of Chapter 1:

• Can we leverage the paradigm of contrastive learning to improve OOD detection
in neural networks?

• What is the role of explicit regularisation in OOD detection, does additional reg-
ularisation improve or degrade OOD detection?

The key contributions of this work contribute towards CB4 introduced in Section 1.2
of Chapter 1:

• A new objective based on the cosine angle between in-distribution and out-of-
distribution predictions. Similar to a contrastive loss the proposed objective en-
forces a separation over predictions as a form of regularisation leading to im-
proved OOD detection.

• A new objective enforcing a margin based on the cosine angle between in- and
out-of-distribution predictions, in addition to explicit regularisation imposing a
uniform distribution on OOD predictions and a dirac delta on in-distribution es-
timates. This has the benefit of distinctly separating in-distribution from OOD
estimates resulting in trained estimators with improved OOD detection.
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6.2 Contrastive Objectives

The majority of objectives used in supervised machine learning (e.g. cross-entropy,
mean square error, log-likelihood) have the same goal: to induce a cost in order for the
underlying estimator to directly learn a target value or a set of values from a specific in-
put. In contrast, ranking objectives strive to predict similarities (i.e. relative distances)
between inputs, thus the underlying task is often identified as metric learning. The
key idea is to learn a representation function mapping objects into a latent embedding
space preserving similarities, such that similar objects are attracted together while dis-
similar objects get repelled. The same idea is also prevalent in contrastive learning.
SimCLR (Chen et al., 2020) is an illustrative example of contrastive learning. It maxim-
ises the agreement in latent representations via a contrastive objective between pairs of
inputs responsible for mapping objects from the same category together in the latent
space and those from different categories to different points if their similarities exceed
a margin.

In the remainder of this section an introduction to contrastive and ranking objectives is
presented starting with the formulation of SimCLR and then proceeding onto the for-
mulation of ranking objectives building on the same notation of SimCLR. Let ti, tj ∼ T
denote distinct augmentation operations for any input x such that when evaluated on
an estimator f they produce a pair of latent representations (zi, zj) = fθ(ti,j(x)),∀x ∈ X .
Additionally, let cos(u, v) = u⊤v/∥u∥∥v∥ define a similarity score function, in this case
the cosine angle between vectors u and v. Then provided a pair of latent representa-
tions (zi, zj) the overall SimCLR objective is formulated in Eq. 6.1 with τ representing
the temperature scaling parameter.

L(zi, zj) = − ln
ecos(zi,zj)/τ∑2n

j=1 1i ̸=j

{
ecos(zi,zj)/τ

} . (6.1)

The main concept of SimCLR can also be extended to pairwise ranking objectives learn-
ing a similarity metric, for instance, an ℓ2-norm on embedded representations (zi, zj).
Given a set of latent representations {z1, . . . , zn} one chooses an anchor sample z, con-
sidering the remaining representations as either a positive or a negative sample z∗,
based on the targets y = {0, 1} such that y = 1 corresponds to a positive pair (e.g. an
anchor image and an image semantically similar to the anchor) and y = 0 to a negat-
ive pair (e.g. an anchor image and an image semantically different from the anchor),
then a pairwise ranking objective strives to learn representations with small distance
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d between positive pairs (z, z∗) and a distance greater than a margin γ for negative
pairs, (z, z∗) such that:

L(z, z∗, y) =

y d(z, z∗) if y = 1

(1− y) max(0, γ − d(z, z∗)) if y = 0
(6.2)

Similarly, in the case of triplet ranking objective instead of pairs of positive and neg-
ative samples as illustrated in Eq. 6.2 one directly utilises triplets (z, z−, z+) with an
anchor z, a positive z+, and a negative z− sample. The goal is to learn representations
with greater distance for the anchor and the negative sample d(z, z−) than the anchor
and the positive sample d(z, z+). The final triplet objective is formulated as:

L(z, z+, z−) = max(0, γ + d(z, z+)− d(z, z−)) (6.3)
Easy triplets: if d(z, z−) > d(z, z+) + γ

Semi-hard triplets: if d(z, z+) < d(z, z−) < d(z, z+) + γ

Hard triplets: if d(z, z−) < d(z, z+)

Often in triplet ranking objectives there exist three common scenarios depending on
the distance between the combination of triplets in the latent embedding space. For
instance, if a positive sample is closer to an anchor than a negative sample then it is
known as an easy triplet, instead, if a negative sample is closer to an anchor than a
positive sample then it is known as a hard triplet. Finally, if both positive and negative
samples have approximately the same distance from the anchor then it is known as a
semi-hard triplet

6.3 Novel Contrastive Objectives for OOD Detection

In this section we propose two new objective functions for OOD detection that are
based on contrastive loss. The first is Contrastive Regularised (ContReg) objective,
a new method based on the cosine angle between in-distribution (ID) and out-of-
distribution (OOD) predictions utilising the abundance of unlabelled data that is typ-
ically available when building classification estimators. Let (xid, yid) and xood repres-
ent two data points sampled from the in- and out-of-distribution data respectively
where xid represents the anchor and xood represents a negative sample, and, define
pid = p(yid|fθ(xid)) to be the softmax probability for xid and pood = p(yood|fθ(xood)) the
softmax probability for xood. Then our objective is formulated as follows:
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L(xid, xood, yid) = −E [ln p(yid|fθ(xid))]︸ ︷︷ ︸
cross-entropy loss

+ λ cos(pid, pood)︸ ︷︷ ︸
cosine-regularisation

(6.4)

cos(pid, pood) =
pid⊤pood
∥pid∥ ∥pood∥

Notice that the regularisation strength λ is a hyperparameter typically chosen us-
ing a validation set, and whenever λ = −1 then the underlying objective becomes
a minimax optimisation formulation similar to those found in adversarial learning
paradigms (Pang et al., 2020), with the additional benefit that is faster to train an es-
timator with this objective since it avoids computing gradients for worst-case perturba-
tions on the inputs, and, at the same time it strives to disentangle the predictions based
on the probabilities of the ID SID and OOD SOOD data. The goal of the objective is to
lower the cross-entropy error on SID while at the same time increase the cosine angle
between SID and SOOD. This synergy of the minimax optimisation formulation can
also be found in energy-based objectives (Grathwohl et al., 2020; Liu et al., 2020) where
the intention is to lower the energy for similar samples while at the same time increase
the energy on dissimilar inputs. Algorithm 2 shows the implementation procedure of
the Contrastive Regularised (ContReg) objective.

Algorithm 2 Contrastive Regularised Objective
procedure CONTREG(xid, xood, yid)

fθ ← θ ▷ initialise estimator
pid, pood ← fθ(xid), fθ(xood) ▷ calc. probab. for logits ∈ (SID, SOOD)
CE ← −E[ln p(yid|xid)] ▷ compute cross-entropy for (xid, yid)
cos← pid⊤pood

∥pid∥ ∥pood∥
▷ compute cosine for probabilities pid, pood

L← CE + λ cos ▷ compute final regularised loss
θt+1 = θt − η∇θL ▷ compute gradient w.r.t params θ and backprop errors

end procedure

Our second contribution, is Contrastive Ranking (ContRank), a new ranking objective
for OOD detection that is inspired by prior work on contrastive objectives (Chen et al.,
2020; Li et al., 2021; Oord et al., 2018). We propose utilising the cosine similarity as
a metric learning function inside the ranking objective in addition to explicit ℓ2 and
ℓ1 regularisation for SID and SOOD respectively. This leads to the following objective
function.
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L(xid, xood, yid) = max(0, γ + cos(pid, pood))︸ ︷︷ ︸
ranking objective

+ λ1 |pood − 1/k|︸ ︷︷ ︸
ℓ1-regularisation on SOOD

(6.5)

+ λ2 ∥yid pid − α∥︸ ︷︷ ︸
ℓ2-regularisation on SID

cos(pid, pood) =
pid⊤pood
∥pid∥ ∥pood∥

Notice that k ∈ Z refers to the number of categories in the ID data SID, and yid repres-
ents a one-hot encoding of the targets, while α ∈ R is a user defined scalar indicating
the ideal desired confidence for the in-distribution predictions.

Algorithm 3 Contrastive Ranking Objective
procedure CONTRANK(xid, xood, yid)

fθ ← θ ▷ initialise estimator
pid, pood ← fθ(xid), fθ(xood) ▷ calc. probab. for logits ∈ (SID, SOOD)
ℓ1 ← λ1 |pood − 1/k| ▷ compute ℓ1-regularisation for pood
ℓ2 ← λ2 ∥yid pid − α∥ ▷ compute ℓ2-regularisation for pid
cos← pid⊤pood

∥pid∥ ∥pood∥
▷ compute cosine for probabilities pid, pood

L← max(0, γ + cos) + ℓ1 + ℓ2 ▷ compute the final ranking loss
θt+1 = θt − η∇θL ▷ compute gradient w.r.t params θ and backprop errors

end procedure

There are a number of hyperpameters {γ, λ1, λ2} which can be tuned utilising a valid-
ation set, where γ denotes a margin reducing correlation between probabilities pid and
pood when the cosine similarity exceeds it, and λ1, λ2 refer to the regularisation strength.
Algorithm 3 shows the implementation procedure of the Contrastive Ranking (Con-
tRank) objective. Next, we describe the experiments to evaluate these objectives on
synthetic and real datasets.
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6.4 Baseline Methods Used in Evaluation Experiments

In the experiments described in this chapter the newly proposed objective functions
described in the previous section are compared to baseline objectives for OOD detec-
tion proposed in the literature. This section describes each of these.

One of the early established baseline approaches for OOD detection is the maximum
softmax probability (MSP) (Hendrycks and Gimpel, 2017) which states that correctly
classified instances are usually assigned greater probability than erroneous or out-of-
distribution instances, therefore OOD detection is based on AUC-ROC scores from
MSP resembling binary classification between positive and negative instances, with
positive instances representing predictions assigned greater probability than negative
instances. A different approach to OOD detection is the Mahalanobis estimator (Lee
et al., 2018a), measuring the Mahalanobis distance from outputs to the in-distribution
data.

L(x, µk,Σ) = max
k

(f(x)− µk)
⊤Σ−1(f(x)− µk). (6.6)

A key assumption is that the estimator’s penultimate layer output f(x) conditioned on
the categories y follows a multivariate Gaussian density P(f(x)|y = k) = N (f(x)|µk,Σ)

with µk being the empirical mean for each category k and Σ the empirical covariance.

Next is the ODIN estimator (Liang et al., 2018) utilising temperature scaling τ in addi-
tion to adversarial input perturbations δ to produce calibrated softmax scores identify-
ing ID data from OOD data exceeding some threshold T .

L(x, δ, τ) =

1 if p(y = k|x+ δ; τ) ≤ T

0 if p(y = k|x+ δ; τ) > T.
(6.7)

The multiple semantic representation (MSRep) estimator (Shalev et al., 2018) intro-
duces the idea of representing the corresponding word of each target category y

with multiple word embedding representation estimators g1, . . . , gm such that y =

{g1(y), . . . , gm(y)}, and measuring the cosine similarity among the predicted target em-
beddings f(x) and the embeddings from the multiple semantic representations g(y)

over all m different embeddings.
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L(x, y) =
m∑
i=1

cos(gi(y), fi(x)). (6.8)

The outlier exposure (OE) estimator (Hendrycks et al., 2019a) builds on the idea of ex-
posing the estimator to an auxiliary dataset of outliers disjoint from the in-distribution
test dataset to improve OOD detection. The final objective formulation minimises the
errors for both in- and out-of-distribution estimates. Notice that the outlier objective
LOE is task dependent resulting in different formulation for classification or density
estimation.

L(xid, yid, xood) = E
SID

[ln p(yid|f(xid))] + λ E
SOOD

[LOE(f(xood))] . (6.9)

The energy based estimator (EnergyOOD) (Liu et al., 2020) utilises a calibrated energy
score function E(x) = −τ log

∑
y e

−f(x)[y]/τ via temperature scaling with parameter τ

parameterised by a neural network f(x) for each category y. The overall objective is
formulated as minimising the errors for the energy score function between in- and out-
of-distribution data.

L(xid, yid, xood) = E
SID

[
E(xid)/τ − ln

∑
k

eEk(xid)/τ

]
+ λ(E(xid) + E(xood)). (6.10)

If the energy score is large exceeding some threshold T then the estimates correspond
to OOD inputs, and otherwise they correspond to in-distribution (ID) inputs.
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6.5 Evaluation Experiments on Synthetic Data

In order to measure the efficacy of our proposed objectives for OOD detection we de-
signed an experiment utilising synthetic data. We are interested primarily in verifying
the hypothesis that our proposed objectives in combination with unlabelled data could
improve (i.e. robustify) overall inference on OOD test data. The train data SID consists
of instances sampled from three Gaussians with varying standard deviation σ, repres-
enting the different classes in a multi-class classification setting. The different subset
splits train ∼ Strain

ID , test ∼ Stest
ID and test OOD ∼ SOOD over the synthetic dataset are

depicted in Figure 6.1.

Figure 6.1: Synthetic dataset comprised of ID train data (a), ID test data (b), OOD test
data (c), and finally the union of ID and OOD (yellow colour) test data (d).

6.5.1 Experiment Design

To evaluate the effectiveness of the proposed objective functions we utilised a mul-
tilayer perceptron (MLP) neural network, trained on the synthetic dataset to verify
that it can attain high accuracy while at the same time maintaining high OOD detec-
tion score. Usually we would expect that a property leading to accurate estimators
might also imply increased robustness during inference, although, this is not always
the case for neural networks.

In this experiment the MLP estimator is trained on the synthetic dataset utilising dif-
ferent objectives with cross-entropy (CE) being the baseline, cross-entropy and MC-
Dropout (CE+MCD) employing MC-Dropout during training and inference, and fi-
nally, with the newly proposed contrastive regularised objective (ContReg) and con-
trastive ranking objective (ContRank). During inference, we test each objective on the
OOD test data SOOD constructed of instances sampled from four Gaussians displaced
at different locations compared to the ID test data Stest

ID .

To record the efficacy of each objective at detecting OOD data we first measure the
regular accuracy of estimators trained using each objective on the ID test data, Stest

ID .
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Additionally, we also utilise three different metrics including confidence, entropy, and
mutual information in order to capture the ability of each objective function to detect
OOD instances during inference. The main questions of interest are:

• Do our proposed objectives surpass the cross-entropy baseline at OOD detection?

• Does additional explicit regularisation like Dropout during training and infer-
ence provide any benefit in OOD detection?

6.5.2 Results

In Table 6.1 we present the results of this experiment using accuracy and AUC-ROC
scores based on confidence, entropy, and mutual information obtained from the dif-
ferent objectives: cross-entropy (CE), cross-entropy and MC-Dropout (CE+MCD), con-
trastive regularised objective (ContReg), and contrastive ranking objective (ContRank).
Moreover, Figure 6.2 depicts the different decision boundaries learned using each ob-
jective function overlaid with ID test data (1st row) and OOD test data (2nd row).
Notice that the colour bar indicates the OOD score of the estimator regarding its pre-
dictions, for instance, the confidence OOD score depicted in Figure 6.2 should be high
for the ID data and low for OOD data, while entropy representing the predictive uncer-
tainty in addition to mutual information should be low for ID data and high for OOD
data.

Table 6.1: Accuracy and AUC-ROC scores for each objective function and metric rep-
resented in percentages (%).

Objectives Accuracy AUC-ROC scores
Confidence Entropy Mutual Information

CE 100 61.64 61.61 63.62
CE+MCD 100 75.14 73.63 73.56
ContReg (ours) 100 99.99 99.99 99.99
ContRank (ours) 100 99.99 99.99 99.99

As it is shown in Table 6.1 even though all objective functions achieve the best possible
accuracy on the ID test data, nevertheless, only our proposed methods achieve near
optimal OOD detection when presented with ambiguous test data. For instance, from
Figure 6.2 it is evident that an estimator trained with cross-entropy on a classification
problem behaves equivalently to a max-margin estimator whereas our recommended
objectives behave equivalently to a density estimator. This indicates that the choice of
objective and regularisation denote a crucial role contributing towards the final beha-
viour of the estimator.
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(a) CrossEntropy objective as baseline.

(b) CrossEtnropy+MCD objective.

(c) ContReg objective (ours).

(d) ContRank objective (ours).

Figure 6.2: Decision boundaries on objectives for ID (1st row) & OOD (2nd row) test
data.
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6.6 Evaluation Experiments on Real Data

Based on their strong performance on the synthetic datasets, to further evaluate the
performance of the proposed objective functions we designed an experiment using
five well-known image classification datasets: CIFAR-10 (Krizhevsky, 2009), CIFAR-
100 (Krizhevsky, 2009), SVHN (Netzer et al., 2011), FashionMNIST (Xiao et al., 2017),
and LSUN (Yu et al., 2015) (utilising the bedroom scene as OOD data for inference).
Additionally, every dataset was split into three distinct sets train, validation, and test
with augmentations such as random mirroring and cropping applied on the train set.

6.6.1 Experiment Design

We use a 28 layers wide and 10 layers deep WideResNet (Zagoruyko and Komodakis,
2016) as the DNN estimator, which we trained for 300 epochs on each objective using
a validation set for hyperparameter tuning and rolling back to the best network to
avoid overfitting. The optimiser was Stochastic Gradient Descent (SGD) (Kiefer and
Wolfowitz, 1952; Robbins and Monro, 1951) with momentum set to 0.9 and weight
decay in the range [3e−4, 5e−4].

To comprehensively explore the performance of the different estimators we perform
experiments using each dataset for training while retaining the remaining datasets for
measuring the ability of the estimator to perform OOD detection (Malinin and Gales,
2018; Morningstar et al., 2021; Sastry and Oore, 2020). The ability of each estimator to
perform the in-distribution image classification task it was trained for, was first evalu-
ated using the corresponding in-distribution test set associated with each dataset. All
datasets have balanced category distributions, therefore we use classification accuracy
to measure their performance.

To measure the ability of the estimators to recognise OOD instances we follow the same
procedure outlined in Chapter 4 obtaining prediction estimates for both the test portion
of the in-distribution dataset and also the test portion of the other three remaining
out-of-distribution datasets: CIFAR-100, SVHN, and LSUN. This means that for each
training set we have three different evaluations of OOD detection effectiveness. For
instance, when SVHN is used as the in-distribution training set, CIFAR-10, LSUN, and
CIFAR-100 are used as the out-of-distribution test sets. One of the available out-of-
distribution datasets is selected for use during training for the following methods DPN,
DNN+ℓ1, ContReg, and ContRank which require this extra data. These datasets are
marked with an asterisk (*) in Table 6.3. Only the training set of this dataset is used for
this purpose, while the test set are used for evaluation.
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The estimated predictions provided by the underlying estimators are converted into
OOD scores using confidence, entropy, and mutual information. To avoid having to
set detection thresholds on these scores we measure the separation between the scores
generated for instances on the ID and OOD test sets using the area under the curve
(AUC-ROC). We do this individually for each approach in order to generate the AUC-
ROC scores.

6.6.2 Results

First we consider whether our approach performs better at OOD detection compared
to the DNN baseline. According to Table 6.3 our proposed objectives ContReg, and
ContRank outperform the DNN baseline by a large margin (see also Figure 6.3), except
for when CIFAR-100 is utilised as the in-distribution data SID and CIFAR-10, and LSUN
as the out-of-distribution data SOOD. This observation is interesting since it suggests
that the value of auxiliary information from SOOD might reduce when SID is a superset
of SOOD. With the term superset we refer to the fact that the ID data SID might represent
a broader set of covariates compared to OOD data SOOD. Thus, training an estimator
with a small subset of the ID data as OOD might not be beneficial since no additional
information is presented to the estimator because the covariates from SID and SOOD

overlap with each other. In Table 6.2 we present the classification performance of the
estimators on the in-distribution test datasets. Observe from the highlighted scores
that our methods perform equally well to those attaining the highest scores with only
a small reduction in the final accuracy of the in-distribution test datasets.

Table 6.2: Accuracy of estimators on the in-distribution data classification task.

Estimators CIFAR-10 SVHN FashionMNIST CIFAR100
DNN 95.06 96.67 95.27 77.44
DPN 88.10 90.10 93.20 79.34
MCD 96.22 96.90 95.40 78.39
SWAG 96.53 97.06 93.80 78.61
JEM 92.83 96.13 83.21 77.86
DNN+ℓ1 90.66 95.34 93.89 62.30
DNN+ℓ1+MCD 90.33 94.85 91.37 60.35
ContReg (ours) 90.76 95.25 93.68 72.78
ContReg+MCD (ours) 90.31 94.75 93.01 64.04
ContRank (ours) 89.01 94.97 93.40 64.32
ContRank+MCD (ours) 91.96 82.34 93.13 60.43
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Figure 6.3: Comparison of DNN baseline with cross-entropy against the alternative
proposed objective ContReg on three metrics confidence, entropy, and mutual information
with respect to a WideResNet28x10 architecture.

Another factor that impairs OOD detection is the presence of label noise (Mitros et al.,
2020b), (e.g. CIFAR-10 vs. CIFAR-100), which has been identified with the term near-
OOD vs. far-OOD in subsequent work (Winkens et al., 2020). One can think of near-
OOD similarly to the case of hard-triplets presented earlier, while far-OOD to the case
of easy-triplets. A natural question arising from this observation is whether we can
identify the inflection point between target noise and OOD detection which would
constitute an interesting direction for future work.

The second evaluation we perform investigates how the OOD detection estimators
trained using the newly proposed objective functions compare to state-of-art OOD de-
tection methods from the literature. The findings of the comparison are presented in
Table 6.4 where we report confidence-based AUC-ROC scores tested on three OOD
datasets. Due to computational constraints and the fact that existing published pre-
trained estimators from existing methods complementing our experimental approach
were only available for the CIFAR-10 and CIFAR-100 datasets we only use these in this
experiment. The results for baseline approaches are based on those presented in pub-
lications describing them (cited below). Table 6.4 shows a comparison of the OOD
detection perfromance of our propsed approaches and existing baselines.
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Our methods ContReg, and ContRank outperform in the majority of cases MSP
(Hendrycks and Gimpel, 2017), ODIN (Liang et al., 2018), and EnergyOOD (Liu et al.,
2020) while at the same time provide equivalent results with Mahalanobis (Lee et al.,
2018a), MSRep (Shalev et al., 2018), and OE (Hendrycks et al., 2019a). This is interest-
ing since our goal is not to explicitly construct an OOD detector similar to Mahalanobis,
MSRep and OE, but rather train a normal estimator on a classification problem and as
consequence exhibit robust behaviour on ambiguous inputs.

Table 6.4: Comparison of our proposed methods with related work based on published
results in the literature directly corresponding to our trained estimators.

Data Entropy AUC-ROC scores
SID SOOD MSP Mahalanobis ODIN MSRep OE EnergyOOD ContReg(ours) ContRank(ours)
CIFAR-10 CIFAR-100* 86.15 93.90 85.59 91.23 93.30 92.60 92.23 94.23

SVHN 89.60 97.62 91.96 99.48 98.40 90.96 99.18 95.40
LSUN 88.54 96.30 90.35 96.05 97.60 94.24 92.44 94.77

CIFAR-100 CIFAR-10 73.41 81.34 74.54 81.49 75.70 76.61 72.94 68.89
SVHN* 71.44 86.01 67.26 87.42 86.66 73.99 99.68 99.95
LSUN 75.38 93.90 78.94 79.05 79.71 79.23 70.50 62.17

Often ambiguous inputs can be categorised as either natural or artificial corruptions.
Natural corruptions could refer to artefacts introduced either due to measurement im-
precision or due to inconsistent exposure conditions of the underlying object. Instead,
artificial corruptions refer to specific corruptions due to an adversary or a process ma-
nipulating an outcome. Natural corruptions are prevalent in realistic applications lead-
ing to obscure failures of predictive estimators. In that regard it would be appealing
to investigate whether our proposed objectives provide any protection against such
common corruptions. This is the focus of the next evaluation experiment.

In order to evaluate whether our method is robust against common corruptions we
utilised CIFAR10-C and CIFAR100-C including corruptions such as snow, fog, frost,
contrast, etc. The underlying estimator architecture is a WideResNet28x10 trained
on in-distribution CIFAR-10 and tested on corrupted OOD datasets CIFAR10-C and
CIFAR100-C. Similar to (Hendrycks and Dietterich, 2019) we report the mean corrup-
tion error (mCE) in Table 6.5.1 Instead of the usual accuracy and AUC-ROC score
metrics we shifted to the mCE score since it is more appropriate in identifying the
robustness strengh of an estimator against common corruptions. Observe that our ob-
jective ContReg attains the smallest mCE on CIFAR10-C while DNN+ℓ1 achieves the
lowest score on CIFAR100-C with ContRank second best. Smaller values indicate the
underlying estimator is robust against corrupted inputs implying that the proposed

1We do not adjust for the varying corruption difficulties by dividing the average corruption error
with that of a baseline estimator.
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objectives not only can improve OOD detection, but they still manage to handle these
common corruptions of in-distribution data.

Table 6.5: Evaluating objectives on common corruptions against CIFAR10-C and
CIFAR100-C measured in average corruption error (mCE).

Estimators mCE
CIFAR10-C CIFAR100-C

DNN 161.14 717.04
DNN+MCD 120.91 536.63
DNN+ℓ1 144.02 247.78
DNN+ℓ1+MCD 140.96 285.04
ContReg (ours) 119.98 337.94
ContReg+MCD (ours) 129.20 269.52
ContRank (ours) 149.46 258.73
ContRank+MCD (ours) 167.30 306.42

6.7 Impact of Regularisation

As well as evaluating the OOD detection ability of estimators trained using different
objectives, the experiments described in the previous section also provide interesting
insights into the role of regularisation in OOD detection. Observe in Table 6.6 that even
though explicit regularisation (i.e. Monte-Carlo Dropout (MCD)) overall is beneficial
compared to no regularisation, on the contrary, stronger regularisation might instead
deteriorate OOD detection.

Table 6.6 is split in two parts with the first part introducing estimators without explicit
MCD regularisation in the learning process, and the second part involving the same
estimators with explicit MCD regularisation in the learning process. The symbol ✓ in-
dicates whether MCD was also introduced in the inference process as an approximate
sampling procedure transforming the underlying estimators to Bayesian neural net-
works, whereas the symbol ✗ indicates that MCD was not introduced in the inference
process interpreting the underlying estimators as point estimate deep neural networks.

Figure 6.4 illustrates the error surface of different estimators trained with and without
explicit regularisation (MCD). Each row indicates two error surface diagrams, with the
left corresponding to an estimator trained without explicit regularisation and the right
corresponding to an estimator trained with explicit regularisation. The y-axis depicts
the loss for a randomly selected test sample plotted against the gradient direction of
that sample in addition to a random direction. Notice that in Figures 6.4 (b) and (f)
explicit regularisation indeed improves the test error by reducing it compared to no
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explicit regularisation in Figures 6.4 (a) and (e). Instead, in Figure 6.4 (d) we observe
that additional (i.e. stronger) explicit regularisation (MCD) in conjunction with ℓ1 reg-
ularisation can lead to a degradation of the test error compared to Figure 6.4 (c).

The excessive use of explicit MCD regularisation is also evident in Figure 6.4 (c) and
Figure 6.4 (d), where integrating ℓ1 regularisation with MCD leads to a degradation of
estimation on OOD data. An ongoing inquiry is to formally characterise and identify
the necessary and sufficient conditions of regularisation in order to robustify estimators
against ambiguous and corrupted inputs.

Similar conclusions supporting our claims on the impact of explicit regularisation have
been also identified in prior work (Khani and Liang, 2020, 2021; Rice et al., 2020;
Sagawa et al., 2020; Wei et al., 2020). What is still not evident at this point is why does
explicit regularisation improve OOD detection? To answer this question we suggest
a potential connection between Dropout (Gal and Ghahramani, 2016), Mixup (Zhang
et al., 2017) and Randomised smoothing (Cohen et al., 2019), with these methods acting
as a decision boundary thickening approach (Yang et al., 2020).

Comparing the decision boundaries in Figure 6.2 (a) and Figure 6.2 (b) we would
observe that indeed Dropout regularisation acts equivalently to a decision boundary
thickening technique. These observations lead us to the following interesting questions
to which we do not yet know the answers:

• What is the role of objective function, regularisation and hypothesis class in OOD
detection tasks?

• How to optimally utilise and construct auxiliary information (e.g. OOD training
data) in order to mitigate high confidence predictions for ambiguous inputs?

These questions would also constitute potential directions for further investigation in
future work.

100



Ta
bl

e
6.

6:
C

om
pa

ri
so

n
of

ou
r

pr
op

os
ed

m
et

ho
ds

w
it

h
an

d
w

it
ho

ut
M

C
D

du
ri

ng
tr

ai
n

an
d

in
fe

re
nc

e
✓

.

D
at

a
En

tr
op

y
A

U
C

-R
O

C
sc

or
es

in
%

S
I
D

S
O
O
D

D
N

N
+
ℓ 1

C
on

tR
eg

(o
ur

s)
C

on
tR

an
k

(o
ur

s)
D

N
N

+
ℓ 1

+M
C

D
C

on
tR

eg
+M

C
D

(o
ur

s)
C

on
tR

an
k+

M
C

D
(o

ur
s)

✗
✓

✗
✓

✗
✓

✗
✓

✗
✓

✗
✓

C
IF

A
R

-1
0

C
IF

A
R

-1
00

*
95

.7
4

96
.3

7
92

.7
4

92
.6

6
94

.9
2

94
.9

6
95

.9
9

96
.1

1
93

.6
2

93
.8

6
96

.6
0

96
.7

9
SV

H
N

96
.7

2
97

.3
5

99
.3

3
99

.4
9

95
.4

0
95

.7
9

97
.5

1
97

.5
1

98
.3

6
98

.8
0

96
.9

6
97

.1
8

LS
U

N
95

.3
1

95
.9

9
93

.1
1

93
.0

6
95

.2
1

94
.7

9
96

.4
5

96
.5

1
93

.6
2

94
.0

8
95

.6
1

95
.9

6

C
IF

A
R

-1
00

C
IF

A
R

-1
0

68
.7

4
69

.1
5

74
.0

4
72

.8
3

69
.5

6
69

.2
8

66
.9

3
67

.9
7

68
.2

5
68

.9
5

69
.4

7
69

.1
5

SV
H

N
*

99
.9

8
99

.9
9

99
.7

6
99

.7
4

99
.9

5
99

.9
5

99
.7

1
99

.8
7

98
.9

8
99

.2
8

99
.7

9
99

.8
3

LS
U

N
63

.6
7

65
.2

7
71

.3
9

71
.2

6
61

.4
7

62
.7

4
62

.3
1

63
.5

6
64

.2
1

65
.3

5
61

.3
2

62
.0

3

SV
H

N
C

IF
A

R
-1

00
99

.8
7

99
.8

8
99

.8
6

99
.8

1
99

.9
3

99
.8

9
99

.8
5

99
.8

6
99

.7
8

99
.8

0
99

.2
0

99
.4

5
C

IF
A

R
-1

0*
99

.9
9

99
.9

3
99

.9
7

99
.9

6
99

.9
8

99
.9

8
99

.9
1

99
.9

3
99

.9
3

99
.9

3
99

.2
2

99
.4

8
LS

U
N

99
.9

0
99

.9
2

99
.9

1
99

.8
7

99
.9

7
99

.9
6

99
.9

1
99

.9
2

99
.8

7
99

.8
7

99
.2

6
99

.4
8

Fa
sh

io
nM

N
IS

T
C

IF
A

R
-1

00
99

.9
8

99
.9

7
99

.9
2

99
.9

3
99

.9
7

99
.9

7
99

.9
6

99
.9

7
99

.9
1

99
.8

7
99

.9
5

99
.9

7
C

IF
A

R
-1

0*
99

.9
9

99
.9

9
99

.9
7

99
.9

7
99

.9
9

99
.9

9
99

.9
8

99
.9

8
99

.9
7

99
.9

4
99

.9
6

99
.9

8
LS

U
N

99
.9

9
99

.9
9

99
.9

7
99

.9
7

99
.9

9
99

.9
0

99
.9

8
99

.9
8

99
.9

6
99

.9
5

99
.9

6
99

.9
8

101



(a) DNN. (b) DNN+MCD.

(c) DNN+ℓ1. (d) DNN+ℓ1+MCD.

(e) ContReg. (f) ContReg+MCD.

Figure 6.4: Comparison of different objectives trained on ID CIFAR-10 and tested on
OOD CIFAR-100 with (1st column) and without (2nd column) explicit regularisation
(MCD: Monte-Carlo Dropout).

102



6.8 Conclusion

In this chapter we presented two novel objective functions with the goal of being util-
ised in a classification setting while at the same time improving OOD detection and
exhibiting a level of robustness against common corruptions and ambiguous inputs.
We demonstrate that our approach outperforms half of the baseline methods and per-
forms competitively to the remaining ones. In addition, these objectives can ideally
represent uncertainty for ambiguous inputs outside the support of the in-distribution
train data resembling density estimators, thus avoiding the pitfall of max-margin es-
timators (e.g. cross-entropy) assigning relatively high confidence equally for near and
far from the decision boundary instances. Moreover, they can be utilised for both clas-
sification and density estimation whenever there is an absence of target categories in
the train data.

Compared to the Mahalanobis estimator these objectives do not require estimating ex-
pensive covariance matrices for each layer of a DNN in addition to adding adversarial
noise to each test instance prior to OOD detection, or require multiple estimators and
multiple world embeddings to represent each target category like MSRep. Contrary to
OE the objectives presented in this chapter do not rely on a subset of the ImageNet
dataset as auxiliary data in order to represent a broader set of covariates for OOD de-
tection, and potentially can ameliorate the need for unlabelled auxiliary data by sub-
stituting it with random augmentations which is an idea we elaborate further in the
future work section. Furthermore, we present the efficacy of our method against com-
mon corruptions measured in mCE compared to competitive alternative methods.

Finally, we identify the importance of auxiliary information in addition to the role of
regularisation in OOD detection, followed by a number of questions in essence asking
to identify the role of bias in the choice of objective function L, hypothesis class F ,
and learning algorithm A when considering designing robust estimators for out-of-
distribution detection.
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CHAPTER

SEVEN

CONCLUSION

7.1 Summary

This dissertation described an investigation into the following research questions:

• RQ1: Are Bayesian neural networks better calibrated than point estimate neural net-
works?

• RQ2: Can Bayesian neural networks quantify uncertainty of ambiguous inputs better
than point estimate neural networks?

• RQ3:Are Bayesian neural networks capable of detecting OOD inputs, and how do they
compare with point estimate neural networks for this task?

• RQ4: Do Bayesian neural networks exhibit any robustness against adversarial inputs by
default, and, if not can we make them more robust?

• RQ5: Is it possible to devise custom objectives in order to improve OOD detection ability
in neural networks utilising auxiliary information as a form of regularisation?

In this dissertation, we studied the problem of out-of-distribution detection in Bayesian
neural networks from the perspective of calibration, uncertainty estimation, and ad-
versarial noise reduction addressing these research questions. We demonstrated that
Bayesian neural networks are better calibrated than point estimate deep neural net-
works while providing a principled approach allowing the underlying estimator to
be informed about the uncertainty in their parameters leading to overall better un-
certainty estimation over their predictions. Moreover, we showed that Bayesian
neural networks outperform point estimate deep neural networks at the task of out-
of-distribution detection, but they cannot withstand against common corruptions and
adversarial noise without additional underlying assumptions regarding the nature of
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out-of-distribution data or possible mitigation approaches to improve their efficacy.
Furthermore, we showed that there seem to be no strong evidence of consistent cor-
relation across datasets between calibration of an estimator and its ability to perform
out-of-distribution detection. Finally, we proposed two objectives to improve out-
distribution detection performance which are independent of any architecture or un-
derlying training methodology, and therefore can be incorporated equivalently both in
point estimate deep neural networks and Bayesian neural networks.

The contributions claimed in this dissertation in response to the research questions are
summarised below:

We show that Bayesian neural networks by default are better calibrated than point es-
timate deep neural networks while at the same time providing sensible uncertainty
estimation for novel inputs. Furthermore, we show that there seems to be absence
of strong evidence of correlation across datasets between calibration and uncertainty
estimation ability of the underlying estimator overall implying that a calibrated es-
timator might not necessarily improve uncertainty estimation on such novel instances.
This contribution addresses RQ1 and RQ2 and the corresponding claims stated here
are supported in Chapter 3.

In addition, we show that Bayesian neural networks are indeed effective at uncertainty
estimation and, additionally, can outperform point estimate deep neural networks in
out-of-distribution detection. This contribution addresses RQ3 and its claim is suppor-
ted by the experiments outlined in Chapter 4 showing that among the estimators eval-
uated three Bayesian neural networks (DPN, MC-Dropout, SWAG) performed best,
surpassing the DNN baseline. It should be noted that DPN which is the best perform-
ing Bayesian estimator for out-of-distribution detection is sensitive to the choice of hy-
perparameters leading to an arduous training process in addition to requiring access
to auxiliary training data.

Moreover, we show that adversarial defence techniques improve detection for out-
of-distribution inputs in Bayesian neural networks while also withstanding against
adversarial noise. This contribution addresses RQ4 and is supported by the experi-
ments in Chapter 5 showing that adversarial defence techniques like Randsmooth and
MMLDA overall provide the best defence against adversarial inputs in terms of ac-
curacy on the corrupted test set with adversarial noise. Instead, for out-of-distribution
detection on the adversarially corrupted test set Top-k provides the best results approx-
imately similar among all estimators, and, finally, for out-of-distribution detection on
ambiguous inputs not explicitly corrupted with adversarial noise MMLDA and Top-k
provide the best results approximately similar for both DNN and MC-Dropout. No-
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tice that although adversarial defence techniques overall improve out-of-distribution
detection they might degrade accuracy on the in-distribution test dataset.

Finally, we propose two custom objectives that can extend any estimator to improve
out-of-distribution detection while utilising auxiliary information as an additional
form of regularisation. We demonstrate that estimators trained using these objectives
outperform a number of current approaches while maintaining competitive perform-
ance with the rest. This contribution addresses RQ5 and is supported by the exper-
iments illustrated in Chapter 6 showing that the proposed objectives ContReg and
ContRank outperform MSP, ODIN, EnergyOOD in out-of-distribution detection while
maintaining competitive performance with Mahalanobis, MSRep, and OE.

7.2 Reflections

The field of uncertainty estimation is vast, from abstentions (De Stefano et al., 2000;
Geifman and El-Yaniv, 2019), and conformal predictions (Papadopoulos et al., 2007)
to ensembles (Choi and Jang, 2018; Lakshminarayanan et al., 2017). Bayesian neural
networks provide a simple and principled approach to estimate uncertainty. Unfor-
tunately they pose their own set of challenges. The two main quantities of interest in
a Bayesian neural network are the prior and the posterior. The posterior might not
be a faithful representation of the observed data and parameters due to approxima-
tion errors introduced while obtaining it or due to a misspecified estimator. The prior,
which should express our belief of the governing distribution of parameters prior to ob-
serving any data, does not accurately reflect how to appropriately incorporate domain
knowledge. This is one of the reasons why the isotropic Gaussian distribution is still
the default choice of prior in Bayesian neural networks. Nevertheless, the Bayesian
literature is rich with alternative priors (horseshoe, Wishart, etc.) but to the best of
our knowledge none of the existing proposed priors translates efficiently in tasks with
high-dimensional and noisy data (e.g. images) rendering uncertainty estimation chal-
lenging in this application setting.

The challenges of uncertainty estimation are exacerbated in out-of-distribution and ad-
versarial settings. Particularly you might notice that the out-of-distribution detection
performance of the estimators might vary depending on the underlying metric util-
ised in retrieving the AUC-ROC scores. This indicates that there might be a correlation
between out-of-distribution detection performance and the underlying metrics obscur-
ing the distinction of whether the observed increase in performance was due to the
metrics or the actual choice of the estimator.
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Moreover, defending against malicious adversaries is extremely challenging due to
the large pixel space of high dimensional images introducing a combinatorial num-
ber of possible pixel perturbations from which the adversary can choose to pollute the
clean image. A surprising finding of the out-of-distribution detection experiment de-
scribed in Section 5.3 of Chapter 5, is that most adversarial defence techniques improve
performance in out-of-distribution detection approximately similarly across estimators
but only two (RandSmooth, MMLDA) provide some protection against adversarially
corrupted inputs. It would be interesting to understand if the same pattern is evid-
ent while varying the underlying estimator architectures since different architectures
inherit different biases which translate in the final results.

In addition, we acknowledge that calibration measures can be sensitive with respect to
the size of the evaluation dataset, the number of bins and the norm used to compare
accuracy to confidence, potentially leading to underestimation or overestimation of the
true calibration error (Nixon et al., 2019).

Finally, although the proposed objectives in Chapter 6 provide good out-of-distribution
detection performance nevertheless they require access to additional unlabelled data
during training whose availability might vary depending on the application setting.
This might be considered as a drawback in scenarios without available access to un-
labelled data, for which we ameliorate by proposing a simple fix in the future work
section.

7.3 Future Work

Even though Bayesian neural networks exhibit desirable properties of calibration and
uncertainty estimation there are still interesting open questions that need to be ad-
dressed. In particular, we present two directions at the level of priors and at the level
of posteriors, interested in further investigating in our future work, in addition to a
potential improvement for our proposed objectives removing their reliance on external
unlabelled data sources.

Often the choice of priors is a critical part of the Bayesian inference workflow, but
recent Bayesian neural networks have fallen back on vague priors such as utilising
isotropic Gaussian priors as the de facto standard. An interesting phenomenon ob-
served in this setting of vague priors is that Bayesian neural networks seem to perform
an increasing sparsification of their parameters with depth increase, establishing an
alternative form of connection between regularisation and Bayesian neural networks
(Vladimirova et al., 2019). Additional compelling research directions of establishing
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priors for Bayesian neural networks include exploring the difference between prior
distributions on parameter space versus function space (Pillai et al., 2007; Terenin and
Draper, 2017), or, establishing an approach to learn priors directly from data (Fortuin
et al., 2020; Ulyanov et al., 2020).

Expressing a prior belief in the form of a distribution over the estimator’s parameters
prior to observing any data can be challenging. Instead, one could inform a prior belief
based on the observed data and utilise that as their prior in the final construction of
the estimator. This idea was proposed by Ulyanov et al. (2020) in the context of inverse
problems for generative estimators, but the same concept can be applied also in the
Bayesian framework. The idea consists of learning low level statistics from data (e.g.
images) prior to any actual learning with a randomly initialised neural network g. Let
S be a dataset and S ′ be a fixed but noisy dataset different from S, then one could train
an estimator gθ(S

′;S) minimising the error between S ′ and S. Finally, the obtained
parameters θ from estimator g can represent our prior for the estimator f when trained
in a classification problem on dataset S. This way the parameters θ express our prior
belief in the form of a distribution invariant to noise over the estimator f .

In recent work Wenzel et al. (2020) also found that approximate inference in Bayesian
neural networks could be surpassed by tuning the temperature of the posterior on
a validation set, often referred to as the cold posterior effect. This finding could be
related to earlier work of Foong et al. (2019) drawing attention to the poorly under-
stood approximations due to computational tractability upon which Bayesian neural
networks rely, indicating that common approximations such as the factorised Gaussian
assumption might lead to inaccurate estimates of predictive posterior uncertainty. For
instance, posteriors obtained via mean field variational inference (MFVI) (Blei et al.,
2017) might be unable to represent uncertainty between different data categories but
have no issue representing uncertainty outside those categories.

Unfortunately, the implications of approximate inference in Bayesian neural networks
in terms of uncertainty estimation and in comparison with exact inference to identify
their discrepancies are still poorly understood. A naive first step in this direction would
have been to perform a large scale ablation study comparing and identifying which ap-
proximate inference methods perform best on a number of different tasks and to what
extent they deviate or converge to the: (i) true Bayes posterior, and (ii) point estimates
obtained from SGD. As a matter of fact Wenzel et al. (2020) raised numerous hypothesis
in effort of identifying the source of cold posteriors in approximate inference. Among
the studied hypothesis was also the comparison between Hamiltonian Monte Carlo
(HMC) and Stochastic Gradient Markov chain Monte Carlo (SG-MCMC) concluding
that both methods are in agreement with each other as expressed by the KL divergence
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on the obtained predictive distributions from each method, although, we would argue
that the experiment size was quite small utilising only multilayer perceptron (MLP)
and a more comprehensive study including convolutional estimators might overall be
beneficial in providing additional insights into the poorly understood approximate in-
ference.

Another potentially interesting direction for exploration in our future work would be
the investigation of compatibility and feasibility of the current methodologies presen-
ted in this work with regards to the classification problem as they are being transferred
to the equivalent regression problem along with its applications. This will provide fur-
ther insights into which methodologies are robust enough in order to be assigned to
either the classification or regression setting without demur.

Finally, we present a simple approach for future work to ameliorate the need of ad-
ditional unlabelled data for the objectives proposed in Chapter 6 based on augmenta-
tions or adversarial noise corruptions. A disadvantage of our suggested objectives is
that they rely on additional unlabelled data to improve OOD detection, but this can be
challenging in specific applications where there is a scarcity of such data, for instance in
medical applications. In order to resolve this issue we propose to replace the additional
unlabelled data SOOD by augmentations or adversarial noise to induce an artificial dis-
tribution shift. Let T ∼ T represent an operation inducing a distribution shift on a
dataset S such that SOOD = T (S). This way we have a created an artificial OOD data-
set from our original dataset S without the need of additional unlabelled data. The
training process can now proceed as before with SOOD representing distributionally
shifted copies of S and not unlabelled real dataset. These are only some directions rep-
resenting a small subset of interesting challenges in Bayesian neural networks towards
which we would like to contribute in the near future.
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