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Network CPSs

On distributed coordination in networks of Cyber-Physical Systems

Giovanni Russo' and Mario di Bernardo® ?

DSchool of Electrical and Electronic Engineering, University College Dublin, Dublin 4, Ireland
2 Department of Electrical Engineering and Information Technology, University of Naples Federico II, Naples 80125,

Italy ©
(Dated: 9 May 2019)

This paper is concerned with the study of the global emerging behavior in complex networks where each node can
be modeled as a Cyber-Physical System. We recast the problem of characterizing the behavior of such systems as
a stability problem and give two technical results to assess this property. We then illustrate the effectiveness of our
approach by considering two testbed examples arising in applications where neworks, arising from Internet of Things
applications, need to be designed so as to fulfill a given task.

We live in a world where technological objects are be-
coming smaller, smarter, and with the ability of be-
ing interconnected. This trend is expected to continue
at an extremely high pace, leading to systems where
the physical world continuously interacts with a net-
work of discrete technological entities. Systems aris-
ing from the integration and interconnection of contin-
uous processes and procedural/algorithmic processes
are known as cyber-physical systems!™ (CPSs). In this
paper we consider the problem of characterizing the
emerging global behavior in networks where each node
is a CPS, interacting with other nodes and with the sur-
rounding environment. After presenting two technical
results to assess stability of such systems, we investi-
gate the effectiveness of the approach by considering
two testbed examples arising in the context of the In-
ternet of Things.

I. INTRODUCTION

Over the past few years>”’, the study of interconnected
nonlinear systems, or complex dynamical networks, at-
tracted much research attention. In particular, a large body
of literature has emerged, where the problem of studying
the onset of collective, coordinated, behaviors is consid-
ered. Synchronization® and consensus’® are two remarkable
instances of network coordination relevant to a number of
applications as the study of opinion dynamics', of bacte-
rial quorum-sensing!! and of distributed generation in power
grids!>!®. The emergence of this coordinated behaviour in
a network can be studied in terms of convergence of the
agents’ states towards some synchronization manifold in
state space!?. Analogously, phenomena such as the forma-
tion of synchronized clusters of agents!® in a network (or
clustering) can be linked to agents’ dynamics away from such
a manifold!®!7.
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A notable example of a complex network is emerging
through the Internet of Things (IoT) revolution'® made pos-
sible by recent advances in computing and communication
technologies. Essentially, IoT systems are complex networks,
where each node can be linked physically (via sensors and
actuators) to the surrounding environment and can be cou-
pled to other nodes through a communication backbone. Sys-
tems arising from the integration and interconnection of con-
tinuous processes and procedural/algorithmic processes are
known as cyber-physical systems (CPSs).

The problem considered in this paper is that of character-
izing the global emerging behavior of networks, where each
node is a CPS. One approach to address this problem is that of
studying stability of these networks of CPSs. This approach
is motivated by the fact that, once stability of the system is
proved, then the time evolution of the CPS can be qualita-
tively predicted and hence the system can be designed so that
it achieves a desired behavior. For example, results can be
given by modeling a CPS of interest as a hybrid system!%2°
and control-theoretical tools??* can then be used to assess
stability. In the context of the above literature, the main con-
tributions of this paper can be summarized as follows: (i) first,
we present two technical results to characterize stability of
a CPS of interest. Nonlinearities in the physical component
can be considered, which interact with discrete/algorithmic
processes; (ii) then, we show how the technical results can be
used to design the physical and the cyber components of the
system so as to guarantee the onset of some desired behav-
ior; (iii) finally, we illustrate the effectiveness of the approach
to the design of network CPSs by considering two examples
arising in the context of IoT. This paper is organized as fol-
lows. We start with formalizing, in Section II, the mathemat-
ical models considered in this paper. Two technical results to
study stability of these systems are given in Section III. Then,
in order illustrate the effectiveness of our approach, in Sec-
tion IV we consider two testbed IoT applications. Finally, the
mathematical tools and proofs of the results are given in the
appendix.



Network CPSs
1. MATHEMATICAL MODEL

We consider CPSs of the form?3:

i=f{,xu), xeR", uew (1)
u— o (xe), ecé&, x(ty) =xp, 10>0

In (1) the continuous-time dynamics (modeling a physical
process) interacts with a discrete-time map (modeling the
cyber component of the system and embedding the com-
putational and communication/quantization elements of the
CPS). In particular: (i) the continuous process (characterized
by some state variable, x) gets its inputs, u, from an algorithm,
o (ii) e € & is the time dependent, possibly quantized, en-
vironmental variable taken as input by the algorithm. The
set & CRY, g € N, g > 1 is a subset over which the envi-
ronmental variable takes values. Note also that o7 takes as
input (a possibly quantized version of) the state variable, x;
(i) 7 = {ul yee ,uq} is the finite set of input vectors pro-
vided by the algorithm to the continuous process. In what
follows, we denote by .%, the set of inputs to the algorithm
and by .7, the set of outputs (see also the Appendix).
Throughout this paper, we assume that:

A1l: o is correct®*;

A2: Let o(1) : [ty, +oo[— % be apiecewise constant function.
A unique forward complete Caratheodory solution?
exists for the time dependent switching system x =

f(t"x’ G)'

III.  TECHNICAL LEMMAS

In this Section, we present two technical results that will
be later used to study networks of CPSs. We denote by |v|
a vector norm for the generic n-dimensional vector v and by
U (A) the corresponding induced matrix measure of the n x n
square matrix, A (see the Appendix). The proofs, the def-
initions and the mathematical background are given in the
Appendix.

Lemma 1. Let A1 and A2 hold for (1). Additionally, assume
that the following conditions are satisfied.

e For the algorithmic process,
1. (x,e) € S, Vx € R" andVe € &;
2. the set of vector inputs % is such that % C Lou;

3. any input vector u € % , when set as an input to
the continuous component of (1), remains so for at
least some finite time.

e For the continuous process,

4. the dynamicsx = f(t,x,u) is always well posed (see
Definition 1 in the Appendix);

5. there exists a matrix measure, (L, such that:

af P
u(&x) <—c

Yue ¥,VxeR" V> 0.

c#0,

Then, for any two solutions of (1), say x| (¢t) and x(t), it hap-

pens that
\xl —X2‘ — 0, — oo

A CPS fulfilling the conditions of Lemma 1 is said to be
CPS contracting and its trajectories globally converge to-
wards each other. Lemma 1 extends to CPS the notion of
contracting systems?%?7.

With the next result, we give a sufficient condition for the
convergence of the trajectories of the CPS (1) towards an m-
dimensional (m < n) forward invariant subspace, .Z .

Lemma 2. Let A1 and A2 hold for (1). Additionally, assume
that:

* for the algorithmic process

1. Vx e R" andVe € &, (x,e) € F;
2. the set of inputs % is such that % C S pus;

3. any input vector u € %, when set as an input to
the continuous component of (1), remains so for at
least some finite time;

« the following conditions are satisfied for the continuous
process

4. there exists a subspace, # which is invariant for
x=f(t,x,u) foranyu c %;

5. the dynamics X = f(t,x,u) is always well-posed
(see Definition 1 in the Appendix);

6. If we say V the matrix spanning /4", there exists
a matrix measure, |, such that

u <v ‘;f VT) < -

ox
withc #0,Yu € % ,Vx € R", ¥t > 0.

Then, all the trajectories of (1) converge towards .# . That is,
for any solution x(t) it holds that
Vx| =0, t— oo

A CPS fulfilling the conditions of Lemma 2 is said to be
CPS contracting relative to ..

We wish to emphasize that the hypothesis of Lemma 1 and
Lemma 2 can be turned into design conditions when the goal
is to design a contracting CPS fulfilling convergence between

any two of its trajectories or relative to some invariant sub-
space, respectively.

Remark 1. Lemma 1 and Lemma 2 give two sufficient condi-
tions to assess the contracting properties of CPSs of the form of
(1). We will next show how these results can be used to study
networks of CPSs with both directed and undirected topologies.
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A. Example: consensus with stubborn nodes

As a first example to illustrate our results, we now revisit
the consensus problem® but assume some of the nodes are
stubborn. That is, such nodes do not follow the normal update
rule and their state is kept constant over time. This type of
misbehaving behavior?® is of interest in the context of social
networks, where the stubborn nodes might represent agents
that willingly do not change their opinion over time to e.g.
influence the outcome of a decision process?. In this exam-
ple, we consider the network of Figure 1 and assume that
node 2 is stubborn, i.e. its state is kept constant, say equal to
X», regardless of the states of its neighbors. All the other net-
work nodes will be termed as healthy in what follows. The
network dynamics can be given as:

fC,‘ = Z (a,'jxj — a,-ixi)

jeM

for all healthy nodes while %, = 0,x,(0) = xp0. Here .4; de-
notes the set of neighbors to node i while a;; are coefficients
describing the interconnection graph and its weights. Clearly
consensus, if possible, can only be achieved if all healthy
nodes converge onto the state of node 2.

We now seek to find a simple mechanism that allows the
healthy network nodes to exclude the stubborn node and to
achieve consensus among themselves. To this aim, in order
to embed this mechanism in the network, we design a local
algorithm, 47 interacting with the consensus dynamics at the
nodes. This results in the CPS:

%i = Yjex(aijx; — aiix;) @)
(aii,aij) < < (xi,xj), €M,

In (2) the coefficients g;;’s and g;;’s that regulate the consen-
sus dynamics are generated by an algorithmic process, <. In
turn, this process is deployed on the i-th node and takes as
input the state of the i-th node and of its neighbors.

09

FIG. 1. The attack model considered in Section III A. Node 2 trans-
mits an arbitrary, constant, value to its neighbors (node 1 and node
3), thus resulting in mono-directional connection from node 2 to
nodes 1 and 3.

We now show how Lemma 2 can be used to give guidelines
on how to design a simple mechanism that allows healthy
nodes of the network in Figure 1 to: (i) isolate the stubborn

node; (ii) achieve consensus. A simple mechanism to achieve
this goal is given in Algorithm 1. Such a mechanism has been
obtained from application of Lemma 2, which led to the fol-
lowing conceptual design steps.

Step 1: ensure that each algorithm .o can take as input the
state vector (Hypothesis 1);

Step 2: ensure that the continuous process can take as in-
put u;, generated by the algorithm and that the result-
ing dynamics for the continuous process is well-posed
(Hypotheses 2 and 5);

Step 3: constrain u; so that it does not switch arbitrarily fast
(Hypothesis 3);

Step 4: verify that the choice of parameters imposed by
the algorithm ensures CPS contraction of the net-
work dynamics towards the invariant subspace .# :=
{x1 = x3 = x4 = x5} (Hypothesis 5 and 6). This is in-
deed true and can be verified by picking

L [-10 1 00
Vi=— 1| 0 0 -1 1 0],
V21 0 0 0 —11

and by noticing that condition 6 of Lemma 2 is fulfilled.

Algorithm 1 Detection for attack model

1: function (aj;,a;j) = MEcHANISM(x;, STATE OF NEIGHBORS)
2 while True do
3 GET state from nearby nodes
4 > Check if neighbors changed their state:
5: for j € .4 do
6 if xj == x; ;g AND x; # x; then
7 ajj < 0
8 else
9: ajj < 1
10: end if
11: end for
12: aj < Zj ajj
13: > Save the previous state of the neighbors:
14: for j € .4 do
15: Xjold < Xj
16: end for
17: end while

18: end function

In Figure 2, the time evolution for the network nodes is
shown when the algorithm 7 is deployed onto the healthy
nodes of the network. As shown in such a figure, the nodes
are able to detect that node 2 is stubborn and are able to iso-
late it. Once this node is isolated, the healthy nodes achieve
a consensus.

B. Example: computing the weights of feedforward neural
networks to ensure its stability

In order to further illustrate our results, we now turn our
attention to the problem of determining the weights of the
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FIG. 2. Time evolution for the state variables, x;(¢), of the network
of Figure 1. The value that node 2 transmits is X, = 10. The figure
shows that, thanks to the deployment of .27, healthy nodes are able
to achieve consensus and disconnect from node 2.

neural network®®3! of Figure 3 in order to ensure its sta-
bility. Network topologies like the one in Figure 3 natu-

FIG. 3. Network topology for the example of Section III B. Each node
can be used to model a layer of a feed-forward neural network and
the parameters w;;’s denote its weights.

rally arise as the quotient network of directed feed-forward
neural networks?? and, in this context, each node describes
the dynamics of a network layer. We let N be the number
of nodes/layers and x; € R” be the state variable of the i-
th node. The intrinsic dynamics of the i-th node is mod-
eled via the smooth function f;(-) : R” — R". Moreover, the
smooth function £;;(-) : R* — R” models a self regulation
loop at node i and g;;—i(-) : R” — R” models the smooth
coupling function between layer i and layer i — 1. Also, we
let: (i) wi; € R be the weight for the self regulation loop
at node i; (ii) w;;—1 € R be the coupling weight between
layer i and layer i — 1. The vector of coupling weights, i.e.
W= [wi1,W22,W21,...,WNN,WNN—1] is computed by an al-
gorithm, say o7, which takes as input the (known) functions
fi’s, hi’sand g; ;_1’s. The goal of the algorithm is that of com-
puting w to ensure stability of the network. The overall net-

work dynamics can then be modeled via the CPS of the form
x1 = fi(xr) +wiihi(x1),

xi = fi(x) Fwiihi(xi) +wiic18ii-1(xi—1), i=2,...
W 'Q{(fla"'7fN7hla"'7hN7g2,]a"'7gN.N71)~

N, (3)

Given this set-up, a simple algorithmic mechanism to deter-
mine a set of weights making the network stable is given in
Algorithm 2. This algorithm, which can be run whenever
new layers are added to the network and/or the coupling/self
regulation functions change, has been obtained by applying
Lemma 1 in order to guarantee CPS contraction of (3). It is
indeed straightforward to verify that Algorithm 2 fulfills all
the conditions of Lemma 1. In particular, let J be the Jaco-
bian of the continuous-time dynamics in (3). Then, condition
5 of Lemma 1 is fulfilled by Algorithm 2 by guaranteeing that
U (J) is uniformly negative definite (see the Appendix for
the definition of the matrix measure {(-)). Finally, we re-
mark here that the goal of Algorithm 2 is to give an algorith-
mic procedure to find the weights of the neural network in
Figure 3 so that it is stable. Hence, it can be used in conjunc-
tion with other algorithmic procedures, such as backpropa-

gation, to solve inverse dynamics problems?.

Algorithm 2 Computing network weights ensuring CPS
contraction
1: function w = WEIGHTS(f1,..., fv,h1,...,hN,82.1,-- - 8N N—1)

2: GET the functions describing the intrinsic node dynamcs

and couplings, i.e. fi,...,fn,h1,..., AN, 82,1, .- ENN-1
3 fori=1,...Ndo
afi i
4 Jii maxy; teo (9/{1 +wi g;)
5: Tune w;; so that J; <0
6 if J;; <0 then
98ii-1 ’

7 Jii—1 ¢ maXy.

ii—1 Xl 9% ||
8: Tune Wii—1 SO that |Wi,i—l| < —Ji_,'/JiJ_]
9: end if
10: end for

11: end function

IV. APPLICATIONS

We now consider two sample applications and illustrate
how the methodology introduced in this paper can be used.

A. Cooperative Load Management

The first application we present is primarily motivated by
load balancing problems in the context of decentralized wa-
ter management and smart/micro grids****. In our set-up, we
consider a network of interconnected reservoirs (e.g. water
tanks for water networks or batteries for smart grids). Each
reservoir consists of a continuous process (i.e. the dynamics
for the level of water in the reservoir or the level of energy in
the battery) and of an algorithm responsible to set the policy
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of usage. We use Lemma 1 to design a decentralized coopera-
tive load management system allowing each reservoir to han-
dle its demand by collaborating with its neighbors. Here, the
focus of this Section is not on proposing novel solutions for
this problem but rather to demonstrate the effectiveness of
our approach and how this can be used to give design guide-
lines.
The mathematical model we consider in this Section is

Xi = p,'(t) —di(l) —&—a,-,'—l—Z,jE&Ma,-j, x,'(l‘o) >0, @)
(aii,aij) < < (xi,X;), jeNs

where:

« x; € R is the state variable of the i-th network node
(i=1,...,N). Physically, in a water management sys-
tem, this variable denotes the level of water in the i-th
tank while for electric batteries this represents the i-th
battery level;

;i is the set of neighbors for the i-th network node,
i.e. the nodes with which the i-th algorithm, 27 can
collaborate;

d;(t) models the exogenous demand requested to node
i. Physically, this represents the request of water to the
i-th tank in a water management system or an energy
request to the i-th electric battery;

pi(t) models an external source that node i can use to
satisfy the demand. From the physical viewpoint, in
a water management system this function models the
water intake from a water source while in an electric
battery this models the intake of energy from renew-
able sources;

(aii,a;j) is the control input to node i returned by the
decentralized control algorithm .o7; within a finite time.
As better detailed below, the control inputs physically
are self productions and node-to-node exchanges of
water/energy.

The control action of the i-th algorithm consists of two
components, a;; and a;;:

« ajj has the form Kj;(t,x;,x;) — x;. Physically, Kj(-) is a
self production term for the i-th reservoir. Note that
this self production depends on the state of the i-th
reservoir and of its neighbors. That is, the rate at which
each reservoir self produces depends on the state of the
node and on the state of its neighbors;

a;j has the form K;;(t,x;,x;). Physically, such a term is
an exchange term between node i and node j. Also in
this case, the exchange depends on the state of the i-th
reservoir and of its neighbors.

The decentralized algorithm .o7; presented here allows nodes
to communicate and to coordinate their actions so that: (i)
each node is able to handle its demand, d;(¢); (ii) the excess
between the production p; and the demand d; is shared with

neighbors in need. The key idea for the decentralized algo-
rithm 7 is that each node labels itself as a Generator, Con-
sumer or Neutral. This classification depends on the balance
between p;(t) and d;(¢) and is determined by the algorithm
7, which has the following macro-steps:

Algorithm 3 Pseudo code for load management algorithm

1: function (ajj,a;j) = LOADMANAGEMENT(p;, d;, STATE OF
NEIGHBORS)

2: while True do
3: GET state from nearby nodes
4: if p; —d; > 0 then
5: LABEL <« "Generator"
6: else if p; —d; < 0 then
7: LABEL < "Consumer"
8: else pj—d;==0
9: LABEL < "Neutral"
10: end if
11: if LABEL == "Generator" then
12: K; <0
13: AVAILABLE < p; — d;
14: GET requests from nearby Consumers
15: CHECK feasibility of the requests
16: SET K;j <0, ¥ |Kij| < AVAILABLE, K;; = —Kj;
17: else if LABEL == "Neutral" then
18: K;i <0
19: Kij <0
20: AVAILABLE < 0
21: else if LABEL == "Consumer" then
22: FIND nearby generators
23: Kij < —pi+d;
24: while nearby generators do
25: GET a fraction of AVAILABLE from the j-th
nearby generator (a;)
26: SET K;; and Kji (Kij =a;, Kji=—K; )
27: if p; —di+Ya; <0 then
28: Kii<__pi+di_zaj
29: else K;; + 0
30: end if
31: end while
32: end if
33: aji + Kjj — x;
34: ajj < K;j
35: end while

36: end function

1. o gets data from nearby nodes. Specifically, the algo-
rithm needs to know whether its neighbors are gener-
ators, consumers or neutrals;

2. then, .o7; determines whether its node is a generator
(pi —d; > 0), a consumer (p; — d; < 0) or a neutral (p; —
d; =0);

3. based on this, the following three behaviors are possi-
ble

« the algorithm behaves as a generator. In this case,
it does not ask any support to nearby nodes nor it
starts self production (K;; and K;; are set to 0). The
algorithm declares its availability to share part of
its intake in excess (p; — d;). Then, the algorithm
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checks the requests from nearby Consumers (if
any) and shares with them part of its p; — d; in
excess;

the algorithm behaves as a neutral. In this case,
it does not get energy from neighbors nor it pro-
duces by its own (i.e. Kj; and Kj; are set to 0);

the algorithm behaves as a consumer. In this
case, it checks for nearby generators. If some of
the neighbors is a generator, then the algorithm
gets a portion of the intake in excess from each
nearby generator (say a;). Self production occurs
if the contribution from nearby generators is not
enough, i.e. if p; —di+ Y ;c yra; <0. In such a
case, Kj; is set so that K;; + p; — d; +Yjesa; > 0.

The pseudo-code for the decentralized algorithm is given
in Algorithm 3 and proofs are given in the Appendix. In or-
der to show the key features of the algorithm, we consider as
arepresentative example a distributed CPS of 2 nodes. Figure
4 shows the time behavior of the nodes’ state variables, to-
gether with their related exogenous demand and production
functions. Such a figure shows that both x; and x, are always
positive. That is, the algorithm allows each node to handle its
demand (if a network node were not able to fulfill its demand,
its state variable would become negative). The time evolution
of K1, K12, K22, K»1 is shown in Figure 5 and Figure 6. Note
that, in Figure 6, a negative value for K;; means that node i
is giving to node j part of its intake in excess so that it can
contribute to satisfy the demand for node j. Finally, we wish
to remark that, with Algorithm 3, nodes that label themselves
as Consumers can only charge from their neighbors (if these
are Generators). An interesting extension of such an algo-
rithm, which will be subject of our future research, is that of
allowing Consumer nodes to collaborate not only with their
neighbors but also with their neighbors’ neighbors.

B. Distributed Queuing System

This section is motivated by scenarios where a number of
users buys a ticket (i.e. each user reserves the right) to access
a given, shared, service®. Then, the system we are designing
here has the goal of prioritizing groups of users by regulat-
ing the timing when they get access to the shared service. In
order to better illustrate this motivating scenario, consider
users buying a ticket to fly from a given airport at a given
time and where all the users need to do their check-in pro-
cedures (the use of check-in facilities is the shared service).
In this context, the system considered in this section would
assign different arrival times to passengers in order to reduce
their waiting time at the airport. Our set-up is schematically
shown in Figure 7. Namely, the system consists of a central
algorithm which is responsible to collect the ticket requests
from users and assign each user to a group. The central al-
gorithm takes as input the number of groups, Ng, into which
the users will be partitioned and the time window, Thnax in
which users are spread. Based on such inputs, the algorithm
generates a group membership for each user and assigns a

random number to each user. The pseudo-code for the cen-
tral algorithm is given in Algorithm 4. Essentially, the goal
of the central algorithm is to initialize a network that gen-
erates an arrival time for each user. Now, the key idea is to
generate the arrival time for the i-th user in a decentralized
way, by means of a consensus algorithm. Specifically, let x;
be the arrival time for the i-th user. Then, this is generated
following the update law

Xi = WX + Wi j 1 1X41 + Wi j—1Xi—1 5)
(uhiiy Ui i1, Wi i—1) <= D (Xiy Xig1,%-1)

where 7 is a local algorithm, i.e. Algorithm 5. Such an al-
gorithm, which has been designed by applying Lemma 2, is
responsible to set the terms u;’s and u;;’s so that: (i) users
belonging to the same group receive the same arrival time;
(ii) each group has the same number of users; (iii) the arrival
times are uniformly spread across the allowable time window
Tnax- Please see the Appendix for further details.

As a representative example we simulated our algorithm
by considering a situation where 100 users buy a ticket for a
given service and the operator sets the total number of groups
to 20. Figure 8 shows that the decentralized system sponta-
neously prioritizes users and that the arrival times (the steady
state values for x’s) for each group emerge as a collective be-
havior of the decentralized algorithm.

V. CONCLUSIONS

In this paper we considered the problem of characterizing
the global emerging behavior in networks where nodes are
modeled as CPSs. We first introduced two technical results
to assess stability of such systems. The results give sufficient
conditions for the stability of CPSs, where the physical com-
ponent is a possibly nonlinear system and it interacts with
an algorithmic procedure. Then, we showed via a number of
representative applications, how our approach can be effec-
tively used to design network CPSs that fulfill a given task of
interest.
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FIG. 4. Time evolution of the network state variables (x;’s), together
with the d;’s and the p;’s used in the simulation
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Central Algorithm

Tickets|::> Following Algorithm 3:

G Update number of tickets;
roups |::> Update number of groups;

Assign a group to ticket i

Assign a random value to ticket i;

Nodes list H H X;
\

Local algorithm - node i

Link to node i+7 and i-1
Set xjas initial condition;

y

Set uj; and u;’s following Algorithm 4

FIG. 7. Concept macro architecture and information exchange be-

tween system modules

Algorithm 4 Pseudo code for the central algorithm

1: function (Xy,Gx) = CENTRAL(Ticket, Tinax, Ni)

2 while New Ticket OR Operator Command do
3 UPDATE total number of tickets, 7

4: CREATE the T-dimensional vectors Xy, Gx
5: INITIALIZE Vg = [1,...,Ng]
6.
7
8
9

> Set up the parameters for the decentralized algorithm:
for i in range(1,T) do
Xy (i) < random number from (0, Tiax)
Gx (i) + random value from (V)
10: end for
11: end while
12: end function

Algorithm 5 Pseudo code for the local algorithm

1: function (u;;, u; 1, uii—1) = Locaru(Xo (i), Gx (i), T, xi, Xi—1,
Xit1)

2: while Input from Central do
3: GET the group of node i + 1: Gx (i+1)
4 GET the group of node i — 1: Gx (i — 1)
5: SET initial condition: x;(0) = X (i)
6: > Groups creation:
7: if i# 1andi# T then
8: Ujj — —2
9: if i and i + 1 are in the same group then
10: Ujjt1 < 1
11: else if i and i + 1 are in different groups then
12: uj i1 < Gx(i)/Gx(i+1)
13: end if
14: if i and i — 1 belong to the same group then
15: Ujj—1 < 1
16: else if i and i + 1 are in different groups then
17: ui—1 + Gx(i)/Gx(i—1)
18: end if
19: else if i ==1 then
20: uji +— —1
21: Ujj—] < 0
22: if i and i + 1 are in the same group then
23: ujjyr <1
24: else if i and i+ 1 are in different groups then
25: i1 < Gx(i)/Gx (i+1)
26: end if
27: else if i ==T then
28: uji — —1
29: Ujjr] 0
30: if i and i — 1 are in the same group then
31: Ujj—] < 1
32: else if i and i — | are in different groups then
33: uii—1 < Gx (i)/Gx (i—1)
34: end if
35: end if
36: > Set output:
37: if x;, xj+1, x;—1 are stable then
38: BREAK
39: end if
40: end while
41: end function
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FIG. 8. Time evolution of x;’s: groups converging towards an agreed
arrival time. The arrival time for each user is the final value attained
by x;. Such a value is obtained in a distributed manner by applying
the decentralized update law (5), designed following Lemma 2.

Appendix A: Mathematical Background

Given a vector norm on Euclidean space (|-|), with its in-
duced matrix norm ||A||, the associated matrix measure’’ u,
is defined as jt(A) := lim, o+ 3 (|| +hA|| — 1). The matrix
measures used in this paper can be easily computed and are
reported in Table L.

TABLE I. Useful matrix measures for the n X n dimensional matrix
A :=[ajj]. The i-th eigenvalue of A is denoted with A;(A).

induced matrix measure, (L (A)
Wy =X ] [ (A) = max; (aj; + Yz |aif])

x|, = (Z'}:l ‘xj|2>% 112 (A) = max; (li {A+2AT })

\x\w = maxj<;j<p |xj‘ [JDQ(A) = max; (aii+zj i |aij |)

vector norm, |-

1. Stability

We now give a survey>® of the main results used in this
paper.
Consider the generic n-dimensional dynamical system

x=f(t,x,0), x(tp)=x0, >0, (A1)

where o(t) : R" — £ = {0,...0,} is a time dependent
switching signal taking one over p different values. As-
sume that Caratheodory solution exists for (A1) for all r > 1.
Caratheodory solutions are absolutely continuous functions
satisfying (A1) almost everywhere in 2.

Definition 1. We say that the dynamicsx = f (t,x,0) is well
posed if the following technical conditions are fulfilled: (i) a
Caratheodory solution exists and is forward complete; (ii) the
map (t,x) — f(t,x,0) is continuous Vx € R", Vo € ¥, Vt > to;
(iii) the map x — f(t,x,0) is continuously differentiable Vx €
R, Vo € X, Vt > 1.

The conditions above are standard conditions for systems
of the form of (A1) and, intuitively, imply that the system
of interest has a solution for all # > ¢ and that the distance
between any two solutions does not exhibit discontinuities
over time.

The main idea of contraction theory (and more generally
of incremental stability methods) is to look at how the dis-
tance between any two solutions of (A1) evolves over time.
Specifically, a system is said to be contracting if the distance
between any two of its solutions (or trajectories) shrinks, i.e.
the solutions contract towards each other. The following suf-
ficient condition for the contraction of (A1) can be stated>®:

Theorem 1. Assume that for system (A1) the following condi-
tions hold: (1) it is well posed; (2) there exists a matrix measure,

U, and a constant ¢ # 0 such that i (% (t,x, G)) <=V >

0, Vo € X and Vx € R". Then, the distance between any two
solutions of (A1) shrinks, i.e. for any two solutions x(t) and y(t)

of (A1), it happens that |x(t) — y(t)| < |x(t0) — y(t0)| o i—10).

A system fulfilling the conditions of Theorem 1 is said to be
contracting. Sometimes, in applications we are not interested
in proving that all trajectories converge towards each other.
We are rather interested in proving that trajectories con-
verge towards some subspace. Let .# be an m-dimensional
(m < n) invariant subspace for (A1), i.e. solutions of (A1) re-
main in . if their initial conditions are in .# (this is for-
malized with the condition: f(¢,x,0) =0, Vx € .#, Vt and
Vo). Let: (i) w; (i = 1,...,m) be n-dimensional orthonormal
vectors spanning .#, with WT = (wy,...,w,) € R™™, (ii)
v; (i=1,...,n—m) be an orthonormal basis for .Z ", with
VT = (vi,...,vm) € R Note that the vector Vx belongs
to .#* and therefore distance between x and .# is simply
|[Vx|. The following result holds, which provides a sufficient
condition for the distance between x and . to shrink.

Theorem 2. Assume that for system (A1) the following condi-
tions hold: (1) it is well posed; (2) for any ¢ € L, there exists an
invariant linear subspace ./ ; (3) there exists a matrix measure,

U, and ¢ # 0 such that U (V% (t,x,G)VT) < —c2, ¥t >0,
Vo € X and Vx € R". Then, any solution x(t) of (A1) contracts
towards A, i.e. it happens that [Vx(t)| < [Vx(to)| e (-10)

A system fulfilling the conditions of Theorem 2 is said to be
contracting relative to .#. Note that if a system is contract-
ing relative to a subspace, .#, then the distance between its
solutions and .# shrinks. In this sense, as discussed in the
next example, the notion of contraction relative to a subspace
is weaker than the notion of contraction, where we ask for all
the distances between any solution of the system to shrink.

2. Algorithms correctness

In this Section we review some concepts related to algo-
rithms relevant for this paper? for a detailed survey of these
concepts. An algorithm, &7, transforms a set of input data
into a set of output data. This transformation occurs through
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a set of procedural rules that allows to perform a given task.
In turn, the task is defined through a set of specifications:
(i) the name of the algorithm (typically, optional); (ii) initial
conditions, i.e. the set of values/symbols on which the algo-
rithm has to work; (iii) final conditions, i.e. the set of val-
ues/symbols that the algorithm must return.

Given an input set, .%,, we say that this is correct if it sat-
isfies the initial conditions of the specifications. Analogously,
we say that the output set, .7, is correct if this satisfies the
final conditions of the specification. We are now ready to
give the following definition.

Definition 2. Algorithm o7 is said to be correct if, for any
input belonging to .Yin: (i) o/ stops; (ii) the output belongs to
yout-

Appendix B: Proof of the technical results
1. Proof of Lemma 1

We prove the result by considering the following CPS (1):

y:f(tvyau)7 yeR", uewU (Bl)
u— o (xe), xeR* ecé

and by noting that by construction:

« the solutions of (1) are particular solutions of the sys-
tem (B1). That is, system (B1) embeds the solutions of
(1) and therefore it will be termed as virtual system in
what follows;

« the input, u, is an exogenous time dependent switch-
ing input for the continuous part of the cyber-physical
virtual system.

Note that, by hypothesis, assumption A1 is fulfilled and
hence 7 is correct. Moreover, hypothesis 1 guarantees that
&/ always receives as input an element (x,e) which belongs
to .. Therefore, for any element of (x,e), the algorithm
returns an output belonging to .%,, which is a subset of %
(hypothesis 2). Note also that, by hypothesis 3, u(¢) is a piece-
wise constant function and hence by means of assumption
A2 the dynamics

y=f(tyul)), (B2)

admits a forward complete Caratheodory solution. Now,
since u(?) is an exogenous input to (B2), it follows that con-
traction of (B2) implies that all the solutions of (B1) also con-
verge towards each other. The next step of the proof is then
to show contraction of (B2). This can be immediately proved
by noticing that, by means of hypothesis 4 and 5, all the hy-
potheses of Theorem 1 are fulfilled for (B2). Therefore, it can
be shown? that for any two solutions of (B2), say y; (t) and
y2(t), it happens that

[31.(6) =32(0)] < Iy1 (1) —ya(t0)| e~ ),

This implies that all the solutions of (B1) converge towards
each other.

Finally, recall that the solutions of (1) are also solutions of
the virtual system. Therefore, let x;(¢) and x,(¢) be any two
solutions of (1), it happens that |x; () —x2(¢)| — 0, 7 — oo,
thus proving the result.

2. Proof of Lemma 2

The spirit of this proof is similar to the one of Lemma 1.
Consider the following cyber-physical virtual system for sys-
tem (1):

y:f(t7yau)7 yGR”, Me%
u<—£7(x,e), XERH7 ec&

As for the proof of Lemma 1, we can prove this result by
showing that the solutions of

y=f(t,y,u).

converge towards .#. Since by hypothesis 4 the invariant
subspace .# exists for any choice of the input, u, we can con-
sider the system dynamics transversal to .#:

Vy=Vf(t,yu) =
=Vf(t,VIV+WIW)y,u)

Let z := Vy, we finally have:
=V, VIz+ W Wy,u). (B3)
Now, note that by hypotheses:

« a unique forward complete Caratheodory solution ex-
ists;

« V£(t,WI'Wy,u) = 0 (this follows from the fact that,
since W spans.# and V spans .#7, then VIV +
WTW = I) and therefore z = 0 is a solution of (B3).

Thus, contraction of (B3) implies that all of its
(Caratheodory) solutions converge towards z = 0. Now, by
means of hypothesis 6 we know that (B3) is contracting and
hence it implies that

|z(t)] = 0, ¢ — +oo.

Finally, since |z(¢)| = [Vy(¢)|, we have that |[Vy(¢)] — O as
t — 4-oo. Since the solutions of (1) are particular solutions of
the virtual system, we have that |[Vx| — 0, thus proving the
result.

Appendix C: Analysis for the applications
1. Cooperative Load Management System

We now use Lemma 1 to show contraction of (4) when this
interacts with the decentralized algorithm introduced in Sec-
tion IV A. In order to do so, first note that hypotheses 1 —4
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of Lemma 1 are fulfilled by construction by the decentralized
algorithm. The only condition that needs to be checked is
therefore hypothesis 5 of Lemma 1. This can be immediately
proved by noting that the dynamics of the continuous process
can be written as: x; = p;(t) — di(t) + Kii(t) + ¥ je 5 Kij(t) —
xi(t), where K;;’s and Kj;’s are piecewise constant functions
generated by the decentralized algorithm 7. Note that the
vector field of such dynamics is continuous in the state and
this, together with the fact that K;;’s and Kj;’s are piece-
wise constant functions, implies that a Caratheodory solu-
tion exists?> (i.e. Assumption A2 is fulfilled). Hence, con-
traction of (4) can be then proved by noticing that the system
Jacobian for each of the nodes is scalar and equal to —1.

Now, the next step is to show that the decentralized con-
trol algorithm effectively fulfills its control task. Please note
that the control problem is solved by the algorithm if it keeps
all the network state variables non-negative, i.e. x;(¢) > 0, Vr.
Therefore, we need to show that the algorithm forces the ex-
istence of a solution, say x,4(t) = [x41,...,xsn]7 such that
xqi(t) >0,Vt >19,i=1,...,N. This can be proved by notic-
ing that by construction the algorithm forces the quantity
pi(t) —di(t) + Ki; + ¥ ; K;j to be non-negative, implying that
the system is forced to evolve on the positive orthant.

2. Queuing System

We now use the ideas of Section III to show that the CPS
in (5) converges towards a state where nodes belonging to
the same group attain the same value. In order to do so, note
that the algorithmic procedure <7 in (5) fulfills hypotheses 1 -
6 of Lemma 2. Moreover, the algorithm transforms network
dynamics in %; = ¥ jc s (%;(x;) — %i(x;)), where ¥’s are the
coupling functions between nodes. Let G4,Gp € [0, ..., Ng]
be two different groups assigned by the central algorithm.
Then, <7 sets the coupling function as:

x if i,j belong same group
%ij(x) = &x if i€eG; and jeG;

Now, consider the following transformation for the net-
work state variables: x] = éxi, i € G;. Then, under this trans-
formation the network dynamics of the CPS (5) becomes

Xi= Z (x;k fxl’-‘) . (C1)

JEN

Now, a solution exists for the above dynamics and, as shown
in Section III, such a dynamics fulfills the hypotheses of

That is, (C1) is CPS

contracting relative to .#. This in turn implies that network
nodes reach an agreement onto a common value, i.e. x} — x*
for all i. The result is then proved by noticing that this condi-
tion implies that x; — G;x* (one can show that the algorithm
is exploiting symmetries in the network vector field* to en-
sure convergence to the desired agreement).

Lemma 2 with # = {x* 1X7 :xj

10
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